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ABSTRACT 
A parent or legal guardian's duty of care includes safeguarding a child and protecting their right to a safe 
environment, wherever that child is. Online, that duty of care is formally anchored in law. The UN Committee 
on the Rights of the Child's General Comment No. 25 (2021) confirms that children's rights, including 
protection from harm, must be respected, protected and fulfilled in the digital environment; domestic law 
gives this practical effect, for example in the UK, where parental responsibility is defined with no domain 
limitation and the High Court has held it extends specifically to a child's phone and social media use. GDPR 
Article 8 and the US Children's Online Privacy Protection Act operationalize that duty in practice, requiring 
platforms to obtain and verify parental consent before processing a child's data. Yet parents currently lack a 
reliable, privacy-preserving way to exercise the duty more broadly. Every adult who enrolls a child in a 
platform's family safety tools, a gaming or app store family account, or a children's bank card self-declares 
parenthood, a claim platforms rarely verify. 

This study reports qualitative interviews with civil servants, the Social Care Standards Authority, the 
Safeguarding Commission, and care home managers, on how legal guardians exercise oversight online. It finds 
that gaps in technical standards and solutions produce a verification gap with significant consequences for 
guardians and the children in their care. Since family safety tools assume a static parent-child relationship, 
the guardians of children in alternative care arrangements can be locked out of tools meant to offer protection. 
This means that the children with the greatest safe-guarding needs are excluded, reinforcing and increasing 
their vulnerability. Furthermore, while data protection law gives a parent or legal guardian the right to grant, 
deny or revoke a data processor's access to a child's data, no practical mechanism exists to exercise it, a right 
held, for a child in alternative care, by the state and sub-delegated through a legally binding care plan. 

These gaps and their consequences exist because no technical standard exists to enable verification of who 
holds parental or delegated authority online. The OpenID Foundation’s eKYC and Identity Assurance Working 
Group is developing a standard for delegated authority that may begin to address this gap. This paper and how 
the OpenID Foundation’s delegated authority specification should account for sub-delegation across a child's 
care pathway – particularly in relation to alternative care settings. 

Keywords: parental responsibility; guardianship; alternative care; care plan; age verification; delegated 
authority; platform accountability; AI age assurance; online child safety; financial sextortion  
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1 BACKGROUND AND CONTEXT 

1.1 CHILDREN’S RIGHTS AND PROTECTION 
Children's lives are now deeply embedded in digital environments that shape their learning, social 
relationships, health, and financial lives. Access to digital platforms mediates access to future opportunities 
and it has long been argued that digital platforms are neutral enablers of free expression and connection. 
According to the United Nations Convention on the Rights of the Child (UNCRC), children have rights to 
information access, freedom of expression, and participation. 1  This and other human rights instruments 
further guarantee children's rights to protection from exploitation and other harms. In recent years, there has 
been a growing body of evidence demonstrating a more nuanced perspective on the benefits of digital access 
for young people.2 In particular, a growing body of critical scholarship3 and legal precedent4 documents that 
some digital experiences and design features can foreclose opportunity and constrain the well-being of 
children and vulnerable communities.  

Those responsible for a child’s well-being navigate a complex digital world. The OECD's latest cross-national 
analysis confirms that digital media bring both major opportunities and serious risks for children's well-being. 
The harms identified include exposure to cyberbullying, online sexual exploitation, and financial extortion — 
all of which lead to significant and demonstrable mental-health impacts and, in some cases, risk-to-life 
scenarios. The National Centre for Missing and Exploited Children (NCMEC) reports that financially-motivated 
sextortion reports involving children more than doubled between 2022–2023, reaching 100 reports per day by 
2024. They have linked these crimes to the suicides of at least 36 teenage boys in the US since 2021.5 The 
Financial Action Task Force (FATF) treats online child sexual exploitation and extortion as predicate offences 
to money laundering, especially where in-game currency, virtual assets and cross-border payment channels 
are used. 6 Many of these harms are conducted, not just by individual offenders, but by organized criminals at 
scale. Europol states that financially motivated online sexual coercion and extortion offences are 
“predominantly carried out by organized offenders based outside of the EU.7   

A growing body of psychological literature also documents the cognitive and social effects of unsupervised 
digital engagement: internet and social media overuse has been linked to reduced empathy and a diminished 

 

1 Committee on the Rights of the Child (2021) General comment No. 25 on children’s rights in relation to the digital environment. United Nations Convention on the Rights of the Child 

https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=CRC/C/GC/25&Lang=en 

2  Livingstone, S. (2008). "Taking Risky Opportunities in Youthful Content Creation: Teenagers' Use of Social Networking Sites for Intimacy, Privacy and Self-Expression." New Media & 

Society, 10(3), 393–411 — eprints.lse.ac.uk/27072. 

3  Brough, M., Literat, I., & Ikin, A. (2020). "'Good Social Media?': Underrepresented Youth Perspectives on the Ethical and Equitable Design of Social Media Platforms." Social Media + 

Society — journals.sagepub.com/doi/10.1177/2056305120928488. 
4 See, for example: Meta and YouTube Found Negligent in Landmark Social Media Addiction Case https://www.nytimes.com/2026/03/25/technology/social-media-trial-
verdict.html    

5 NCMEC.  NCMEC Releases New Data: 2024 in Numbers  
6 Financial Action Task Force, Detecting, Disrupting and Investigating Online Child Sexual Exploitation: Using Financial Intelligence to Protect Children from Harm (13 March 2025). 

https://www.fatf-gafi.org/en/publications/Fatfgeneral/Online-child-sexual-exploitation.html 
7 Online sexual coercion and extortion as a form of crime affecting children 
https://www.europol.europa.eu/sites/default/files/documents/online_sexual_coercion_and_extortion_as_a_form_of_crime_affecting _children_0.pdf 

http://eprints.lse.ac.uk/27072/1/Taking_risky_opportunities_in_youthful_content_creation_(LSERO).pdf
http://eprints.lse.ac.uk/27072/1/Taking_risky_opportunities_in_youthful_content_creation_(LSERO).pdf
https://journals.sagepub.com/doi/10.1177/2056305120928488
https://journals.sagepub.com/doi/10.1177/2056305120928488
https://www.nytimes.com/2026/03/25/technology/social-media-trial-verdict.html
https://www.nytimes.com/2026/03/25/technology/social-media-trial-verdict.html
https://www.missingkids.org/blog/2025/ncmec-releases-new-data-2024-in-numbers
https://www.fatf-gafi.org/en/publications/Fatfgeneral/Online-child-sexual-exploitation.html
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ability to recognize facial emotion, and to withdrawal-like symptoms when access is removed, while periods 
of reduced or abstinent use, a 'digital detox', have been shown to restore cognitive function and reduce stress.8 

Risks are not evenly distributed: children already facing disadvantages offline are more likely to experience 
harm online. This is particularly pertinent to the 2.7 million children in residential care worldwide. The 
European Commission reports that around 750,000 children are estimated to be living in alternative care in the 
European Union, with approximately 40% in residential care. 9 In Malta specifically, the jurisdiction at the 
center of this paper’s own fieldwork, a senior civil servant at the Ministry for Social Policy and Children’s Rights 
put the figure at over 500.10 A study of UK care-experienced young people found them over-represented in child 
sexual exploitation data, with online contact both initiating and extending grooming, while also finding that 
safeguarding research had little to say about a looked-after child's digital contact with their birth family. 11 
Notably, that gap does not close once a child's care arrangement becomes legally permanent through 
adoption or long-term fostering; it widens. The foster carer or adoptive or birth has, by that point, already been 
vetted and approved, so what changes at permanency is not their suitability but the formal structure built 
around the placement: the social worker's visits, the statutory reviews, and the day-to-day records that, while 
the state remains formally involved, give someone a role that includes asking about a child's digital life.  

The European Commission's own flagship internet safety infrastructure shows the same pattern in practice. 
The 2025 evaluation of the EU's Better Internet for Kids (BIK+) strategy, delivered through the network of 
national Safer Internet Centres, explicitly included children in foster care or other public care facilities among 
the vulnerable groups consulted, yet the evaluation reports its findings in aggregate, without disaggregating 
what, if anything, was distinct about their experience.12 Two recent UK studies confirm the gap directly: Katz 
and Brett found that adolescents with family vulnerabilities, including those in social care, remain an 
understudied population in online-safety research, and are significantly more likely to encounter severe online 
harms than matched peers, an effect mediated by reduced parental e-safety guidance rather than by any 
shortfall in formal e-safety education.13 A companion evaluation of a tailored online safety training program for 
foster carers found that both carers and the social workers supporting them had material gaps in online safety 
knowledge before the training, a reminder that carer training for online safety is not yet standard practice 
anywhere it has been tested.14 

 

8 Shanmugasundaram, M., & Tamilarasu, A. (2023). The impact of digital technology, social media, and artificial intelligence on cognitive 
functions: a review. Frontiers in Cognition, 2, 1203077, synthesizing Tao et al. (2010) on internet addiction and reduced empathy, Błachnio 
et al. (2016) on reduced facial-emotion recognition, Kuss and Griffiths (2012) on withdrawal symptoms, and Duke and Montag (2017) on 
digital detox restoring cognitive function. https://doi.org/10.3389/fcogn.2023.1203077 
9 Commission Recommendation on developing and strengthening integrated child protection systems in the best interests of the child 

https://commission.europa.eu/document/download/3f049ee4-a8f9-425a-8db1-

5947bc548643_en?filename=SWD_2024_98_1_EN_autre_document_travail_service_part1_v4.pdf&prefLang=sk 
10 Alexia Vella, Ministry for Social Policy and Children’s Rights, interview conducted for this study. 
11 Sen, R. (2015). Not All that Is Solid Melts into Air? Care-Experienced Young People, Friendship and Relationships in the 'Digital Age'. 
British Journal of Social Work. https://doi.org/10.1093/bjsw/bcu152     
12 Verdoodt, V., Lievens, E., O’Neill, B. & Dopona, V. (2025). First evaluation of the European strategy for a better internet for kids (BIK+): 
A summary of consultations with children, young people, expert stakeholders, teachers, and parents. European Schoolnet, prepared for 
the European Commission, p. 18. https://better-internet-for-kids.europa.eu/sites/default/files/2025-04/BIK-plus-strategy-evaluation-
report-May-2025.pdf 
13 Katz, A. & Brett, H. M. (2025). Offline Factors Influencing the Online Safety of Adolescents with Family Vulnerabilities. Social Sciences, 
14(6), 392. https://doi.org/10.3390/socsci14060392 
14 El-Asam, A. (2025). Fostering in a Digital Age: Evaluating a Tailored Online Safety Training Programme for Foster Carers. Social Sciences, 
14(11), 648. https://doi.org/10.3390/socsci14110648 

https://doi.org/10.3389/fcogn.2023.1203077
https://doi.org/10.1093/bjsw/bcu152
https://better-internet-for-kids.europa.eu/sites/default/files/2025-04/BIK-plus-strategy-evaluation-report-May-2025.pdf
https://better-internet-for-kids.europa.eu/sites/default/files/2025-04/BIK-plus-strategy-evaluation-report-May-2025.pdf
https://better-internet-for-kids.europa.eu/sites/default/files/2025-04/BIK-plus-strategy-evaluation-report-May-2025.pdf
https://doi.org/10.3390/socsci14060392
https://doi.org/10.3390/socsci14060392
https://doi.org/10.3390/socsci14110648
https://doi.org/10.3390/socsci14110648
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1.2 GOVERNMENTS RESPOND 
Governments have begun responding to the evidence of harms, if unevenly: Australia became the first country 
to institute a delay to under-16s’ access to major social media platforms in December 2025, and a growing 
number of other governments have since proposed or enacted comparable restrictions.15 On 1 June 2026, the 
European Parliamentary Research Service recorded at least twenty-three of the EU's twenty-seven Member 
States as having proposed, adopted, or actively considered a minimum age for social media access, with 
proposed thresholds ranging from 13 (Flanders, Belgium) to 16 (including Germany, Ireland, Romania, 
Slovakia, Portugal, Lithuania, Luxembourg, Bulgaria, and Spain), and 15 the single most common threshold. 
Greece's law is the most advanced of these, expected to be voted into force in summer 2026 and implemented 
from January 2027. Malta, the jurisdiction at the center of this paper's own fieldwork, closed a public 
consultation on social media reform in February 2026 and is now in the post-consultation drafting phase, 
without yet having settled on a specific age threshold.16  

This regulatory momentum extends well beyond the EU. Brazil's Digital Statute of the Child and Adolescent 
(the “Digital ECA,” Law No. 15,211/2025) entered into force in March 2026, prohibiting simple self-declaration 
of age to access a platform and requiring platforms to link a child's account to a verified parent or legal 
guardian, one of the most comprehensive parental-consent regimes enacted anywhere to date. 17  South 
Korea's communications regulator announced in July 2026 that it is reviewing a phased plan to require parental 
consent before children around age 14 can create a social media account, building on the country's existing 
parental-consent requirement for processing children's personal data under the Personal Information 
Protection Act.18 The African Union's Child Online Safety and Empowerment Policy, adopted in February 2024 
sets a similar direction across the continent, calling for a harmonized safety-by-design legal framework and 
age assurance where necessary; its implementation plan, like the instruments above, addresses 'parents, 
carers and community leaders' as an undifferentiated category rather than the distributed authority structure 
of a child in alternative care.19  

However, tensions remain in many jurisdictions. For example, on 14 August 2026, France’s Constitutional 
Council struck down legislation that would have barred under-15s from social media from September 2026, 
ruling that the ban’s blanket approach was ‘neither appropriate, nor necessary, nor proportionate’ to the 
freedom of expression and communication of those under 15, and separately raising concern about the privacy 
implications of the age-verification system the ban would have required.20 That unresolved tension between 

 

15 Australia became the first country to bar under-16s from major social media platforms, effective 10 December 2025; Denmark, Malaysia, and others 
have since proposed or enacted comparable restrictions. France initially proposed a similar ban, but its Constitutional Council struck the legislation down 
in August 2026 (see Background). https://techcrunch.com/2026/02/17/social-media-ban-children-countries-list  
16European Parliamentary Research Service (EPRS), Minimum age on social media: EU Member States proposing or considering a minimum age for creating a social media account 

(data as of 1 June 2026). cited by https://avpassociation.com/eu-countries-considering-social-media-delays/ 
17  Brazil, Digital Statute of the Child and Adolescent (Digital ECA), Law No. 15,211/2025, enacted 17 September 2025, in force 17 March 2026. 

https://insightplus.bakermckenzie.com/bm/data-technology/brazil-digital-eca-brazils-child-and-adolescent-statute-a-new-framework-for-online-protection-of-children-and-

adolescents-2/ 
18 Asia becomes testing ground for social media age assurance models. Biometric Update, 27 July 2026, citing Korea Communications Commission Chairman Kim Jong-Cheol. 

https://www.biometricupdate.com/202607/asia-becomes-testing-ground-for-social-media-age-assurance-models 
19  African Union, Child Online Safety and Empowerment Policy, adopted by the 44th Ordinary Session of the AU Executive Council, February 2024, Addis Ababa. 

https://au.int/sites/default/files/documents/43798-doc-African_Union_Child_Online_Safety_and_Empowerment_Policy_Feb_2024.pdf 
20 France's top court blocks social media ban for under-15s France's top court blocks social media ban for under-15s - BBC News   

https://techcrunch.com/2026/02/17/social-media-ban-children-countries-list
https://techcrunch.com/2026/02/17/social-media-ban-children-countries-list
https://insightplus.bakermckenzie.com/bm/data-technology/brazil-digital-eca-brazils-child-and-adolescent-statute-a-new-framework-for-online-protection-of-children-and-adolescents-2/
https://insightplus.bakermckenzie.com/bm/data-technology/brazil-digital-eca-brazils-child-and-adolescent-statute-a-new-framework-for-online-protection-of-children-and-adolescents-2/
https://www.biometricupdate.com/202607/asia-becomes-testing-ground-for-social-media-age-assurance-models
https://au.int/sites/default/files/documents/43798-doc-African_Union_Child_Online_Safety_and_Empowerment_Policy_Feb_2024.pdf
https://www.bbc.co.uk/news/articles/cx2vj433xqlo
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contesting delays to children accessing social media – or, in some jurisdictions, mobile phones21 – on rights 
grounds while also contesting the age verification that might make a more calibrated alternative to a ban 
workable forms part of the immediate backdrop to this research. Furthermore, none of these instruments, so 
far as this review found, make any provision for how parental or delegated authority should be verified where 
that authority is distributed, as it is for a child in alternative care, rather than held by a single identifiable parent. 

2 PARENTAL RESPONSIBILITY AND DIGITAL SAFETY 

2.1 PARENTAL RESPONSIBILITY 
The nature of parental responsibility varies and is dependent upon a child’s living situation. A child living with 
a birth parent relies on a legally defined holder of parental responsibility, defined under family law from birth 
or by being registered on the birth certificate, by making a formal agreement with the mother, or by a court 
order.22 A child in alternative care has that same legally defined status distributed rather than concentrated: 
held, in whole or in part, by the state acting as corporate parent,23 exercised through a legal care plan authority, 
delegated in turn to a foster or residential carer, and often retained in part by a birth parent whose parental 
responsibility is limited but not extinguished. In most jurisdictions, this distributed holding is not left informal: 
it is written into an individualized care plan, naming who holds parental responsibility, how it is exercised, and 
how that authority is sub-delegated as placements change.24  

Offline, organizations routinely establish who is authorized to make decisions for a child before accepting 
consent or acting on the child’s behalf. Schools, healthcare providers, and local authorities may require 
evidence of parental responsibility, delegated authority or the child’s current care arrangements. Online, no 
equivalent process exists. Every family safety tool and financial product examined in this paper instead relies 
on self-declaration: an adult claims a relationship to a child, and that claim is accepted without checking who 
holds parental responsibility or whether authority has been delegated to that adult.  

This procedural gap is not specific to alternative care; it is universal. For example, verification of parental status 
and responsibility is required to set up a child’s bank account in person. However, when online-only banks, 
fintechs, and digital wallet providers issue Visa and Mastercard to children via a link to an adult’s bank 
account, no verification of the claimed parent-child relationship occurs anywhere in the digital services 
children actually use, regardless of family structure. The OpenID Foundation’s eKYC Working Group (eKYC 
WG) is developing a delegated authority specification that seeks to close this gap and enable verification of 
delegated authority (e.g., parent-to-child, human-to-AI agent, and AI agent-to-AI agent). The qualitative 
research conducted herein seeks to inform the scope of that work with a qualitative analysis of the needs of 
children and the carers involved in alternative care arrangements.  

2.2  PARENTAL RESPONSIBILITY IN THE BIOLOGICAL FAMILY 

 

21  Haidt, J. (2024). The Anxious Generation: How the Great Rewiring of Childhood Is Causing an Epidemic of Mental Illness. Penguin Press. 

https://en.wikipedia.org/wiki/The_Anxious_Generation  
22 See, for example,  Children Act 1989 (England and Wales), ss. 2–4. 
23 Bullock, R., Courtney, M. E., Parker, R., Sinclair, I., & Thoburn, J. (2006). Can the corporate state parent? Children and Yo uth Services Review, 28(11), 1344–1358. 

https://doi.org/10.1177/030857590603000403 
24  Malta, Cap. 602; Children Act 1989, s. 31A; Care Planning, Placement and Case Review (England) Regulations 2010; UNGA, 2009. 

https://en.wikipedia.org/wiki/The_Anxious_Generation
https://doi.org/10.1177/030857590603000403
https://doi.org/10.1177/030857590603000403
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Parental responsibility is a legally defined status that determines who has authority to make decisions for a 
child. In the UK, for example, the Children’s Act 1989 defines parental responsibility as “all the rights, duties, 
powers, responsibilities and authority which by law a parent of a child has in relation to the child and his 
property” (s. 3(1)), a formulation that later scholarship treats as constitutive of a legal role rather than a 
restatement of biological fact.25  

In this paradigm, a mother acquires parental responsibility automatically, while a father who is not married to 
the mother must acquire it through one of the statutory routes, including registration, agreement or court 
order. 26  Reece cautions against treating parental responsibility as self-evidently attached to genetic 
parenthood at all, arguing its content has been progressively reshaped into a status conferred, withheld and 
structured by law for reasons that have little to do with biology as such.27  

The 1996 Hague Convention on Parental Responsibility and Protection of Children mirrors this. It defines 
parental responsibility to include “parental authority, or any analogous relationship of authority determining 
the rights, powers and responsibilities of parents, guardians or other legal representatives in relation to the 
person or the property of the child.” On an international level, it provides a basis for treating parental 
responsibility as an identifiable legal status capable of vesting in actors other than a birth parent.  

A baseline has been established: authority over a child is capable of being identified and attributed as a legal 
status, rather than inferred from an unverified assertion of relationship. The question examined in this paper 
is the impact of digital systems collapsing that distinction, treating a claim of parenthood as sufficient 
evidence of authority.  A platform that asks an adult merely to identify themselves as a child’s “parent” does 
not establish whether that adult in fact holds parental responsibility, whether another person shares or 
exercises that responsibility, or whether relevant authority has been formally delegated. For children living in 
alternative care, this distinction becomes still more important. Parental responsibility may be distributed 
between the state, birth parents and carers, and the authority exercised in day-to-day care may change as 
placements change. 

2.3  DISTRIBUTED PARENTAL RESPONSIBILITY IN ALTERNATIVE CARE 
Where the state has taken on the parental role for a child in alternative care, that assumption of responsibility 
carries a distinct legal character. A birth parent's duty of care is presumed and rarely tested against an external 
standard; a local authority's duty toward a child in its care is not only presumed but actively supervised, 
inspected, and reviewed, and is judged against what a reasonable and prudent parent would do for their own 
child. 28  Where the risk to be guarded against is not remote but already extensively documented, as the 
evidence assembled above demonstrates, that reasonable-parent standard converges with a precautionary 
principle long recognized in other domains of public law: the absence of complete certainty about how a harm 
will occur is not a reason to defer protective measures against a harm that is already foreseeable and whose 

 

25 Probert, R., Gilmore, S., & Herring, J. (Eds.). (2009). Responsible Parents and Parental Responsibility. Hart Publishing.  https://doi.org/10.5040/9781472564740 

26  Children Act 1989 (England and Wales), ss. 2, 4. 

27 Reece, H. (2009). The Degradation of Parental Responsibility. In R. Probert, S. Gilmore, & J. Herring (Eds.), Responsible Parents and Parental Responsibility (pp. 85–102). Hart 

Publishing. https://doi.org/10.5040/9781472564740 
28 Children Act 1989 (England and Wales), s. 22(3); Reasonable and Prudent Parent Standard, Preventing Sex Trafficking and Strengthening Families Act 2014, Pub. L. No. 113–183 

(US). https://www.acf.hhs.gov/cb/law-regulation/preventing-sex-trafficking-and-strengthening-families-act 

https://doi.org/10.5040/9781472564740
https://doi.org/10.5040/9781472564740
https://www.acf.hhs.gov/cb/law-regulation/preventing-sex-trafficking-and-strengthening-families-act
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consequences, once realized, cannot be undone.29 A state that will not accept an unverified adult as a foster 
carer, or leave a placement unreviewed by its Social Care Standards Authority, or equivalent, for a fixed period, 
therefore has no basis for accepting an unverified adult's claim to digital guardianship over the same child. 
Because the state is to act as parent, it is obligated to act as the most diligent parent the law already requires 
it to be, and to set the standard other guardianship arrangements can be measured against.  

The state, exercising these functions, is conventionally described as a child’s ‘corporate parent’, a status 
placed on explicit statutory footing in England and examined by Bullock et al., who ask directly whether “the 
corporate state” can, in fact, parent; for children in long-term foster or kinship care, they find, the quality of 
the state’s exercise of parental functions becomes directly determinative of outcome. Corporate parenting is 
instructive precisely because it is already a term of art with defined, auditable content; this discipline, 
however, has not yet been extended to a corporate parent’s oversight of a child’s digital life. 

In Malta, the Minor Protection (Alternative Care) Act, Cap. 602, gives a Director of Alternative Care statutory 
functions including matching a carer to a child and confirming that each placement serves the child’s best 
interests, exercised under a written agreement with the carer.30 Comparable instruments exist elsewhere: 
section Section 31A of the UK’s Children Act 1989 requires a local authority (LA) to prepare a formal care plan 
whenever an application is made for a full Care Order under Section 31. This provision ensures that a court 
never grants a care order, transferring parental responsibility to the local authority, in a vacuum. The court 
must evaluate a concrete, detailed proposal outlining how the child will be cared for. The UN Guidelines for 
the Alternative Care of Children generalize this expectation internationally, so that no child should be placed 
in out-of-home care without a clear, individualized, and regularly reviewed care plan, to an international 
standard.31  The order gives the local authority parental responsibility for the child, while ordinarily leaving the 
birth parents’ parental responsibility in place. The resulting authority is therefore shared rather than simply 
transferred.  

In both Malta and England, the care plan sits within a formal statutory process for determining how parental 
responsibility will be exercised once a child enters care. It is the instrument through which the responsible 
authority records who may make decisions for the child, which decisions remain with another holder of 
parental responsibility, and how day-to-day authority is to be exercised in practice. The care plan is also, if 
anything, more rigorously documented and renders parties more accountable than the arrangement in most 
birth families; what it does not yet specify is who may exercise oversight of a child’s use of digital platforms, or 
how that oversight transfers as carers change.  

The absence of explicit provisions in the care plan does not, however, mean that digital oversight falls outside 
parental responsibility. The English High Court has confirmed that a local authority’s parental responsibility 
under section 33(3)(b) extends specifically to a child’s use of personal devices and social media, holding that 
restrictions on a looked-after child’s phone, tablet, laptop, and social media access are properly authorized 

 

29 Eva Lievens, 'Growing Up with Digital Technologies: How the Precautionary Principle Might Contribute to Addressing Potential Serious 
Harm to Children's Rights,' Nordic Journal of Human Rights 39, no. 2 (2021), applying the precautionary principle to children's digital 
rights via UNCRC Article 3(1); UN Committee on the Rights of the Child, General Comment No. 25 (2021) on children's rights in relation to 
the digital environment, noting that precautions may be required depending on the design, purpose, and use of a technology. The 
principle's classical formulation is Rio Declaration on Environment and Development (1992), Principle 15. 
https://doi.org/10.1080/18918131.2021.1992951  
30  Malta, Cap. 602, arts. 36A, 41, 42(d). 

31 Children Act 1989, s. 31A; Care Planning, Placement and Case Review (England) Regulations 2010; UNGA, 2009. 

https://doi.org/10.1080/18918131.2021.1992951
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through parental responsibility rather than deprivation-of-liberty safeguards, “much the same as a biological 
parent could remove their child’s mobile phone.” 32 

Every actor in this chain, the state acting through its corporate parent, the standards authority setting and 
reviewing the conditions of care, and the parent or guardian exercising day-to-day responsibility, holds a legally 
recognized duty of care toward the child. None of them is currently empowered to exercise it online. A local 
authority’s parental responsibility has been judicially confirmed to extend to a child’s phone and social media 
use, yet there is no mechanism for asserting that authority to a platform. A standards authority can require a 
care plan to document exactly who holds responsibility and how it is delegated, yet has no equivalent 
requirement, or even vocabulary, for a child’s digital life.  

2.3  CHILD SAFETY IN THE CONTEXT OF COMPLEX CARE  
For children living in alternative care, this distinction becomes still more important. Parental responsibility may 
be distributed between the state, birth parents and carers, and the authority exercised in day-to-day care may 
change as placements change. Online Family Safety tools provided by major tech companies are not designed 
to handle the changes in parental status as children pass through care pathways. This is a blind spot that has 
received little attention in the safeguarding literature to date: specifically, how the complexity of parental 
authority, as it shifts and is redistributed while a child navigates the alternative care system, through different 
placements, carers, and legal statuses, bears on that child's digital life has not been studied in depth, whether 
in terms of the risks this creates, how those risks might be mitigated, or the protective benefit a child could 
draw from properly exercised legal guardianship oversight online.  

Internet safety education for parents and carers is often delivered inconsistently and through relatively limited, 
generalized provision. Arguably, what a parent or carer needs is not just education, but a functioning 
mechanism to exercise the oversight that guardianship confers, and that mechanism has no online equivalent. 
Offline, a parent's oversight role is best understood as something closer to a parent taking their child to play 
football at a club: assessing whether the pitch itself is properly maintained, whether the referee enforces the 
rules consistently and fairly, and whether the children on the field are evenly matched by age and ability. That 
is a sustained, evaluative role, judging the whole environment a child is playing in, and it is exactly the role a 
parent or carer has no way to exercise online. There is no equivalent to walking the pitch: no way to assess 
whether a platform's own rules are being enforced, whether the "referees," a platform's moderation and safety 
systems, are applying them consistently, or whether the other users a child is matched with online are, in fact, 
verified peers of a similar age. The European Commission’s benchmarking study of parental controls found 
that such tools often perform poorly at blocking harmful content, including violence and self-harm, and are 
not effective at filtering inappropriate user-generated content on social media.33  

Recent independent testing indicates that platform family-safety tools cannot be assumed to work as claimed. 
In a 2025 assessment, only 8 of 47 tested features of one platform were judged fully effective; 30 (64%) were 
found ineffective, easily bypassed, unavailable, or discontinued. 34 Critics have characterized some safety 
tools as “safety theatre:” highly visible product announcements that provide reassurance to parents without 

 

32  Manchester City Council v CP & Ors [2023] EWHC 133 (Fam). https://www.bailii.org/ew/cases/EWHC/Fam/2023/133.html 

33 Benchmarking of parental control tools for the online protection of children https://digital-
strategy.ec.europa.eu/en/library/benchmarking-parental-control-tools-online-protection-children  
34 Instagram’s teen safety features are flawed, researchers say https://www.reuters.com/business/instagrams-teen-safety-features-
are-flawed-researchers-say-2025-09-25/  

https://www.bailii.org/ew/cases/EWHC/Fam/2023/133.html
https://digital-strategy.ec.europa.eu/en/library/benchmarking-parental-control-tools-online-protection-children
https://digital-strategy.ec.europa.eu/en/library/benchmarking-parental-control-tools-online-protection-children
https://www.reuters.com/business/instagrams-teen-safety-features-are-flawed-researchers-say-2025-09-25/
https://www.reuters.com/business/instagrams-teen-safety-features-are-flawed-researchers-say-2025-09-25/
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delivering commensurate protection against the harms they claim to address.35 Some of these findings have 
been reinforced by subsequent testimony by employees who point out that protections often depend on users 
opting in – and that many could be easily dismissed.36 Taken together, this evidence raises a broader concern 
that highly visible parent-facing safety measures may provide reassurance without delivering protection 
commensurate with the claims made for them.  

A child in alternative care should be supported through a coordinated care system designed to protect their 
welfare and promote their development. This commonly includes a named social worker, regular care and 
health assessments, and access to therapeutic, psychosocial, and specialist support, including occupational 
therapy where assessed needs require it. The responsible public authority retains continuing duties to plan, 
review, monitor, and act in the child’s best interests. 3738 This paper does not criticise the alternative care 
system or the professionals working within it. Rather, it applies an internet safety lens to existing safeguarding 
structures and identifies a gap that sits largely outside their control: the absence of a reliable, interoperable 
means to verify parental status or lawful caring authority online. Children in alternative care may already be 
supported by an established professional network, including carers, social workers, health and education 
professionals, and therapeutic services where needed. However, the digital services children use rarely 
recognize or verify the authority of the adults and agencies legally responsible for their welfare. As a result, 
those responsible for a child’s care may be unable to set, monitor, challenge, or evidence the operation of 
online safety measures on the child’s behalf. The purpose is therefore to highlight a wider, global shortcoming 
in standards, platform design, and digital identity infrastructure – not a failure of alternative-care provision. 
The paper examines how effectively existing child-protection arrangements account for a child’s digital life, 
despite the professional infrastructure already in place to support their wellbeing. It argues that carers and 
responsible authorities need appropriately verified authority, suitable training, and practical oversight 
mechanisms to exercise online the guardianship responsibilities they are expected to hold in law. 

2.4  RESEARCH QUESTION 
Despite the lack of tools available, the duty of care is not absent when a child goes online. This research 
explores how those responsible for children in alternative care settings experience the operational realities of 
legal guardianship in digital environments today.  

 

 

35 Teen Accounts, Broken Promises HOW INSTAGRAM IS FAILING TO PROTECT MINORS https://mollyrosefoundation.org/wp-
content/uploads/2025/09/Teen-Accounts-Broken-Promises-How-Instagram-is-failing-to-protect-minors.pdf  
36 Child safety was an afterthought, ex-Meta engineer tells trial https://www.thetimes.com/us/american-politics/article/meta-
whistleblower-arturo-bejar-facebook-instagram-harm-young-people-djd3m8mgl  
37 Looked-after children and young people NICE guideline Published:  20 October 2021. 
https://www.nice.org.uk/guidance/ng205/chapter/recommendations  
38 Malta’s Minor Protection (Alternative Care) Act https://legislation.mt/getpdf/60225954bc8272018c0f1e3f  

https://mollyrosefoundation.org/wp-content/uploads/2025/09/Teen-Accounts-Broken-Promises-How-Instagram-is-failing-to-protect-minors.pdf
https://mollyrosefoundation.org/wp-content/uploads/2025/09/Teen-Accounts-Broken-Promises-How-Instagram-is-failing-to-protect-minors.pdf
https://www.thetimes.com/us/american-politics/article/meta-whistleblower-arturo-bejar-facebook-instagram-harm-young-people-djd3m8mgl
https://www.thetimes.com/us/american-politics/article/meta-whistleblower-arturo-bejar-facebook-instagram-harm-young-people-djd3m8mgl
https://www.nice.org.uk/guidance/ng205/chapter/recommendations
https://legislation.mt/getpdf/60225954bc8272018c0f1e3f
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3 RESEARCH DESIGN AND APPROACH 

3.1  PURPOSIVE SAMPLING  
The literature and research question above justifies a qualitative design. The study utilized a Purposive 
Sampling strategy, engaging key stakeholders that represent distinct pillars of the safeguarding ecosystem. 
Purposive sampling is widely used in qualitative research for the identification and selection of information-
rich cases for the most effective use of limited resources. This involves identifying and selecting individuals or 
groups of individuals that are especially knowledgeable about phenomenon of interest – in this case, 
exercising guardianship authority in digital environments when that authority is vested in someone other than 
a parent or parents.39 In addition to knowledge and experience, researchers note the importance of availability 
and willingness to participate, and the ability to communicate experiences and opinions in an articulate, 
expressive, and reflective manner. 40  In contrast, probabilistic or random sampling is used to ensure the 
generalizability of findings by minimizing the potential for bias in selection and to control for the potential 
influence of known and unknown confounders.41  

The purposive approach ensures that the nuances of the topic are captured through the most qualified 
perspectives available. In this case, participants include the actors who hold and exercise this distributed 
authority in practice. Researchers conducted semi-structured interviews with individuals whose institutional 
position gives them specialized knowledge that is not accessible through documentary analysis alone. This 
study interviews progressively from ministerial policy level, through a national social care standards authority 
and a safeguarding commission, to practitioners and the Director of Alternative Care, mirroring the layered 
structure of guardianship authority identified above and allowing each tier’s account to be checked against 
the others. 

3.2  PARTICIPANT PROFILE 
The study engaged a single high-level representative from each of the critical roles articulated in Table 1. As 
the sample size includes one specialist per role, the findings are treated as Expert Qualitative Insights rather 
than statistically generalizable data. Note that, due to the location and professional networks of the 
researchers, there is a sampling bias towards Malta, the UK, and Ireland. The analysis focuses on identifying 
consensus themes, regulatory compliance implications, and operational friction points.  

 

 

 

39 Patton, Michael Quinn. Qualitative research & evaluation methods: Integrating theory and practice. Sage publications, 2014. 

40 Cresswell, John W., and Vicki L. Plano Clark. "Designing and conducting mixed methods research." (2011). 

41 Spradley, James P. The ethnographic interview. Waveland Press, 2016.  

Bernard, H. Russell. Research methods in anthropology: Qualitative and quantitative approaches. Bloomsbury Publishing PLC, 2017. 
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TABLE 1: PARTICIPANT PROFILE 
 

Role Jurisdiction Perspective Provided 

UNHCR Global Identity and relationship verification — 
Refugee families 

Policy Expert, European 
Commission 

European Union Better Internet for Kids 

Senior Civil Servant, Ministry for 
Social Policy and Children's 
Rights 

Malta Corporate Parent and statutory oversight 
perspective; government policy interface. 

Senior Care Home Manager  Malta Residential Expert perspective: 24/7 day-
to-day care operations and digital 
safeguarding. 

Safeguarding Commission  Malta Governance oversight and operational 
compliance perspective on care homes. 

Digital Safety & Education Experts Malta / International Technical-pedagogical perspective on 
digital literacy, online risk, and age 
assurance. 

Social Care Standards Authority 
(SCSA) 

Malta Regulatory and inspection perspective. 

Child Rights Experts  International Rights-based analytical perspective: 
UNCRC, participation, evolving capacity. 

Law enforcement agencies Ireland, Malta, UK Enforcement typologies for online 
exploitation and financial sextortion. 

Regulators Financial, data protection, 
online content, social care 

Cross-regulatory coordination and 
supervisory perspectives. 

 

3.3  DATA COLLECTION  
Data was collected through semi-structured interviews utilizing a standardized questionnaire. The substantive 
focus of every interview was the same across each tier, adjusted only for the informant’s vantage point: how 
the holder of parental responsibility exercises safeguarding measures and duty of care toward a child in 
alternative care, both offline and online, and what issues they encounter in doing so. Offline, informants were 
asked how statutory functions are exercised and sub-delegated in daily practice, from ministerial policy 
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through to a care home manager or carer. Online, informants were asked a parallel set of questions: whether, 
and how, that same authority is currently recognized, exercised, or frustrated when a child engages with a 
platform, a payment service, or an AI agent, and what specific obstacles they encounter in protecting a child’s 
right to a safe online environment. Anchoring the interviews in the care plan, rather than legal status alone, 
gives every informant a shared reference point across both domains: what a care plan should contain, how a 
new section addressing online safeguarding would be regulated, and how it would work in daily operational 
use, including sub-delegation from the Director’s office to a care home manager or carer. 

This instrument was adapted to remain relevant to each participant's specific professional role while ensuring 
thematic consistency across five core domains: 

• Legal and Child Rights Frameworks: Statutory bases for authority and parental responsibility and 
children’s rights 

• Governance and Oversight: Internal and external monitoring structures 
• Policies: Formal rules regarding digital access and safeguarding 
• Training: Competencies required for staff and guardians 
• Operational and Logistical: The practicalities of day-to-day care and information sharing. 

3.4  ANALYTICAL PROCESS  
Following collection, the data underwent Thematic Coding and Analysis. This process allowed the specific 
inquiry areas regarding the operation of legal guardianship to emerge organically from the responses.  

The analysis distinguished between the structural mechanics of the current system and related risks. This logic 
separates "how care is managed" from "the harms that occur due to systemic failure." 
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4 FINDINGS 

4.1 SUMMARY OF THEMATIC ANALYSIS 

This paper reports on qualitative interviews with civil servants, the Social Care Standards Authority, the 
Safeguarding Commission, care home managers, and child rights advocates. Interview responses were coded 
into high-level “domains” and related “themes” (see Table 2). 

For each theme, participants were asked to describe the current status quo. For most themes, they were also 
asked to consider a hypothetical scenario: they were asked what would change if a carer who is the authorized 
holder of parental responsibility for a child could exercise that role online, oversee the safety tools provided by 
platforms in accordance with the details set out in the child’s care plan. The term “Digital Delegated Authority 
Holder” (DDAH) is established to convey the following meaning throughout Section 4: an authorized holder of 
parental responsibility who seeks to exercise that responsibility in a digital environment. A further discussion 
of what that role should mean is presented in Section 5 and is informed by the findings herein. 

4.2 DOMAIN 1: LEGAL AND CHILD RIGHTS FRAMEWORKS 

This domain covers the statutory bases for authority, parental responsibility, and children's rights identified 
through the interviews. Two themes were identified (Table 2): consent grey-zone and participation vs. 
protection. 

CONSENT GREY-ZONE 

For countries with privacy laws following Europe’s General Data Protection Regulation (GDPR), a guardian 
must consent for the processing of a child’s data. The legal status of an authorized holder of parental 
responsibility already exists. A birth parent, carer or social worker may, where they hold parental responsibility 
or have been allocated delegated authority under a care plan, be authorized to grant, withhold or revoke 
consent to the processing of a child’s data. What does not yet exist is a standardized mechanism through 
which a platform can recognize and receive a verifiable, privacy-preserving indication of that authority. This 
gap impedes effective protection of children’s data rights and makes it harder for platforms to operate 
compliant consent and safeguarding processes. It also creates risks in the use of family-safety tools. Adults 
without parental responsibility may exploit the absence of reliable verification to gain inappropriate access or 
influence. At the same time, people who are legitimately authorized to exercise parental responsibility, or a 
defined delegated element of it, may be unable to use the safety tools intended to help them protect and 
support the child. 
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TABLE 2: THEMATIC FINDINGS - CURRENT AND FUTURE STATE 

Domain Theme Today’s Experience Desired State  

Legal and 
Child Rights 
Frameworks 

Consent Grey-
Zone 

Carers hold parental responsibility but 
have no way to prove it to or exercise it 
on a platform. 

The DDAH can grant, withhold, or revoke 
data-processing consent to a platform 
cryptographically. 

Participation vs. 
Protection 

Consultation already occurs in care 
planning, but is not always visible or 
trusted as adequate by advocates. 

The care plan explicitly records the 
child's wishes and decisions, making 
existing consultation auditable. 

Governance 
and Oversight 

Digital risk 
assessment and 
referral triage 

Digital harm is last on the referral 
agenda, triggered only after physical or 
sexual harm. 

Digital risk is triaged on par with physical 
risk from the outset. 

Referral 
Hierarchy 

Digital wellbeing is addressed reactively, 
once something has already gone wrong. 

Digital care planning is a standing item at 
every care-pathway review. 

Safeguarding 
Seesaw 

Care home rules reset every time a child 
visits their birth family. 

The same standard, recorded in the care 
plan, travels with the child across 
environments. 

Policies Digital Fragility 1 Carers listen to gaming headset audio, 
guessing whether a child is talking to a 
stranger. 

A child's online interactions are 
constrained by default to verified same-
age-group peers. 

Digital Fragility 2 A single leaked photo can reveal a child's 
location and collapse a placement. 

Location-revealing content is blocked 
before it leaves the device. 

Content Bleed An older child's content bleeds to a 
younger sibling sharing the same 
physical space. 

Platforms enforce age-appropriate 
boundaries at the level of the individual 
child. 

Training Cognitive Drain Carers manually reduce screen time and 
encourage offline activity, with no 
system support. 

A persistent device-level signal supports 
the setting of limits without the need to 
renegotiate it each time. 

Earned 
Autonomy 

Access is negotiated and tracked 
manually, behavior rewarded with more 
access. 

The same model is enforced through 
tooling instead of manual negotiation. 

Early Years Gap Statutory frameworks are almost entirely 
absent below school age. 

Not tested: no future-state hypothetical 
was asked for this finding. 

Operational & 
Logistical 

Record of Note Daily reports maintained by therapists, 
psychologists and care-home staff. 

Record of Note should be extended to 
provide oversight of the impact of digital 
permissions. 
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PARTICIPATION VS. PROTECTION 

Child rights advocates have raised concerns that efforts by states to restrict or delay children’s access to 
social media may prioritize protection over participation, particularly where children and young people have 
not been meaningfully consulted. There is a related assumption that this risk may be greater for children in 
alternative care. This research indicates a more nuanced picture. In alternative care settings, legal and 
professional care planning processes require children’s views to be sought, recorded and considered in 
decisions affecting them, with appropriate weight given to their age, maturity and understanding. These 
processes are reflected in international child rights standards and Malta’s Children’s Policy Framework 2024–
2030.4243 Where the state arranges or supervises a child’s care, it has a heightened safeguarding responsibility. 
Given evidence of online risks, including exploitation, grooming and coercion, it may be appropriate to take a 
precautionary approach. However, this is based on individual, documented and reviewable decisions within 
the care planning process, not on an assumption that children in care should be subject to blanket restrictions 
or denied participation in decisions about their online lives. Verified parental oversight will provide a privacy-
preserving means for platforms to implement an authorized decision already reached through those 
processes. The platform receives only the specific instruction needed, for example, an approval, refusal, 
revocation or safety-setting choice, and not the child’s care status, care-plan content, or the identity and 
circumstances of the authority holder. 

4.3 DOMAIN 2: GOVERNANCE AND OVERSIGHT 

This domain covers the internal and external monitoring structures identified through the interviews. Three 
themes were identified: Risk Assessment and Referral Triage, Referral Hierarchy, and Safeguarding See-Saw. 

DIGITAL RISK ASSESSMENT AND REFERRAL TRIAGE 
Statutory referral systems are often built around physical and sexual harm as the primary triggers for 
intervention, meaning digital indicators may carry less weight at triage and only come to attention once risk 
has escalated into an offline crisis. Indicators such as unfamiliar or controlling online contacts, location-
revealing images, abrupt secrecy around a device, sustained overnight use, changes in sleep, concentration, 
mood or social engagement, unexplained financial requests, appearance-related distress, or exposure to 
harmful content should be explicitly recognized as potential triggers for early safeguarding assessment. They 
should not be treated as evidence of harm in isolation, but should prompt a proportionate, child-centered and 
trauma-informed conversation that considers the child’s views, wider circumstances, resilience, support 
needs and any existing safeguarding concerns.  

Verifiable parental oversight (DDAH) could enable authorized decision-makers to identify, record and review 
these indicators within existing safeguarding processes and set up Family Safety tools accordingly. 
Participants emphasize its purpose is to support professional judgement and earlier intervention. Digital risk 
indicators are built into the referral triage itself, so a pattern like withdrawal, secrecy, or an unexplained new 
contact can trigger review before it escalates into physical-world harm, not only after. 

 

42 Guidelines Social Regulatory Standards Residential Services for Children in Alternative Care https://scsa.gov.mt/wp-
content/uploads/2023/02/Children-Care-ENG-Residential-Services.pdf 
43 CONSEIL DE L’EUROPE COMITE DES MINISTRES Recommendation Rec(2005)5 du Comité des Ministres aux Etats membres 
relative aux droits des enfants vivant en institution https://bice.org/app/uploads/2014/06/Recommandation_2005_5F_FR.pdf 
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REFERRAL HIERARCHY 
This is the same triage gap viewed from the review side rather than the intake side: once a case is open, digital 
wellbeing is rarely a standing item at care plan reviews or social worker visits in the way that physical health 
and education are. It's addressed reactively, after something has already gone wrong, rather than checked 
proactively as a matter of course. With verified oversight, digital wellbeing becomes a standing item at every 
care plan review and social worker visit, checked as a matter of course. 

SAFEGUARDING SEESAW: PERMISSIONS PORTABILITY 
The safeguarding seesaw describes a specific, recurring dynamic reported by interviewees: progress made 
within the structured, professionally supervised care home environment is often undone during a child's 
unregulated contact with their birth family. A care home may enforce boundaries, such as no personal phone 
until a certain age or tablet use to be confined to communal areas, but those boundaries don't travel with the 
child. During a family visit, away from the care home for a few hours or days at a time, a child may regain 
unrestricted phone and social media access, entirely out of line with the guidance laid out in the legally binding 
care plan; on return, staff must effectively restart the same negotiation. Participants described this as 
exhausting and ultimately self-defeating, since the standard that a care home works to establish carries no 
weight the moment the child leaves the building. The participants' view was that the volatility between 
regulated care home environments and unregulated biological visits creates behavioral triggers. 

What participants anticipated with the DDAH concept was portability, i.e. that the same guidelines regarding 
digital care recorded in the care plan, travelling with the child across environments, so safety isn't reset every 
time custody changes hands.  

4.4 DOMAIN 3: POLICIES 

 

This domain covers the formal rules, or absence of them, regarding digital access and safeguarding identified 
through the interviews. Three themes emerged in interviews: 2 forms of Digital Fragility (Oversight and Safety) 
and Content Bleed. 

DIGITAL FRAGILITY 1: FRAGILE OVERSIGHT 

When a child in alternative care has contact with an adult in the physical world, that contact is typically subject 
to structured oversight. The adult’s identity, relationship to the child, purpose of contact, location, supervision 
arrangements and any relevant safeguarding conditions may be assessed, recorded and reviewed through the 
care planning process. Yet no equivalent assurance necessarily applies when the same child interacts online, 
particularly through voice chat in gaming environments, with people whose identity, age and intentions are 
unknown. 

Participants described carers trying to listen to a child's gaming headset/phone responses in an attempt to 
judge whether another player sounded like an adult or a child. In practice, this can leave carers relying on a 
real-time guess made by ear as the only available safeguard. It is neither a reliable verification method nor an 
adequate substitute for the structured oversight expected for offline contact. 

With verified parental oversight, and access to family safety tools, a child’s platform experience could be 
configured by default to permit interaction only with verified peers within an appropriate age group. The 
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question that carers are currently forced to guess, whether the person on the other end is an adult or a child, 
would instead be addressed through age and identity assurance, without requiring the platform to disclose 
unnecessary personal information. 

DIGITAL FRAGILITY 2: FRAGILE SAFETY 

A research participant highlighted that a single photograph can unintentionally disclose a child's location: a 
school crest, a recognizable room, or a landmark through a window. For most families, this is a privacy 
concern; for a child in care whose placement address is deliberately withheld for their safety, it can be the 
difference between a stable placement and an emergency move. One leaked image has been enough to 
require relocating a child to a different home, school, or region entirely.  

In Malta, safeguarding policy recognizes that disseminating an image of a child’s home or community 
environment can compromise the child’s safety. For children in alternative care, whose placement location or 
family circumstances may need to remain confidential, this supports a precautionary approach to publishing 
images that could reveal a home, school, routine, or location. Malta’s alternative-care standards also require 
services to protect privacy and confidentiality. 

With verified parental oversight and family safety tools, location-revealing content, metadata, recognisable 
backgrounds, could be flagged or blocked before it ever leaves the device, so a single photo can no longer 
compromise a placement. 

CONTENT BLEED 

Care homes deliberately house children of different ages together to replicate an ordinary family setting, a 16-
year-old and a 4-year-old living as ‘siblings.’ But whatever content the older child is exposed to online is, via a 
shared physical space or shared device, exposed to the younger child too. There is currently no way to apply 
an age-appropriate boundary to one child without it also being visible to another in the same room.  

While this problem may be difficult to solve completely, participants emphasize that with verified parental 
oversight, age verification platforms can enforce age-appropriate boundaries at the level of the individual 
child, not the household or device, so two children sharing a home no longer share a content boundary. Device-
level log-ins could support this model by ensuring that age-appropriate settings, permissions and safeguards 
follow the verified child account, including when a shared device is used. 

4.4 DOMAIN 4: TRAINING 

 
This domain covers the competencies required of staff and guardians identified through the interviews. 
Participants reported that their principal source of internet-safety education was Malta’s Safer Internet Centre, 
BeSmartOnline, including awareness sessions delivered in schools and at parent evenings. BeSmartOnline’s 
established role is to educate children, parents, carers and educators on safer internet use and online risks. 
Malta’s Safer Internet Centre, BeSmartOnline!, is led by the Foundation for Social Welfare Services (FSWS) and 
delivered through a multi-agency partnership. FSWS operates the Centre’s awareness, helpline and hotline 
functions, including the internet-safety support available through Supportline 179, alongside partners in 
education, child rights and cybercrime enforcement. 

Three themes are covered in this domain: Cognitive Drain, Earned Autonomy, and the Early Years Gap. 
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COGNITIVE DRAIN 

Participants described a recognizable pattern among children who spend extended periods online, which 
includes, reduced eye contact, flattened empathy, and resistance to offline activities like ‘picnics and hikes,’ 
as one participant put it. What participants describe as Cognitive Drain and the need for 'deprogramming' or a 
‘digital detox’ maps onto an established body of psychological research: internet and social media overuse 
has been linked to reduced empathy and a diminished ability to recognize facial emotion, alongside 
withdrawal-like symptoms when access is removed, while periods of reduced or abstinent use, a 'digital 
detox', have been shown to restore cognitive function and reduce stress.44  

With verified oversight, the ‘deprogramming’ carers currently do by instinct could be supported by a family 
safety tools device limits, and a child's reduced-access state travels with them rather than being renegotiated, 
and potentially bypassed, every time they change environment, including during family contact. 

EARNED AUTONOMY 

Participants described an established care-planning practice of earned autonomy, which directly informs 
decisions about internet access. Rather than granting unrestricted access from the outset, access may 
expand gradually as a child demonstrates readiness and responsible behavior. A care plan may provide for 
longer periods online, access to additional services or features, and greater independence, subject to the 
child’s individual circumstances, wishes, conduct, support needs and safeguarding assessment. Participants 
emphasized that this is not caution for its own sake. It is an individual, reasoned and reviewable approach 
designed to support a child’s age-appropriate participation online while helping them develop the skills, trust 
and resilience needed for increasing digital independence. The aim is not to deny access, but to create a 
structured pathway towards autonomy. 

At present, however, care home managers and carers cannot reliably apply these decisions to specific 
platforms or features. They may negotiate rules with the child, supervise device use, use whitelists, or agree 
planned offline ‘decompression’ periods, but they lack a consistent mechanism to set, evidence, and enforce 
platform-specific permissions. The care plan may say that a child is ready to use one service, feature or level 
of access, but not another; in practice, that distinction may be difficult or impossible to implement across the 
child’s accounts and devices. Verified oversight would enable access to be negotiated and implemented in 
accordance with the care plan. A verified authority holder could approve, refuse, adjust or revoke access to a 
specific platform, feature or category of interaction, with settings changing as the child’s autonomy develops 
or circumstances change. This would allow a child’s individually agreed pathway towards digital 
independence to be applied consistently, reviewed regularly and changed without requiring ad hoc manual 
workarounds. 

EARLY YEARS GAP 

One participant, whose work focuses on pre-school children in the UK, identified early-years online safety and 
staff training as a significant gap. They noted that statutory safeguarding frameworks and online safety 

 

44 Shanmugasundaram, M., & Tamilarasu, A. (2023). The impact of digital technology, social media, and artificial intelligence on cognitive functions: a review. Frontiers in Cognition, 2, 

1203077, synthesising Tao et al. (2010) on internet addiction and reduced empathy, Błachnio et al. (2016) on reduced facial-emotion recognition, Kuss and Griffiths (2012) on withdrawal 

symptoms, and Duke and Montag (2017) on digital detox restoring cognitive function. https://doi.org/10.3389/fcogn.2023.1203077 

https://doi.org/10.3389/fcogn.2023.1203077
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guidance are far more developed for school-age children than for children below school age, particularly in 
private nursery settings outside the school system. 

The concern is not hypothetical. In 2025, a cyber-attack affecting the Kido nursery chain reportedly exposed 
the names, photographs, addresses and family contact details of approximately 8,000 children through 
systems connected to a widely used early-years family-communication platform.45 The incident illustrates 
that very young children are exposed to serious digital privacy and safeguarding risks, despite having little 
ability to understand, identify or report those risks themselves. 

This finding was raised as a standalone current-status concern and it indicates a need for early-years-specific 
training, governance and safeguarding guidance for nursery managers, staff and parents, including secure use 
of family communication applications, image and data-sharing controls, staff access management, cyber-
security practice and clear incident-response routes. 

4.5 DOMAIN 5: OPERATIONAL AND LOGISTICAL 

This domain covers the practicalities of day-to-day care and information sharing identified through the 
interviews, including how the DDAH role is sub-delegated as a child's care order changes and how existing 
behavioral records could support it. One theme was identified: the Record of Note. 

RECORD OF NOTE 

For the purposes of this study, daily reports maintained by therapists, psychologists and care-home staff are 
referred to as the Record of Note. The Record of Note provides a day-to-day account of a child’s behavior, 
wellbeing and adjustment to changing circumstances. The relevant consideration is not simply the amount of 
time a child spends online, but the behavioral responses associated with that use: changes in mood, 
withdrawal, secrecy, disrupted sleep, distress, or disengagement from offline life, including the effects 
described in this study as cognitive drain. These contextual indicators are more informative than screen time 
alone in assessing whether a child’s online environment is safe and supportive. 

Extending the Record of Note to capture the relationship between online activity, the child’s behavioral 
response and the access permitted under their care plan would enable existing records to identify emerging 
concerns. This would support timely, proportionate safeguarding review without requiring a separate reporting 
system to be created. 

 

 

45 Protecting the Most Vulnerable: Lessons from Last Year’s Nursery Cyber Attack https://bbrown.com/uk/insight/nursery-cyber-attack/ 
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5.  DISCUSSION AND RECOMMENDATIONS  

5.1  THE NEED TO RECOGNIZE GUARDIANSHIP STATUS 
Participants identified a defining experience shared across all practitioner roles: professional invisibility. 
Carers hold 24/7 legal responsibility for children's welfare, including their digital lives, but digital platforms 
offer them no recognized status. The consequence is a 'consent grey-zone' in which legal authority exists in 
law but is absent from platform interfaces. 

"Carers are super diligent in person, but they are digitally locked out. Carers lack the technical 'handshake' to 
prove parental responsibility status to platforms." 

This is not a problem confined to children in alternative care, it extends to all families, and it affects all families’ 
abilities to protect their children in life and after death. In more than one jurisdiction, bereaved parents have 
fought for years and through the court system to gain access to critical digital records relating to deceased 
children.46 47 These cases illustrate the same absence of a recognizable guardianship status that participants 
in this study describe encountering daily, well before any crisis occurs. 

Table 3 and the subsequent discussion synthesize the expert insights into actionable recommendations that 
can be considered when developing technologies, and standards to address this use case. Crucially, these 
recommendations seek to protect and augment the "family-style" living model in care settings. 

In future, statutory systems will be able to move from a reactive digital safeguarding model to one that enables 
a legal and child-rights-respecting digital care plan. In this framework, the child's care pathway is 
cryptographically supported within their digital experience without exposing sensitive care data to external 
platforms. 

 

 

 

46 Bundesgerichtshof (BGH), Judgment of 12 July 2018, Case No. III ZR 183/17 (press release); and Judgment of 27 August 2020, Case No. III ZB 30/20 (press release). 
47 BBC News (21 October 2019). Molly Russell: Coroner demands social media firms turn over account data. https://www.bbc.co.uk/news/uk-england-london-50490998 

https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2018/2018115.html
https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2020/2020119.html
https://www.bbc.co.uk/news/uk-england-london-50490998
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TABLE 3: SYNTHESIS OF RECOMMENDATIONS 

Theme Insight Policy/Technical Response 

Digital risk 
assessment and 
referral triage 

Digital safety deprioritized in statutory referral 
hierarchies. 

Integrate digital harm triggers into care 
referral protocols. 

Consent Grey-
Zone 

Legal guardians have no digital status on 
platforms. 

Cryptographic attestation of delegated 
authority to platforms. 

Record of Note Daily wellbeing logs already capture behavioral 
change linked to internet use but have no 
formal link to digital-access decisions. 

Create the standards to verify guardianship 
and generate digital permission “tokens.”  

Digital Fragility One location leak can collapse a placement; 
carers use analogue workarounds. 

Verified guardianship enables platform-
enforced privacy and age controls. 

Cognitive Drain Disordered behaviors associated with 
extended periods of online activity. 

Persistent device-level delegated authority 
enforces age-appropriate controls. 

Age-Appropriate 
Access 

Mixed-age households share devices; 
platforms apply no person-level controls. 

Device-level delegated authority enforces 
age-appropriate controls per child. 

Referral Hierarchy Digital harm is reactive, not proactive; crises 
precede intervention. 

Proactive digital care planning integrated 
into care pathway reviews. 

Hardest Case as 
Benchmark 

The care-planning process already produces a 
reasoned, court-supervised standard for age-
appropriate digital oversight — more rigorous 
than most families ever articulate for 
themselves 

Extract general guidelines on age-
appropriate digital oversight from the care-
planning process and disseminate them via 
existing channels, making them available to 
birth parents and parents generally, and 
giving platforms and regulators a 
benchmark, tested against the hardest 
case, against which ordinary family-level 
oversight can be assessed and platform 
accountability enforced. 

 

5.2  THE DIGITAL DELEGATED AUTHORITY HOLDER 
The interviews and research conducted for this paper suggest that there is a need to formally establish a Digital 
Delegated Authority Holder (DDAH) Role. 

 The following paragraphs seek to clarify this role for two audiences: the care professionals, such as those 
interviewed for this paper, and those who would leverage the insights herein to design technical solutions or 
standards. This is visualized in Figure 1 below. 
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DIGITAL DELEGATED AUTHORITY HOLDER: MEANING FOR CARE PROFESSIONALS 

For the social care community, a DDAH is a person whose authority to exercise parental responsibility on 
behalf of a child has been verified by an appropriate trusted party. This may include a person who holds 
parental responsibility directly, or someone who has been lawfully authorized to carry out specific 
responsibilities on behalf of a child. The term does not change the legal meaning of parental responsibility, 
create new powers, or replace existing care planning, safeguarding procedures, court orders or organizational 
accountability. It simply describes that an authorized person may exercise a defined aspect of their existing 
role in an online setting. 

For example, where this is appropriate and lawful, a verified DDAH will be able to enact provisions outlined in 
the Care plan. For example, a person with this role may decide whether a child’s account can use a particular 
platform feature, whether a defined purpose of data processing is permitted, or which age-appropriate safety 
setting should apply. 

DIGITAL DELEGATED AUTHORITY HOLDER: MEANING FOR TECHNICAL STANDARDS 

A DDAH is a person whose authority to exercise a specified aspect of parental responsibility on behalf of a 
child has been allocated through an authoritative care, placement, or legal arrangement and has been verified 
by a trusted issuer. The delegated authority is specific to defined decision types, such as approving, refusing, 
configuring, or revoking a data-processing permission or an account-level safety setting. Its scope, conditions, 
validity, and revocation status are established by the authoritative source and can be cryptographically 
verified. 

The representation of a DDAH must be privacy-preserving by construction: a child's status as being in 
alternative care must never be computable or inferable by any relying party from the verification signal itself. 
An authority-holder must be able to prove their status without disclosing why they hold it. Concretely, this 
paper's fieldwork points to two specific requirements: a mechanism by which the DDAH can prove authorized 
status and exercise data-processing consent without disclosing a child's care status, and a mechanism by 
which a child's online interactions can be constrained to verified same-age-group peers without a platform 
ever learning that the child is in care. Note that the OpenID Foundation’s eKYC Working Group is building a 
draft “Delegated Authority” specification. As a “Working Group Draft,” this specification is in the early stages 
of development and would benefit from additional contributors interested in solving the problems described 
in this research. 

5.3  REQUIREMENTS FOR DDAH AND AGE-BANDED AUTHORITY 
This paper's position is that this is a dual undertaking, technical and social, and that efforts should begin now. 
Importantly, technical standards bodies, solutions designers, and social care standards authorities should 
build based on the actual, lived requirements of children in alternative care and those responsible for them, 
rather than extending infrastructure designed for the general adult population to them by default. Figure 1 
articulates, in more detail, how Digital Delegated Authority needs to flex to accommodate the journeys of 
children and their carers through a system. 
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FIGURE 1: THE ROLE OF A DIGITAL DELEGATED AUTHORITY HOLDER 

 

Table 4 lays out requirements for the Holder, Scope, and Consent based on different types of care 
arrangements, based on discussions with participants in this study. 
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TABLE 4: THE DELEGATED DIGITAL AUTHORITY HOLDER BY CARE ORDER TYPE 

Care Order Type Delegated Digital Authority 
Holder 

Scope of Digital Authority How Consent Can Be 
Overridden 

Voluntary Care 
Agreement 

Birth parent retains DDAH 
status; carer implements 
decisions within agreed 
parameters 

Day-to-day digital access 
decisions delegated to the 
carer per the care plan 

Social worker may override 
where a safeguarding 
concern is identified 

Care Order (shared 
parental 
responsibility) 

Nominated carer or care 
home manager, birth parent 
consulted 

Routine digital decisions 
made by the DDAH; 
strategic decisions require 
agreement across the care 
team 

Director of Alternative Care 
(or equivalent) may override 
in the child's best interests 

Care Order (full 
transfer of parental 
responsibility) 

Care home manager or 
designated foster carer 

Full digital authority within 
the bounds set by the care 
plan 

Any change to those bounds 
requires a court order 

Emergency Protection 
Order 

Social worker or placement 
manager 

Minimum necessary digital 
access; default to the most 
restrictive safe setting 

Reviewed at the first formal 
care plan meeting 

 

Based on these journeys and the way that DDAH may change, Table 5 highlights core functions and the types 
of data that should be passed or protected. 

TABLE 5: FUNCTIONS AND DATA PROCESSING 

Function What the platform receives What remains outside the platform 

Authority 
verification 

Confirmation that authority has been 
verified 

Care status, evidence, legal basis, relationship 
details 

Permission 
decision 

Yes/no or a specific permitted 
configuration 

The DDAH’s reasoning and care-plan context 

Scope The precise processing purpose or safety 
control 

A broad or reusable parental-authority record 

Revocation A valid/invalid status or revocation event The reason for revocation 

Accountability A signed, auditable assertion from a 
trusted issuer 

Unnecessary disclosure of the authority 
holder’s identity 
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TECHNICAL REQUIREMENTS 

In verifying DDAH status, a platform must not verify or consume parental responsibility, care status, or the 
underlying legal and care documentation. It must receive only a minimal, signed instruction that a valid 
authorized decision-maker has made a specified decision for a relevant child account, and it enforces that 
instruction. 

For the technical standards community, DDAH describes a verified delegated authority status capable of 
generating a limited, machine-readable instruction for an online service. The relevant technical function is not 
to disclose the child’s care arrangement or provide a platform with access to a carer’s evidence of authority. 
It is to enable a platform to act on a verified decision. Ensuring that no signal of a child's care status, or the 
pattern of checks made against it, can be inferred from the verification process itself is treated as a first-order 
design requirement in both the related policy framework and the delegated authority technical specification 
currently in development. 

Cryptographic attestations of age and legal guardianship at the user level will enable the alternative care 
system to proactively set up online safeguards and maintain an auditable, date- and time-stamped record of 
those safeguards. A fundamental driver will be to protect the privacy of the child; the contents of the care plan 
must never be shared. Authorization decisions should be auditable and traceable to the guardian by the 
alternative care system, not by the platforms children access. The framework should also reflect a child’s 
evolving capacity, consistent with Article 5 of the UN Convention on the Rights of the Child. Digital-permission 
authority should change with the child’s age, maturity, circumstances, and assessed needs, rather than being 
determined by a single, fixed age threshold. For younger children, potentially from birth to approximately 
seven, the Delegated Digital Authority Holder would ordinarily exercise near-complete authority, while the 
child’s preferences should still be heard and recorded in an age-appropriate way. As the child develops, the 
balance should progressively shift towards the child’s own agency, subject to proportionate safeguarding 
measures. 

Within this approach, an authorized care-home manager or other Delegated Digital Authority Holder as per the 
requirements laid out in the individualized Care plan, could set and review family-safety settings in line with 
the child’s care plan and best interests. Platforms could also support age-appropriate peer experiences based 
on privacy-preserving, verified age attributes, rather than self-declared dates of birth. Children’s feedback 
should inform both individual setting choices and the development of the broader system. 

NON-TECHNICAL REQUIREMENTS 

Delivering this model requires more than a technical specification. The introduction of verified parental 
responsibility, including the Digital Delegated Authority Holder (DDAH) model, will require a more specialized 
program of education and training. DDAHs will need practical guidance on the scope of their delegated 
authority; how to approve, refuse, amend and revoke platform instructions; how to apply age-appropriate 
safety settings; how to recognize and respond to safeguarding concerns; and when a decision should be 
escalated through care or statutory safeguarding processes. 

Training will also be required for social workers, care home managers and other professionals responsible for 
developing, implementing and reviewing care plans. They will need to understand how delegated digital 
authority is defined, recorded, verified, reviewed and revoked, and how a child’s views and evolving capacity 
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are reflected in these decisions. Developing the necessary materials, delivery model, governance and ongoing 
professional support will therefore be a substantial implementation task. 

The introduction of the DDAH role is likely to bring more digital risk concerns to the attention of care homes, 
including grooming, financial sextortion, coercive contact, harmful-content exposure, compulsive use and 
appearance-related distress. In Malta, residential homes must promote children’s wellbeing and provide 
initial and ongoing training, while SCSA guidance requires ongoing development, supervision and support for 
caregivers.48 Staff may need specialist training to identify digital-risk indicators, respond without blame or 
overreaction, center the child’s account, and escalate concerns through appropriate safeguarding and 
therapeutic pathways. 

Institutional readiness is a companion requirement, not an afterthought, and should be developed before, 
rather than after, implementation. Training that explains what the role involves, and the update to each child’s 
care plan that formally names who holds it, cannot be developed and delivered on the same day a platform 
first asks a carer to prove their status: both need to be in place before that day arrives, not built in response to 
it. This is more urgent given the pace-of-change relating to the underlying infrastructure: EU Digital Identity 
Wallets are expected, in the near future, to be capable of issuing exactly this kind of privacy-preserving 
attestation of parental or delegated responsibility, and a workforce that has not been trained to understand or 
exercise that authority will be unable to make use of it the moment it becomes available. 

 

 

48 Social Care Standards Authority, Malta, Social Regulatory Standards for Residential Services for Children in Alternative Care, Subsidiary Legislation 582.07; SOCIAL REGULATORY 

STANDARDS FOR RESIDENTIAL SERVICES FOR CHILDREN IN ALTERNATIVE CARE[S.L.582.071SUBSIDIARY LEGISLATION 582.07SOCIAL REGULATORY STANDARDS FOR RESIDENTIAL 

SERVICES FOR CHILDREN IN ALTERNATIVE CARE https://legislation.mt/eli/sl/582.7/eng  

https://legislation.mt/eli/sl/582.7/eng
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6.  CONCLUSION: A CHILD'S RIGHT TO A SAFE ONLINE ENVIRONMENT 
This paper set out to answer two specific questions: how do those responsible for children in alternative care 
experience the operational realities of legal guardianship in digital environments today, and how should the 
OpenID Foundation's delegated authority specification account for sub-delegation across a child's care 
pathway. The fieldwork's answer is consistent across every tier interviewed, from the European Commission 
policy level to the care home floor: the legal authority to act as a child's guardian online already exists, but no 
mechanism currently allows that authority to be proven, exercised, or audited on the platforms children 
actually use. 

At least 23 EU Member States are now legislating a minimum age for social media access. 49  Brazil's 
comprehensive Digital ECA is already in force. South Korea is reviewing a parental-consent requirement for 
social media accounts.50 EU justice ministers agreed in March 2026 on cross-border recognition of protective 
measures and powers of representation, at this juncture for guardianship of vulnerable adults.51 The adult-
protection Regulation is not necessarily a precedent that will automatically extend to minors. It does, however, 
offer a relevant model for considering how a person’s lawful authority could be evidenced and recognized 
across borders, an issue that remains practically unresolved in platform-based digital services used by 
children. The EU Digital Identity Wallet's legal representation use case is emerging alongside safety-by-design 
frameworks already in force in the UK and Australia. Together, these developments mean that the 
infrastructure this paper argues for is being built regardless of whether children in alternative care are 
accounted for within it. The choice is whether children in alternative care, whose guardianship verification gap 
this paper has treated throughout as the hardest and most instructive case, are designed in from the outset or 
retrofitted in afterward, as they too often have been elsewhere. 

Continued research into young people's own perspectives remains essential to getting the resulting standards 
right. Global Child Forum's ListenUp! initiative, launched with founding partners including Orange, Tele2, Telia 
Company and Vodafone Group and since joined by TikTok, gathered the direct views of teenagers aged 13–17 
across eight countries on what they want from platform design; its central premise, design with young people, 
not just for them, applies as much to the delegated authority standards this paper argues for as it does to 
platform features generally.52 

Communities around the globe will continue to grapple with these topics: courts will weigh cases before them 
and tease out the expectations for safeguards and the limits of liability. 53  Legislators and regulators will 
continue to develop rules and policy frameworks. A growing set of business-facing benchmarking initiatives, 
such as the Global Child Forum's own annual Benchmark, are beginning to give platforms a mechanism for 
accountability. 54  Standards bodies, like the OpenID Foundation, must keep pace and ensure that the 

 

49 Social Media Age Gating in the EU Perspectives on Member States laws restricting minors’ access to social media platforms htt ps://www.interface-eu.org/publications/social-

media-age-gating-eu 

50 Kim Jong-cheol FCC chair raises parental consent, age verification for teen social media https://www.digitaltoday.co.kr/en/view/86908/kim-jong-cheol-fcc-chair-raises-parental-

consent-age-verification-for-teen-social-media 

51  Council of the European Union, Council agrees position on EU law to protect vulnerable adults, 6 March 2026. https://www.consilium.europa.eu/en/press/press-

releases/2026/03/06/council-agrees-position-on-eu-law-to-protect-vulnerable-adults 

52 Global Child Forum (2026). ListenUp: What Teenagers Want Tech to Hear. https://globalchildforum.org/press-release-global-child-forum-launches-listenup-what-teenagers-

want-tech-to-hear-new-insights-from-teens-across-eight-countries/ 

53 Bell, K. (2026). Meta faces a $1.4 trillion reckoning in latest trial over social media addiction. Engadget, 17 August 2026. https://www.engadget.com/2237547/meta-faces-a-1-4-

trillion-reckoning-in-latest-trial-over-social-media-addiction/ 

54 Trust Alliance Group, Online Responsibility Network, Assurance Framework. https://www.trustalliancegroup.org/our-companies/online-responsibility-network 

https://globalchildforum.org/press-release-global-child-forum-launches-listenup-what-teenagers-want-tech-to-hear-new-insights-from-teens-across-eight-countries/
https://globalchildforum.org/press-release-global-child-forum-launches-listenup-what-teenagers-want-tech-to-hear-new-insights-from-teens-across-eight-countries/
https://www.engadget.com/2237547/meta-faces-a-1-4-trillion-reckoning-in-latest-trial-over-social-media-addiction/
https://www.engadget.com/2237547/meta-faces-a-1-4-trillion-reckoning-in-latest-trial-over-social-media-addiction/
https://www.trustalliancegroup.org/our-companies/online-responsibility-network


 
 

 31 

standards are fit-for-purpose and carefully balance the needs and rights of people on the internet. This paper 
– and the whitepaper series that follows – invites wide participation from stakeholders involved in these topics 
and who are interested in collaborating to solve the problems. In closing these gaps, it is possible to transform 
digital safeguarding from a reactive "last item on the agenda" into a proactive, legally recognized status that 
gives every child, as the UN Convention on the Rights of the Child and its General Comment No. 25 require, 
the oversight, accountability, and voice that constitute a genuine right to a safe online environment. 

Those interested in contributing to these standards are invited to participate in the eKYC and Digital 
Credentials Protocols (DCP) Working Groups at the OpenID Foundations. These groups will progress 

work on Delegated Authority and Verifiable Credentials / Zero Knowledge Proof for Age Assurance, 
respectively. 
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