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3 July 2026 
  
Department of Finance 
One Canberra Avenue 
FORREST ACT 2603 
AUSTRALIA 

Re: Consultation on verifiable credentials policy 

Dear Sir/Madam 

The Australian Digital Trust Community Group (ADT CG) under the OpenID 
Foundation (OIDF) welcomes the opportunity to comment on the consultation of 
verifiable credentials policy. Please see attached our comments on the high-level 
questions related to verifiable credentials.  

On a general note, the ADT CG encourages the Department to continue to focus on 
interoperability as part of evolving the Australian Government Digital ID System. OIDF 
standards like OpenID for Verifiable Presentation, OpenID for Verifiable Credential 
issuance, OpenID Connect, FAPI 2.0, OpenID Federation, Shared Signals or other 
standards popularly adopted by digital identity implementers will likely underpin or play 
a role in AGDIS.   

We encourage the Australian community to use the freely available open source tests 
for implementers to prove out their deployments meet the security, privacy, 
interoperability and scale properties inherent in the specifications. Should the 
Australian government establish an accreditation or conformance scheme that includes 
(but may not be limited to) OIDF specifications, the government should consider 
leveraging the low-cost self-certification program (https://openid.net/certification/) or the 
future accreditation program launching in Q2 2026 (https://openid.net/oidf-announces-
new-investment-to-expand-conformance-services/). Both services are available to 
ecosystems, with a goal of ensuring ecosystem partners can achieve their objectives. 

As a global open standards body, we welcome the opportunity to support the Australian 
community.  As per OIDF’s practice of being transparent and open, we intend to share 
our response to this request for comments in a blog post on openid.net in the near 
future.  

We welcome the opportunity to discuss our comments or other related matters. You 
can reach us at director@oidf.org to arrange time to meet.    

Sincerely,  

 
Gail Hodges 
Executive Director 
OpenID Foundation  
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For follow-up related to the responses in this document contact: 

John Scullen 
Australian Access Federation  
john.scullen@aaf.edu.au 

 

 

 

 

a. How might the adoption of VCs enhance economic efficiency and help to grow 
productivity in Australia? How are these effects distinguishable from other ways 
of accessing and using credentials? 

Verifiable credentials (VCs) have the potential to improve economic efficiency and productivity 
by reducing the costs associated with identity verification, compliance, fraud management and 
information exchange. 

VCs can significantly reduce the burden of repeatedly proving identity and eligibility when 
accessing services such as banking, telecommunications, rentals, employment and government 
programs. This is particularly relevant for small businesses, where Know Your Customer (KYC) 
and Anti-Money Laundering (AML) compliance costs can be disproportionately high. Reusable, 
standards-based credentials could reduce verification costs while improving customer 
experience and privacy. 

Identity crime and fraud impose high costs on the Australian economy. The Department of 
Home Affairs estimated the direct cost of identity crime at between $1.6B and $5B per annum[1] 
in 2014 and subsequently revised its estimate to $3.1B in 2020[2]. The increasing sophistication 
of cybercrime, including the use of AI-enabled deception and document forgery, further 
highlights the need for stronger mechanisms to establish trust online. By enabling 
cryptographically verifiable credentials issued by trusted sources, VCs can reduce reliance on 
easily forged documents, strengthen trust in digital transactions, and help reduce fraud-related 
losses. 

VCs can also support data minimisation through selective disclosure, allowing organisations to 
perform robust verification processes without collecting and retaining unnecessary personal 
information. This may reduce compliance costs, lower data breach risks and strengthen privacy 
outcomes. 

VCs may also improve labour market efficiency by simplifying the verification of licences, 
qualifications and certifications. This could accelerate onboarding processes and support more 
seamless movement of workers between employers, industries and jurisdictions, including 
international recognition of credentials where interoperable standards are adopted. 

Finally, VCs based on open and interoperable standards can create economy-wide network 
effects. Each new issuer increases the value of the ecosystem for verifiers and credential 
holders, reducing integration costs, encouraging competition and avoiding vendor lock-in. Open 
standards enable credentials issued in one sector or jurisdiction to be recognised and verified in 
another, increasing portability and maximising the return on investment across the ecosystem. 

These benefits are distinguishable from traditional credentialing approaches because VCs are 
cryptographically verifiable, reusable across organisations, can be revoked by the issuer and 
shared under the control of the credential holder. Existing approaches often require repeated 
collection of identity documents, manual verification processes, direct integration with issuing 
organisations, or reliance on proprietary systems. VCs can reduce these transaction costs while 
improving privacy, security and interoperability. 
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b. What use cases for the adoption of VCs do you think are viable in Australia (from 
the perspective of both the issuer and the verifier)? Which of these do you think 
are the most valuable and/or important for the Commonwealth to explore? 

The Commonwealth should prioritise use cases where credentials are likely to be reused across 
multiple relying parties, sectors and jurisdictions. The greatest economic value will come not 
from individual credential implementations but from establishing interoperable credentials that 
can be used repeatedly across government and the private sector without requiring bespoke 
integrations. This is particularly relevant in use cases where people move between service 
providers, employers and jurisdictions such as professional registration and licensing, academic 
qualifications, the right to work, and beneficial ownership. 

High priority use cases: 
Professional licensing and registration 

o   Issuers: AHPRA, state and territory licensing authorities, ASIC (financial adviser registration) 

o Verifiers: employers, recruitment platforms, healthcare providers, contractors and 
insurers 

o Benefits: 

§ Reduces manual licence verification 

§ Supports labour mobility across jurisdictions 

§ Simplifies onboarding and compliance activities 

Academic and vocational qualifications 

o Issuers: universities, TAFEs, RTOs and industry certification providers 

o Verifiers: employers, recruiters, educational institutions and overseas organisations 

o Benefits: 

§ Reduces qualification fraud 

§ Streamlines hiring and admission processes 

§ Supports international recognition of Australian credentials 

Right to work and immigration status 

o Issuer: Department of Home Affairs 

o Verifiers: employers and recruitment firms 

o Benefits: 

§ Simplifies employment eligibility checking 

§ Reduces compliance burden 

§ Improves confidence in workforce verification 

Business identity and beneficial ownership 

o Issuers: ABR, ASIC and the ATO 

o Verifiers: banks, lenders, government procurement systems and commercial trading 
partners 

o Benefits: 

§ Supports AML and KYC obligations 

§ Reduces business onboarding costs 

§ Improves trust in digital business transactions 

Other valuable use cases: 
Government benefits, concessions and service eligibility 

o Issuers: Services Australia, DVA, ATO and state agencies 
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o Verifiers: government agencies and approved private-sector service providers 

o Enables privacy-preserving verification of concessions and entitlements. 

Age verification 

o Issuers: state and territory licence authorities and potentially myID 

o Verifiers: online and physical retailers 

o Enables proof-of-age without disclosing unnecessary personal information. 

Rental and housing applications 

o Issuers: trusted government and private-sector sources 

o Verifiers: property managers and landlords 

o Reduces document handling and repetitive identity verification. 
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c. Are you or your organisation using, or likely to make use of, VCs? If so, how, and 
what role(s) would you be performing in a VC system? 

The Australian Digital Trust Community Group members come from a wide range of industries 
including banking, transport, education, and IT. Banks, universities and many other 
organisations will readily accept Commonwealth credentials for onboarding flows as these 
become more widely used. 

In the banking sector, customer identity verification at onboarding and through the life of an 
account is the most active area of credential use. Through ConnectID, the identity exchange 
operated by Australian Payments Plus, the major banks today act largely as providers of 
verified attributes and as relying parties rather than as issuers of wallet-based credentials. As 
government-issued credentials such as mobile driver's licences spread and the 
Commonwealth's verifiable credential pilots mature, we expect banks to begin accepting 
credentials presented from a customer's own wallet. In time, they will issue their own 
credentials, performing the roles of verifier and increasingly issuer. 

The education industry is well down the path of defining VC formats to express academic and 
industry qualifications. We expect that VCs will become the dominant pattern for issuing and 
presenting university degrees, micro-credentials, industry certifications and other academic 
qualifications. This will help address challenges recruiters and employers have today in 
confirming the academic and professional qualifications of candidates. 
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d. What is the nature and scale of investment that you think is needed to adopt 
VCs? 

The adoption of VCs presents a classic "chicken and egg" challenge. Value is only realised 
when both issuers and verifiers participate in the ecosystem. Investment is therefore required to 
stimulate demand and supply simultaneously. The Commonwealth has an important role in 
reducing market risk and providing common foundations that can be reused across the 
ecosystem. 

The Commonwealth should consider investing in shared public infrastructure and governance, 
including: 

• Trust registries and trust establishment mechanisms to enable participants to determine 
which issuers and verifiers can be trusted. 

• Credential status and revocation infrastructure to support lifecycle management of 
credentials. 

• Open standards governance to develop and maintain credential schemas, 
interoperability profiles and conformance requirements over time. 

• Certification and conformance testing programs to improve interoperability and reduce 
implementation risk. 

• Reference implementations, developer tooling and guidance to lower adoption costs for 
issuers and verifiers. 

 

There are already trust services operating within Australia, including the Austroads Digital Trust 
Service (DTS) and the ConnectID trust ecosystem. Re-using or interoperating with these 
services would accelerate adoption, reduce duplication of investment, and help create a more 
coherent national trust fabric. It would also support interoperability across government and 
private-sector ecosystems, enabling credentials to be trusted and reused more broadly while 
avoiding the creation of isolated trust silos. 

 

Investment is also required beyond technology: 

• Pilot programs focused on high-value use cases. 

• Industry and consumer engagement and education to increase awareness and 
adoption. 

• Policy, legal and regulatory work to ensure alignment across jurisdictions and sectors. 

Issuer, verifier and wallet infrastructure is likely to be funded through a combination of public 
and private investment. Government investment should focus on the shared foundations that 
benefit the entire ecosystem and are unlikely to emerge through market forces alone. 
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e. Are there any barriers preventing Australians from making greater use of VCs – 
either as holders, verifiers, or as issuers? 

Barriers include: 

 
 User trust and understanding 

• Significant change management will be required. Verifiable credentials introduce a new 
model where individuals can prove facts about themselves without sharing the 
underlying documents or attributes. This concept may not be intuitive for many users 
and must be communicated in simple, non-technical language. 

• Previous government initiatives, including the Australia Card debate and the 
implementation of My Health Record, have contributed to public scepticism about the 
handling of personal information. New VC initiatives will need to clearly demonstrate 
improved privacy, security and user experience. 

• Some communities, including migrants from jurisdictions with extensive government 
surveillance, may be particularly cautious about government-issued digital credentials. 

Privacy, recovery and user experience 

• Privacy-conscious users may perceive digital credentials as more trackable than 
physical credentials. Clear explanations of privacy protections, data minimisation and 
holder control will be important. 

• Users need confidence that credentials can be recovered if a device is lost, damaged or 
replaced. Effective credential recovery mechanisms will be critical for trust and 
adoption. 

Business and economic barriers 

• Organisations will require a clear business case before investing in the infrastructure, 
governance, assurance processes and operational changes needed to support 
verifiable credentials. 

• Organisations that have already invested in identity verification and onboarding systems 
may face significant costs to update legacy systems and business processes to accept 
and verify VCs. 

Legal and liability concerns 

• Legal liability for issuers and verifiers remains unclear. Questions may arise where a 
credential is issued in error, based on incorrect source data, fraudulently issued, or 
revoked after being relied upon. 

• Liability frameworks, dispute resolution mechanisms and insurance arrangements may 
need to evolve to support widespread VC adoption. 

• Lack of guidance from agencies like AUSTRAC on the use of verifiable credentials. It is 
not clear to many potential relying parties whether their AML/CTF obligations are met by 
using verifiable credentials, or whether they still need to store photocopies or images of 
the source documents.  

Inclusion and accessibility 

• Not all Australians will be able or willing to use verifiable credentials due to 
socioeconomic circumstances, age, disability, technology access, digital literacy or 
personal choice. 

• VCs should remain optional and complement, rather than replace, existing channels to 
ensure equitable access to services. 

• Early engagement with communities is essential to ensure solutions are trusted, 
inclusive and informed by existing community networks and trusted sources of 
information that are often overlooked by nationally developed programs. 
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Interoperability and ecosystem maturity 

• There are multiple approaches and standards for verifiable credentials. The choice of 
different standards, protocols, and trust models may create uncertainty for adopters. 

• Interoperability between issuers, wallets and verifiers will be essential if Australia is to 
avoid fragmented credential ecosystems and maximise the value of investment. 

• The absence of interoperable standards and trust frameworks may result in fragmented 
ecosystems where credentials can only be used within a single platform or sector, 
reducing the economic benefits of adoption. 

• Restricting adoption to a single standard may exclude valid existing and emerging 
solutions across different industries. Careful assessment and broad consultation are 
needed to avoid unintended consequences. 
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f. What matters should a Commonwealth Trust Framework that prioritises 
interoperability and consumer protection address so that it is effective? Do you 
think it would be useful beyond a Commonwealth agency audience? 

A Commonwealth Trust Framework should establish the common foundations needed for 
interoperability, trust and consumer protection across the VC ecosystem. While initially targeted 
at Commonwealth agencies, it should provide a model for states, territories and the private 
sector, helping to avoid fragmented trust frameworks and inconsistent approaches. 

The framework should address: 

• Issuer accreditation and trust 
o Accreditation requirements for issuers, including identity assurance, security 

and data management obligations. 

o Tiered assurance levels that allow verifiers to assess the trustworthiness of 
credentials according to risk. Assessment processes and investment 
requirements should scale based on assurance level and risk. 

o A trust registry that enables participants to determine whether an issuer is 
currently trusted and accredited. 

• Wallet security and portability 

o Minimum security requirements for wallets. 

o Recovery of credentials and portability between wallets is not currently well 
defined in technical standards. Secure processes will be needed to move or 
reissue credentials when a device is lost, stolen, destroyed or simply replaced. 

• Interoperability 

o Adoption of open, internationally recognised standards and interoperability 
profiles. 

o Common credential schemas for high-value use cases such as professional 
licences, qualifications, right-to-work and age verification. 

o Processes for versioning and evolving standards over time. 

• Revocation and credential lifecycle management 
o Mechanisms for revocation, suspension, expiry and status checking. 

o Obligations on issuers to keep credential status current and accurate. 

• Liability and consumer protection 

o Clear allocation of responsibilities between issuers, wallet providers, holders 
and verifiers. 

o Dispute resolution and redress mechanisms for incorrect issuance, revocation 
or misuse. 

o Protections against excessive data collection, credential creep and secondary 
use of information. 

• Privacy by design 

o Data minimisation and selective disclosure should be the default approach. 

o Verifiers should only request the minimum information necessary for a 
transaction. 

• Cross-jurisdictional and international recognition 

o Recognition of credentials issued by Commonwealth, state and territory 
authorities. 

o Alignment with international standards and trust frameworks to support global 
interoperability. 

The framework would be valuable beyond the Commonwealth. Many high-value credentials are 
issued by states, territories, educational institutions and regulated industries. A common 
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framework could provide the foundations for a nationally interoperable ecosystem while 
supporting international compatibility and reducing market fragmentation. It should leverage 
existing trust frameworks in the market (CDR, ConnectID and Austroads) and interoperate with 
global frameworks, such as the EUDI Wallet. 
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g. What are your views on the proposal for the Commonwealth VC Trust Framework 
to be guidance-based rather than regulatory in nature? What limitations and 
trade-offs should the Government consider in making this choice? 

The Commonwealth's preference for a guidance-based framework reflects an 
understandable desire to encourage innovation, avoid unnecessary regulation, and allow 
the VC ecosystem to evolve as standards and technologies mature. This flexibility may be 
appropriate for lower-risk, private-sector use cases where market participants can 
experiment with different approaches. 

However, a purely guidance-based framework is unlikely to be sufficient for high-value, 
nationally significant use cases where interoperability, trust and consistency are essential. 
Experience from other sectors shows that interoperability is not achieved simply by 
publishing standards or guidance. It requires common implementation choices, governance 
arrangements and, in some cases, mandatory requirements. 

We suggest starting with principle-based legislation. The Data Standards Body can work 
with specific industries to create or adopt specific standards relevant to different industries. 

Australia already has evidence that legislation alone doesn't move the market. The Digital 
ID Act is in place and the government system opens to the private sector from December. 
Perceived complexity, the burden of meeting the safeguards, and doubt about whether 
enough of the surrounding system has actually been built out to make participation 
worthwhile have resulted in subdued demand for accreditation by new parties. 

 

The Government should carefully consider the following trade-offs: 

• Flexibility versus interoperability 

o Guidance provides flexibility for agencies and industry participants to select 
technologies and standards that suit their needs. 

o Excessive flexibility risks fragmentation, with different agencies adopting 
different standards, credential schemas, trust models and wallet ecosystems. 

o This is particularly important for nationally significant credentials such as 
professional registrations, academic qualifications, business identity 
credentials, right-to-work credentials and Commonwealth service entitlements. 

• Innovation versus consistency 

o A guidance-based approach may encourage innovation and experimentation. 

o But, it may also result in duplicated effort, inconsistent implementations and 
reduced reusability of credentials across organisations and jurisdictions. 

• Lower regulatory burden versus weaker enforcement 
o Guidance can be implemented more quickly and with lower compliance costs. 

o However, guidance alone may have limited ability to enforce common technical 
profiles, security requirements, privacy protections, conformance testing or 
credential portability. 

A hybrid approach may provide the best balance. The Trust Framework could remain 
largely guidance-based while establishing mandatory requirements for a small number of 
core ecosystem elements, including: 

• Approved standards profiles and interoperability requirements. 

• Common credential schemas for priority use cases. 

• Trust registry participation and issuer accreditation requirements. 

• Conformance testing and certification. 

• Minimum privacy, security and portability obligations. 

The greatest risk of a purely guidance-based approach is that Australia develops multiple 
partially compatible VC ecosystems that cannot easily interoperate. This would significantly 
reduce the economic, privacy and productivity benefits that verifiable credentials are 
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intended to deliver. For high-value national use cases, consistency should generally be 
prioritised over flexibility, while allowing more discretion for lower-risk and emerging private-
sector use cases. 

Ultimately, if interoperability is a primary policy objective, the framework will need stronger 
mechanisms than guidance alone to achieve it. Standards achieve value when they are 
implemented consistently; guidance can encourage consistency, but it cannot guarantee it. 

 

 



 

Consultation on verifiable credentials policy – Part A digitalidsystem.gov.au  |  13 

h. What are the challenges that need to be overcome to achieve domestic and 
international interoperability of VCs and digital wallets, and how might they be 
overcome? 

Interoperability is primarily a coordination challenge. The technology to support interoperable 
verifiable credentials already exists, however jurisdictions, industries and vendors must agree 
on common standards, trust models and governance arrangements. 

Domestic interoperability challenges 

• Jurisdictional fragmentation: Many high-value credentials, such as driver licences 
and occupational licences, are issued by states and territories. Inconsistent approaches 
risk creating multiple incompatible ecosystems. 

o Response: Establish national coordination mechanisms and align funding 
incentives with a common trust framework and technical profile. 

• Standards fragmentation: Multiple credential formats and protocols are emerging 
globally, creating a risk of incompatible implementations. 

o Response: Adopt a clearly defined set of open standards and interoperability 
profiles. 

• Wallet and ecosystem fragmentation: Credentials should not be tied to a specific 
wallet, platform or vendor. 

o Response: Establish wallet accreditation, portability requirements and common 
credential lifecycle standards. 

• Inconsistent credential schemas and status checking: Even where technical 
formats align, different data schemas and revocation approaches can limit 
interoperability. 

o Response: Develop common schemas for high-value credentials and 
standardise credential status and revocation mechanisms. 

• Risk and liability: EU Large Scale Pilots identified that while the technology worked, 
adoption was held back by participant nervousness about risk and liability. A successful 
domestic ecosystem and global interoperability won’t come unless participants have 
clarity and confidence in the answers to these questions. Not regulating relying parties 
will fast-track growth in the ecosystem but potentially at the cost of consumer 
confidence if the liability framework isn’t clear. 

o Response: Clarify risk and liability models for all ecosystem participants. One 
potential approach is to offer optional accreditation for relying parties and issue 
a trust mark to approved organisations to promote consumer protection. 

International interoperability challenges 

• Divergent international approaches: Different regions are adopting different 
standards, trust frameworks and policy settings. 

o Response: Australia should actively participate in international standards 
development and align, where practical, with globally adopted specifications. 

• Trust and legal recognition across jurisdictions: Technical interoperability alone is 
insufficient if credentials issued in one jurisdiction are not trusted or recognised in 
another. 

o Response: Establish mechanisms for mutual recognition of trusted issuers and 
pursue bilateral or multilateral agreements where appropriate. 

• National sovereignty and policy differences: Identity, immigration and entitlement 
credentials may be more difficult to recognise internationally than qualifications or 
professional licences. 

o Response: Prioritise lower-risk, high-value use cases such as academic 
qualifications and professional licences as early international interoperability 
candidates. 
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Interoperability requires agreement on three layers: common technical standards, common 
trust frameworks and common governance arrangements. Failure in any one of these 
areas risks creating fragmented credential ecosystems that diminish many of the benefits of 
verifiable credentials. 
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i. What sorts of behaviour needs to be guarded against or encouraged in a broader 
VC system? 

A broader VC ecosystem should encourage behaviours that enhance privacy, 
interoperability and consumer choice, while discouraging behaviours that undermine trust 
and confidence. 

Guard against: 

• Excessive data collection, including requesting more information than is necessary for a 
transaction. 

• Secondary use of credential data for purposes unrelated to the original transaction, 
such as marketing or profiling. 

• Correlation and tracking of individuals through the sharing or aggregation of credential 
presentation data between verifiers. This behaviour occurs because it has value to 
relying parties. A VC system can't rely solely on holder-side privacy features to produce 
good outcomes, because the holder is usually the party with the least power in the 
exchange. The behaviours you want to encourage need to be backed by enforceable 
obligations on the verifier, and an (opt-in) relying-party accreditation or recognition 
regime is the mechanism that makes "request only what is necessary" more than an 
aspiration. 

• Wallet lock-in and other practices that limit consumer choice or prevent credential 
portability. 

• Poor credential lifecycle management, including delayed or inconsistent revocation. 

• Coercion or exploitation of credential holders, particularly vulnerable individuals who 
may require assistance to manage or present credentials. The system needs a 
recognised, auditable delegation mechanism. Assisted use happens through 
workarounds that are worse for everyone, such as a carer holding someone's credential 
or a person handing over their wallet and PIN. 

• User interfaces that encourage consent fatigue and make it difficult for individuals to 
understand what information they are sharing. 

Encourage: 

• Data minimisation and selective disclosure, with verifiers requesting only the information 
necessary for a transaction. 

• Accountability. The system should encourage participants to accept and honour a clear 
liability model. The unresolved blocker that regularly appears is not the technology but 
who carries the risk. A system where nobody will stand behind a credential is one 
nobody will rely on or ultimately use. 

• Privacy-preserving designs that minimise the ability to track user activity across 
services. 

• Prompt, reliable credential status management, including revocation and updates. 

• Credential portability between accredited wallets and service providers. 

• Open standards and interoperability that promote competition and avoid vendor lock-in. 

• Clear, informed and meaningful consent from credential holders. 

Ultimately, the VC ecosystem should be designed to maximise user control, minimise 
unnecessary data sharing, and promote interoperability and competition while maintaining 
trust in the credentials being exchanged. There is a fine balance between imposing controls 
and the cost of participation (e.g. privacy, relying party reporting, accreditation, fines). 
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j. How can VCs help to improve the inclusivity of government services? Are there 
any potential barriers to inclusion that VCs might inadvertently introduce? 

Verifiable credentials have the potential to improve the inclusivity of government services by 
reducing administrative burden and giving people greater control over how they prove eligibility 
for services. This aligns with the Government's objective that digital credentials be inclusive, 
voluntary and privacy-preserving[3]. 

Potential benefits 

• Reduced documentation burden: Individuals may be able to reuse trusted credentials 
rather than repeatedly collecting, submitting and managing physical documents. 

• Privacy-preserving access to services: Selective disclosure can enable people to 
prove eligibility for a concession or service without revealing unnecessary personal 
information, helping to preserve dignity and privacy. 

• Faster access to services: Reusable credentials may reduce verification delays and 
simplify interactions with government agencies. 

• Reduced need for in-person attendance: This is particularly helpful for people in 
regional and remote areas, people with mobility limitations, and carers with limited 
ability to travel. 

Potential barriers to inclusion 

• Digital access requirements: Smartphone-based wallets may disadvantage older 
Australians, people on low incomes, those with limited digital literacy, or people living in 
areas with poor connectivity. Wallets using different architectures that don’t rely on 
smartphones should be encouraged to cater for these challenges. 

• Credential recovery challenges: Lost, damaged or replaced devices should not result 
in the loss of access to essential credentials and services. 

• Accessibility requirements: Wallets and verification processes must support people 
with disability and be designed to meet recognised accessibility standards. Systems 
should support delegated authority models while preserving appropriate safeguards and 
user control. 

• Risk of coercion or exploitation: Some individuals rely on carers, family members or 
support workers to manage their digital interactions. Systems should recognise that 
some individuals may be pressured or coerced into presenting credentials or 
authorising transactions against their best interests. It should include safeguards, 
support mechanisms and clear avenues for redress where this occurs. 

• Digital exclusion: Verifiable credentials should complement rather than replace 
existing channels. Individuals who cannot, or choose not to use VCs must continue to 
have equitable access to government services. 

The most important inclusion principle is that the use of VCs remains voluntary. Alternative 
channels and non-digital credentials should continue to be available so that the benefits of 
digital credentials are realised without creating new forms of exclusion. This is consistent with 
Australia's Digital ID and Verifiable Credentials Strategy. 
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k. Is the approach proposed for managing the complexities of a multi-standards 
environment for VCs fit-for-purpose (refer to Section 6.4 of this paper)? Do you 
consider there to be alternative approaches that the Government should also 
consider? 

We support the general direction in that it recognises the importance of international standards 
and avoids developing uniquely Australian solutions. Different standards have strengths in 
different use cases, and Australia should continue to leverage widely-adopted specifications to 
maximise interoperability. 

However, allowing agencies to independently select the standards they consider most 
appropriate creates a significant risk of fragmentation. Interoperability is achieved through 
consistent implementation choices and governance, not simply through the availability of 
multiple standards. Guidance alone is unlikely to prevent divergence over time. 

The Commonwealth should consider a stronger approach based on: 

• A bounded standards profile: Rather than permitting unrestricted choice across 
multiple standards, define a small set of approved standards and interoperability profiles 
for specific credential categories and use cases. 

• Conformance testing and certification: Standards alone do not guarantee 
interoperability. Independent conformance testing should be required before 
implementations are recognised within the trust framework. 

• Common implementation guidance: Publish common credential schemas, 
implementation profiles and lifecycle requirements so that issuers and verifiers can build 
once and interoperate broadly. 

• Active participation in international standards development: Australia should 
continue active engagement with international standards bodies and industry groups to 
influence the evolution of standards and maintain alignment with global developments. 

• Ease of implementation: The set of approved standards and interoperability profiles 
should include at least one standard which is open and without cost, and has a low 
implementation barrier to better drive adoption. 

While a single standard is unlikely to work for all use cases, supporting a limited number of 
interoperable standards balances flexibility and innovation with the need to maintain a coherent 
and interoperable ecosystem. 
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l. What challenges, risks, and potential drawbacks should the Government be 
aware of that may arise from the adoption of VCs by the Commonwealth and 
more broadly in Australia? How can these be mitigated? 

Many of the key risks associated with VC adoption have been discussed in earlier responses. 
The most significant risks are ecosystem fragmentation, weak interoperability, unclear liability 
arrangements, and failure to achieve sufficient adoption by both issuers and verifiers. 

Key risks and mitigation measures 

• Market adoption risk: VCs are a two-sided market. If issuers adopt but verifiers do not 
(or vice versa), the ecosystem will fail to deliver value. 

o Mitigation: Coordinate investment in both issuer and verifier adoption, prioritise 
high-value use cases, and provide shared infrastructure and guidance. 

• Fragmentation and interoperability risk: Inconsistent implementation across 
Commonwealth, state and private-sector participants could create multiple incompatible 
ecosystems. 

o Mitigation: Establish a common trust framework, bounded standards profiles, 
common schemas and conformance testing. 

• Liability and governance risk: Unclear allocation of responsibility for incorrect 
issuance, credential misuse, fraud or revocation may discourage participation. 

o Mitigation: Develop clear liability frameworks, dispute resolution mechanisms 
and consumer protection measures. 

• Privacy and surveillance risk: Poorly designed implementations could enable 
tracking, profiling, excessive data collection or inappropriate secondary use of 
credential information. 

o Mitigation: Mandate privacy-by-design principles including data minimisation, 
selective disclosure and limitations on secondary use of data. 

• Security risk: Trust registries, issuers and wallets represent attractive targets for 
attack. Compromised credentials could undermine confidence in the ecosystem. 

o Mitigation: Accreditation requirements, independent security assessments, 
conformance testing, strong credential lifecycle management and incident 
response obligations. 

• Inclusion risk: Digital-first solutions may disadvantage some Australians, including 
those with limited access to technology, lower digital literacy or accessibility needs. 

o Mitigation: Maintain alternative channels, work with communities and 
community initiatives, support accessibility requirements, and provide 
appropriate recovery and delegation mechanisms. 

• International alignment risk: Premature commitment to approaches that diverge from 
emerging international standards may reduce interoperability and increase future 
transition costs. 

o Mitigation: Active engagement in international standards development and 
maintain alignment with widely adopted specifications. 

The greatest risk is not the underlying technology but the failure to establish a trusted, 
interoperable and widely adopted ecosystem. Strong governance, clear accountability and 
commitment to open standards will be critical to achieving the intended benefits of verifiable 
credentials. 
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