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17 July 2026

Australian Registrars’ National Electronic Conveyancing Council (ARNECC)
AUSTRALIA

Re: Consultation Draft 8.01 of the Model Participation Rules

Dear Sir/Madam

The Australian Digital Trust Community Group (ADT CG), a community group within the OpenID
Foundation (OIDF) welcomes the opportunity to comment on Consultation Draft 8.01 of the Model
Participation Rules (MPR). Please see our attached submission, which focuses on the identity
verification provisions of the MPR: Rule 6.5; Schedule 8 (Verification of Identity Standard); Schedule
9 (Identity Agent Certification); and related definitions.

On a general note, the ADT CG encourages ARNECC to consider the cybersecurity, privacy and
convenience benefits of reusable identity as the eConveyancing framework evolves alongside the
Australian Government Digital ID System, ConnectID and mobile driver licenses. OIDF supports
many identification and data-sharing ecosystems globally; our global community can share the
necessary insights, best practices and lessons.

As a global open standards body, we welcome the opportunity to support the Australian community.
In line with OIDF’s practice of transparency and openness, we intend to share our response to this
consultation as a blog post on openid.net in the near future.

We welcome the opportunity to discuss our comments or other related matters. You can reach us at
director@oidf.org to arrange a meeting.

Sincerely,
N Udgos,

Gail Hodges
Executive Director
OpenlID Foundation


https://openid.net/

For follow-up related to the responses in this document, contact:

Victoria Richardson
Co-chair, Australian Digital Trust Community Group, OpenID Foundation
victoria@idpartners.com.au

Australian Digital Trust Community Group

An OpenlD Foundation community group, enabling secure, interoperable digital identity through
open standards

Submission to the Australian Registrars' National Electronic
Conveyancing Council (ARNECC)
Consultation Draft 8.01 of the Model Participation Rules (MPR) May 2026 - July 2026

1. About the Australian Digital Trust Community Group

The Australian Digital Trust Community Group (ADT CG) operates under the OpenID Foundation
(OIDF), a non-profit international standards development organisation whose open, freely available
specifications underpin secure identity and authorisation for billions of users and millions of
applications worldwide. OIDF specifications include OpenlD Connect, the FAPI security profiles
(used by Australia's Consumer Data Right) OpenID Connect for Identity Assurance, and the OpenlD
for Verifiable Credentials family - OpenlID for Verifiable Presentations (OpenlD4VP), OpenlID for
Verifiable Credential Issuance (OpenlD4VCI) and the High Assurance Interoperability Profile (HAIP)
- which have been adopted as core protocols for the European Digital Identity Wallet and for digital
credential ecosystems globally. The Foundation operates conformance testing and certification
programs that give regulators and relying parties independent assurance that implementations are
secure and interoperable and actively supports government bodies around the world with due
diligence on specifications and conformance.’

The ADT CG welcomes the opportunity to comment on Consultation Draft 8.01 and welcomes
ARNECC's early release of the draft and the new commitments in Schedule 2 to a minimum 20
Business Day consultation period and published explanatory notes. This submission focuses on the
identity verification provisions of the MPR: Rule 6.5, Schedule 8 (Verification of Identity Standard),
Schedule 9 (Identity Agent Certification) and related definitions.

2. Executive summary

Consultation Draft 8.01 modernises the cyber security posture of the eConveyancing ecosystem by
introducing multi-factor authentication obligations, a Cyber Security Framework safe harbour and
strengthened insurance requirements. The ADT CG supports these changes. However, the draft is

' Government ecosystems that OIDF actively supports with due diligence on specifications and conformance include: the Central
Bank of Brazil; the Saudi Arabian Monetary Authority; the European Commission; the Department of Finance, Canada; US NIST;
the Department of Motor Vehicles, California; DSIT, UK; the Digital Agency, Japan; the Central Bank of the UAE; the Chilean
Monetary Authority; Peru, Open Finance; Italy, Department of Digital Transformation; and SPRIND, Germany.



silent on digital identity. The Verification of Identity Standard in Schedule 8 remains an exclusively
face-to-face, in-person regime based on the physical production of original paper documents,
materially unchanged since the Model Participation Rules (MPR) were first made.

The newly available reusable digital identity options offer a strong alternative to in-person
verification.

The ADT CG offers this commentary in the context of the evolving market in which Version 8 will
commence:

e The Digital ID Act 2024 (Cth) is in force, and the Australian Government Digital ID System
(AGDIS) is expanding in phases, with private sector entities eligible to participate as relying
parties and accredited providers from 30 November 2026, within weeks of the anticipated
October 2026 commencement of Version 8. More than 15 million Australians have registered
for MyID, the Federal government digital identity service.

e ConnectlD, the private-sector digital identity scheme accredited under AGDIS and through
which Australia's four major banks act as identity providers, is live in the market and
accessible to more than 10 million Australians.

e Austroads and Australian states are rolling out cryptographically verifiable mobile driver
licences compliant with ISO/IEC 18013.

Version 8, as drafted, would already be out of date in this environment.

The ADT CG's central recommendation is that ARNECC elevate digital identity to parity with the
paper-based regime: a Subscriber or mortgagee who verifies identity through an accredited digital
identity service, at an appropriate identity-proofing level, should enjoy the same deemed-compliance
safe harbour that Rule 6.5.4 confers on the face-to-face Verification of Identity Standard. Today,
digital verification can only be relied upon under the undefined 'some other way that constitutes the
taking of reasonable steps' limb of Rule 6.5.2, leaving the Subscriber to carry the full compliance and
liability risk. This asymmetry actively disincentivises the most fraud-resistant verification methods
available.

3. Summary of recommendations

1. Recognise digital identity verification as a deemed-compliance pathway: amend Rule 6.5 (or
add a new Part to Schedule 8) so that verification of identity by means of a digital identity
service accredited under the Digital ID Act 2024 (Cth), at or above an identity proofing level
prescribed for conveyancing transactions, is deemed to constitute the taking of reasonable
steps under Rule 6.5.1.

2. Recognise digital equivalents of physical documents: amend Schedule 8 so that
cryptographically verifiable digital versions of prescribed documents - such as mobile driver
licences compliant with ISO/IEC 18013 - satisfy the same category requirements as their
physical counterparts. If digital documents adhere to appropriate industry standards
(verifiable digital credentials - VDCs), they can provide stronger security and better fraud
protection than physical documents. VDS can also provide appropriate selective disclosure,
unlike physical documents that disclose everything regardless of the need. 7-year retention
requirement increases the risk of over-disclosure and data breaches.



3. Add supporting definitions to Rule 2.1.2, including 'Accredited Digital ID Service Provider'
and 'Digital Identity Verification', anchored to the Digital ID Act 2024 (Cth), the Digital ID
(Accreditation) Rules 2024 and the Levels of Assurance in the National Identity Proofing
Guidelines 2025, rather than to any single technology or vendor.

4. Modernise evidence retention in Rule 6.6 so that cryptographically verifiable assurance
records, audit trails and signed attribute assertions from an accredited digital identity service
satisfy the supporting-evidence requirements, in place of endorsed photocopies of physical
documents.

5. Accommodate accredited providers within the Identity Agent framework: clarify in Rule 6.5.5
and Schedule 9 how an Accredited Digital ID Service Provider may be engaged, and adapt
the Identity Agent Certification accordingly.

6. Align the new cyber security obligations with proven profiles: reference the FAPI 2.0 Security
Profile for API-based access to an ELN under Rules 7.1 and 7.11.

7. Address the timing gap: if digital identity provisions cannot be finalised in Version 8, include
an enabling head of power now and commit to a prompt Version 8.1 amendment aligned to
the AGDIS private-sector expansion, using the new minimum consultation commitments in
Schedule 2.

8. Consider adherence of the Verification of Identity Standard with the National Identity Proofing
Guidelines 2025, so that the Standard's assurance outcome is expressed against the
national Levels of Assurance and paper and digital pathways are held to the same
benchmark.

9. As interim measures within Schedule 8, recognise verification through an accredited digital
ID service provider as at least equivalent to a secondary document, and permit subscribers
and mortgagees to assess the use of digital ID services on a case-by-case basis as an
alternative to meeting photo identity document requirements, based on criteria such as
Digital ID Act accreditation, identity proofing level and associated metadata.

10. Pursue consistency between the identity proofing requirements of the Model Operating
Requirements (MOR) and the MPR. The MOR currently mandates the four document
Categories and in-person proofing, with no reasonable-steps pathway.

4. Observations on Consultation Draft 8.01

4.1 The draft is silent on digital identity

Neither the marked-up draft nor the Explanatory Notes contains any reference to digital identity, the
Digital ID Act 2024 (Cth), AGDIS, accredited identity providers or digital credentials. The
amendments to the identity verification framework in Version 8 are confined to: excluding in-house
conveyancers and lawyers from the Identity Agent definition (Rule 2.1.2); clarifying the two-year re-
verification exemption (Rule 6.5.4); requiring that Identity Agents be directed to use the Verification
of Identity Standard (Rule 6.5.5); extending the Identity Agent Certification to mortgagees (Schedule
9); and strengthening Identity Agent insurance (Schedule 6). All are sensible housekeeping; none
engages with how identity is actually verified.

4.2 The paper-based, face-to-face regime is retained unchanged

Schedule 8 continues to require that verification of identity 'be conducted during a face-to-face in-
person interview' at which the Person Being Identified produces original documents from prescribed



Categories, with the Identity Verifier retaining endorsed paper copies. The only Schedule 8
amendments in Version 8 are definitional and stylistic. The regime therefore remains anchored to the
physical sighting of documents — a method demonstrably vulnerable to increasingly sophisticated
counterfeit and synthetic documents, including Al-generated identity documents, and one that
provides no cryptographic binding between the document, its issuer and the person presenting it.

The Verification of Identity Standard is also a bespoke standard, unique to conveyancing, that does
not reference any external assurance framework. The ADT CG recommends that ARNECC consider
conformance of the Standard with the National Identity Proofing Guidelines, which were refreshed by
the Attorney-General's Department in September 2025 to establish a single, nationally consistent set
of Levels of Assurance (LoA 1 through LoA 4) spanning both in-person and digital identity proofing,
aligned with the Digital ID (Accreditation) Rules 2024. Expressing the MPR's identity verification
requirements in terms of these Levels of Assurance would make the Standard's intended assurance
outcome explicit for the first time and would allow paper and digital pathways to be held to the same
objective benchmark rather than to different tests.

4.3 The two pathways are asymmetric

Rule 6.5.2 permits a Subscriber or mortgagee either to apply the Verification of Identity Standard or
to verify identity 'in some other way that constitutes the taking of reasonable steps'. Only the former
attracts the deemed-compliance safe harbour in Rule 6.5.4. A mortgagee that verifies a customer
through an accredited digital identity service - with document authenticity checks against
authoritative government sources, biometric binding of the individual to the credential and a
cryptographically verifiable audit trail - receives no safe harbour and bears the burden of
demonstrating, after the fact, that its approach was reasonable. A paper interview at which
documents are visually inspected receives automatic deemed compliance. The incentive structure is
inverted relative to the actual fraud risk. This is despite earlier ARNECC guidance acknowledging
that verification through a digital identity service may constitute the taking of reasonable steps. This
acknowledgement that has not been carried through into the drafting of Version 8.

4.4 The security modernisation stops short of identity

Version 8 introduces multi-factor authentication obligations (Rule 7.1(d)), police background checks
for ELN Users (Rule 7.2.3(b)) and a Cyber Security Framework safe harbour (Rule 7.11), each
following security expert recommendations to ARNECC. The ADT CG supports these amendments
and notes that the safe-harbour drafting technique adopted in Rule 7.11 - deemed compliance for
those certified against a recognised external framework - is precisely the model we recommend be
extended to digital identity verification: an objective, certifiable external benchmark in place of an
undefined reasonableness test.

4.5 Timing: Version 8 will be outdated within weeks of commencing

MPR Version 8 is anticipated to commence in October 2026. From 30 November 2026, private
sector entities become eligible to apply to participate in AGDIS as accredited entities and relying
parties, under rules administered by the ACCC as Digital ID Regulator. Major Australian banks -
among the largest subscriber and mortgagee cohorts under the MPR - are already operating as
identity providers through ConnectID, the bank-led digital identity scheme. Absent amendment, the
MPR will require these institutions to disregard their strongest identity infrastructure for
conveyancing purposes, or to use it without safe harbour, from the moment Version 8 commences.



State governments are on the same trajectory with the very documents the Verification of |dentity
Standard relies upon. Queensland has already issued mobile driver licences compliant with ISO/IEC
18013, now held by well over a million Queenslanders. Service NSW is on the public record on
aligning the NSW Digital Driver Licence to the same international standard through its work with
Austroads, and - in an Australian first - began issuing digital birth certificates as Verifiable
Credentials in March 2026. Through Austroads, all jurisdictions and the Commonwealth have agreed
that cross-border verifiable credentials will adopt ISO/IEC 18013 and ISO/IEC 23220, and the
OIDF's OpenlD4VP 1.0 specification provides the standard mechanism for presenting these ISO-
format credentials to online relying parties. The driver licence - the most-used Category document in
the Schedule 8 paper regime - is becoming a cryptographically verifiable digital credential, and
foundational documents such as birth certificates are following. ARNECC should take this into
account in settling Version 8. An immediate, low-cost step would be to recognise cryptographically
verifiable digital equivalents of the physical documents already prescribed in Schedule 8 - such as
mobile driver licences compliant with ISO/IEC 18013 - as satisfying the same category requirements
as their physical counterparts.

4.6 Market forces: accredited digital identity is already live

This is not a future-state question. ConnectID, the digital identity exchange operated by Australian
Payments Plus, is live in the Australian market, with Commonwealth Bank, NAB, ANZ and Westpac
operating as identity providers, placing verified, bank-grade identity within reach of well over ten
million Australians. ConnectID was the first non-government identity exchange to achieve
accreditation under the Commonwealth accreditation framework, is built on OpenID Foundation
specifications (OpenlID Connect and the FAPI security profiles), and is referenced in the National
Identity Proofing Guidelines. The customers most commonly the subject of verification of identity
under the MPR - mortgagors and property purchasers - are, overwhelmingly, customers of these
same institutions.

4.7 The MPR and the MOR are not aligned on identity proofing

The identity proofing requirements in the Model Operating Requirements (MOR) and the MPR are
not aligned. The MOR mandates the four document categories and face-to-face, in-person proofing,
and contains no equivalent of the MPR’s ‘reasonable steps’ pathway. Unless the two instruments are
aligned, a digital verification pathway recognised in the MPR could remain unavailable in practice.
The ADT CG encourages ARNECC to pursue consistency between the identity proofing
requirements of the MOR and the MPR during this review cycle.

5. Recommended amendments

The table below sets out the ADT CG's proposed amendments in the order of the affected
provisions.



R2 —
Definitions

R1 — Digital
pathway with
safe harbour

R8 — NIPG
adherence

R9 — Digital
document
equivalence

R10 — Interim
recognition of
digital ID
services

R4 — Evidence
retention

Rule 2.1.2

Rules 6.5.2 and
6.5.4; Schedule 8

Schedule 8

Schedule 8

Schedule 8

Rule 6.6; Schedule
8 paragraph 3

Insert: 'Accredited Digital ID Service Provider' - an entity
accredited under the Digital ID Act 2024 (Cth) to provide identity
or attribute services; 'Digital Identity Verification' - verification of a
Person's identity through an Accredited Digital ID Service
Provider at or above the identity proofing level specified in the
Verification of Identity Standard, expressed by reference to the
Levels of Assurance in the National Identity Proofing Guidelines
2025 and the corresponding identity proofing levels in the Digital
ID (Accreditation) Rules 2024. Drafting should follow the
approach taken for 'Cyber Security Framework': defined by
reference to external, independently maintained schemes.

Amend Rule 6.5.2 to add Digital Identity Verification as an
express third pathway alongside the Verification of Identity
Standard, and amend Rule 6.5.4 so that Digital Identity
Verification is likewise deemed to constitute the taking of
reasonable steps. Alternatively, add a new Part to Schedule 8
('Digital verification of identity') that specifies the required Level of
Assurance under the National Identity Proofing Guidelines 2025
and any conveyancing-specific requirements, so that both
pathways sit within the one Standard and are held to the same
national benchmark.

Consider conformance of the Verification of Identity Standard
with the National Identity Proofing Guidelines 2025, expressing
the Standard's requirements against the Guidelines' Levels of
Assurance. The Standard is currently a bespoke, conveyancing-
specific regime that references no external assurance framework.

Recognise cryptographically verifiable digital equivalents of
prescribed physical documents - including mobile driver licences
compliant with ISO/IEC 18013 and digital birth certificates issued
as Verifiable Credentials - as satisfying the same Category
requirements as their physical counterparts.

As interim steps short of a full deemed-compliance pathway:
recognise verification through an Accredited Digital ID Service
Provider as at least equivalent to a secondary document; and
permit Subscribers and mortgagees to assess the use of digital ID
services on a case-by-case basis as an alternative to meeting
photo identity document requirements, based on criteria such as
Digital ID Act accreditation, identity proofing level and associated
metadata.

Where Digital Identity Verification is used, the requirement to
retain supporting evidence is satisfied by keeping the verifiable
assurance record for seven years. This record must include the
identity proofing level, provider accreditation details, and the
signed assertion or presentation. Cryptographically signed
records provide stronger evidential integrity than endorsed
photocopies and better privacy with selective disclosures.



R5 — Identity Rule 6.5.5; Clarify that a Subscriber or mortgagee may engage an

Agents

Schedule 9 Accredited Digital ID Service Provider directly and adapt the
Identity Agent Certification in Schedule 9 so that an equivalent
certification can be given by reference to the provider's
accreditation and the assurance record, rather than to sighted
paper documents.

R6 — API Rules 7.1, 7.2.2 Where Subscribers access an ELN by application-to-application
security and 7.11 (API) means, recognise conformance with the FAPI Security

R3 —

Profiles - already mandated in Australia's Consumer Data Right -
as satisfying the relevant system security requirements. OIDF
conformance certification provides an independent, freely
available verification mechanism.

Schedule 8 (new Anchor any technical interoperability requirements to open

Standards Part); drafting international standards: OpenID Connect for Identity Assurance
neutrality generally 1.0 for the conveyance of verified claims and assurance

metadata; OpenlD4VP 1.0, OpenlD4VCI 1.0 and HAIP 1.0 for
digital credential presentation and issuance; ISO/IEC 18013 for
mobile driver licences. This preserves competition among
providers and avoids lock-in to any single scheme or vendor.

R7 — Transition = Schedule 2 If a full digital pathway cannot be settled in this consultation

cycle, include an enabling provision in Version 8 permitting the
Registrar to recognise Digital Identity Verification by notice, and
commit to a Version 8.1 consultation aligned to the 30 November
2026 AGDIS private-sector expansion.

R11 — MOR Model Operating Align the MOR's identity proofing requirements with the MPR. The
alignment Requirements MOR currently mandates the four document Categories and in-

person proofing, with no reasonable-steps pathway; without
alignment, digital verification recognised under the MPR may
remain unavailable in practice.

6. Why this matters

Fraud resistance. Verification through an accredited digital identity service checks
documents against authoritative issuer records, biometrically binds the individual to the
credential, and produces a tamper-evident audit trail. Visual inspection of paper documents
at an interview does none of these things, at a time when high-quality counterfeit and Al-
generated documents are readily obtainable. Land titles fraud, including recent high-profile
mortgage and title fraud incidents in Australia, overwhelmingly begins with identity fraud.

Inclusion and access. A face-to-face interview imposes real costs on people in regional
and remote Australia, on people with limited mobility, and on Australians transacting from
overseas. A digital pathway at an appropriate level of assurance widens access without
lowering the bar.

Efficiency. Subscribers and mortgagees already perform accredited digital verification for
AML/CTF and Consumer Data Right purposes. Recognising the same infrastructure for
conveyancing removes duplicated cost without duplicated assurance benefit.



* Regulatory coherence. The Digital ID Act 2024 (Cth) establishes the accreditation, privacy
and oversight architecture - including regulation by the ACCC and privacy safeguards
beyond the Privacy Act - that makes a deemed-compliance safe harbour prudent, and the
National Identity Proofing Guidelines 2025 provide the common assurance benchmark
across in-person and digital channels. ARNECC does not need to build or police this
infrastructure; it needs only to recognise it, exactly as Rule 7.11 now recognises external
Cyber Security Frameworks.

8. Closing

The OIDF ADT CG would welcome the opportunity to discuss this submission with ARNECC, to
connect ARNECC with peer regulators internationally who have implemented standards-based
digital identity verification in property and financial services contexts, and to provide technical
briefings on the specifications and certification programs referenced above. As a global open
standards body, the OIDF welcomes the opportunity to support the Australian community.

This submission may be published. In line with OIDF's practice of transparency and openness, the
ADT CG intends to share this response in a blog post on openid.net in the near future.
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