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Background

A number of enterprises in various stages of adopting Al are concerned about which agents are
running in their enterprise. For the purposes of this document the Al agent architecture is
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As seen above, the client is a critical portion of the Al agent. Clients can run in the cloud or on
end users’ desktops.

Enable authorized agents

Desktop Strategies

Technologies such as endpoint detection and response (EDR) or universal endpoint
management (UEM) can help with ensuring only authorized clients can run on users’ desktops.



Other strategies

However, enabling authorized clients to run in the cloud requires other strategies. In addition,
the UEM and EDR strategies cannot extend to enabling authorized clients to run on unmanaged
desktops, or managed desktops that have looser policy requirements.

MCP spec strategy

One way, which has been followed in the MCP spec, is to ensure only authorized clients can
access enterprise resources by issuing them an OAuth access token. This is achieved in the
MCP spec through the use of the IETF Client ID Metadata (CIMD) draft.

To authenticate the client to the OAuth server, the options include: Client ID and Client Secret
(in OAuth 2.1), or JWT client credentials, or MTLS client credentials. The OAuth server can
decide which agents to allow or deny based on the metadata presented.

Some OAuth servers may also support Client Credential Grants to issue tokens in a 2-step flow.

Interoperability with third-party MCP servers

An important aspect of interoperability is that an MCP deployment in one organization should be
able to leverage MCP servers in other organizations, such as SaaS providers, partners,
customers, etc. If a user is required to sign in each time the Al task needs to reach a third-party,
then the user experience will suffer. It also ensures that the organization that authorizes the
MCP Client can govern the identity and authorization of the user when they access third-party
MCP servers.

The OAuth working group in the IETF has proposed the |ID-Chaining draft that can help achieve
this. Building on that, the OAuth working group has proposed the Identity Assertion JWT
Authorization Grant draft, which has been adopted by the MCP community as their Enterprise

Managed Authorization (EMA) extension.

In order to demonstrate seamless interoperability between MCP clients and third-party MCP
servers, this interoperability event includes support for EMA as one of the protocols we will test
for.

The Interoperability Event

The OpenlID AlIM CG proposes to facilitate an interoperability test that demonstrates how
enterprises can readily implement identity based controls to ensure that Model Context Protocol
(MCP) flows within their enterprise and across enterprises can be secured using standards
specified within the core MCP specification, MCP extensions, or elsewhere. Through the use of
such standards enterprises will be free to choose the MCP clients, MCP gateways and MCP


https://modelcontextprotocol.io/specification/2025-11-25/basic/authorization#client-id-metadata-documents
https://modelcontextprotocol.io/specification/2025-11-25/basic/authorization#client-id-metadata-documents
https://datatracker.ietf.org/doc/draft-ietf-oauth-client-id-metadata-document/
https://www.ietf.org/archive/id/draft-ietf-oauth-v2-1-15.html#name-client-secret
https://datatracker.ietf.org/doc/html/rfc7523
https://datatracker.ietf.org/doc/html/rfc8705
https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-chaining/
https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/
https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/
https://modelcontextprotocol.io/extensions/auth/enterprise-managed-authorization
https://modelcontextprotocol.io/extensions/auth/enterprise-managed-authorization

servers of their choice and expect the security properties to remain unchanged regardless of
their choices.

To prove this, the OpenID AlIM CG is partnering with Gartner, which has offered to provide a
venue at the Gartner IAM Summit for demonstrating successful interoperability tests to
conference attendees, and for presenting the results in a session.

This interoperability test will help establish what works and what doesn’t when running MCP
authorization features, enterprise extensions and the new IAM standards they reference at
enterprise scale.

Testing Participants

The interoperability tests below are suited for any software provider that is interested in
deploying their software in enterprise environments that use MCP. This includes:
e MCP Clients
e MCP Gateways (serving as MCP Servers to MCP Clients, and MCP Clients to other
MCP Servers)
e MCP Servers that can use the enterprise OAuth AS / OpenlID Provider as the
authorization token provider
e Third-party MCP Servers that require their own OAuth authorization servers

Standards used

e OAuth 2.1
e Client Identity Metadata (CIMD)
MCP Enterprise Managed Authorization Extension



https://datatracker.ietf.org/doc/draft-ietf-oauth-v2-1/
https://datatracker.ietf.org/doc/draft-ietf-oauth-client-id-metadata-document/
https://modelcontextprotocol.io/extensions/auth/enterprise-managed-authorization

Interop Test Architecture
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1. CIMD
2. MCP JSON RPC over HTTPS using OAuth token
3. EMA token exchange
4, EMA token request
5 MCP J5ON RPC over HTTPS using Ofuth token

In the above architecture, an MCP Gateway could behave as an MCP Client (and as the MCP
Server to the MCP client). If it does so, it may participate in the interoperability testing below as
an MCP Client and as an MCP Server. However, transparent proxies (that do not act as MCP
Clients or MCP Servers) would not be able to participate in this interoperability test.

Flows

CIMD Flow

Establishes the following for MCP Clients and OAuth ASes (or OpenID Providers that issue
access tokens)

MCP Client

1. Makes an OAuth 2.1 Authorization Code Flow authorization request while providing a
valid CIMD URL to identify itself.



2.

Provides appropriate Client ID Metadata at the referenced URL

3. Completes the OAuth 2.1 Authorization Code Flow to obtain the access token
OAuth AS

1. Accepts a valid OAuth 2.1 Authorization Code Flow authorization request with a valid

CIMD URL as the client identifier.

2. Dereferences the CIMD URL to obtain and verify the CIMD document

3. Optionally verifies the client provenance (pre-registration)

4. Completes the OAuth 2.1 Authorization Code Flow
MCP Flow

Establishes that an MCP Client is able to perform authorized access to an MCP Server using
OAuth 2.1. It establishes following for each role:

MCP Client

1.

Receives the WWW-Authenticate header when it requests access without an access
token.

Obtains the OAuth AS information based on the content of the OAuth Protected
Resource Metadata in the WWW-Authenticate header.

Obtains an OAuth access token using the specified OAuth AS

Accesses the MCP Server using an OAuth access token

MCP Server

1.

Responds to access requests without an access token with an unauthorized status
(401), and provides its OAuth Protected Resource Metadata (OPRM) URL in the
WWW-Authenticate header in the response

2. Provides well formatted OPRM at the URL, which includes the location of the OAuth AS.
3. Responds to MCP requests with an access token
EMA Flow

Establishes the following for MCP Clients, OpenlID Providers, and OAuth ASes

MCP Client

1.

g

Identifies itself as being capable of EMA by providing the EMA capability metadata in the
request.

Performs a token exchange with the OpenlID Provider to obtain an ID-JAG

Performs and ID-JAG based token issuance with the Resource AS

Performs authorized access to the third-party MCP Server with the token obtained from
the Resource AS



OpenlD Provider

1. Performs token exchange by accepting an ID-Token and issuing an ID-JAG

OAuth AS

1. Accepts a valid Token Request with ID-JAG from an MCP Client
2. Validates the ID-JAG
3. Issues the access token accepted by the MCP Server

Interoperability Testing Rules

1. Each participant must fulfil at least one role from:
a. MCP Client
b. OpenlD Provider
c. OAuth authorization server
d. MCP Gateway (MCP Client and MCP Server)
e. MCP Server
2. Each participant must test their implementation for one of the above Flow Steps with at
least one other participant in a complementary role (i.e. If your implementation is a MCP
client, then for testing CIMD, the other participant must be an OAuth authorization
server).
3. To successfully complete the interoperability test, their output matrix (see below) must
have at least one field checked. See qualification criteria section below for details of how
to achieve this.

Interoperability Matrix

Interoperability will be based on the participants’ roles (see above), and their successful
completion of one or more of the following interoperability matrices. An interoperability test is
performed in the context of one such matrix by a combination of implementations. Each
combination has one implementation of each role (e.g. one MCP Client, one OAuth AS, and one
OpenlID Provider). The columns of the matrix represent these roles, and the rows represent the
specific feature being tested.

Each participant in such a combination will check cells in the column corresponding to the roles
of the other participants in the combination. A tester always leaves their own role column empty.
Checking a cell means that the tester has verified that the other party’s implementation
successfully implements and enforces the feature described in that row, for the other party’s role
column. If a tester’s own implementation doesn’t advertise support for a specific feature, e.g., an
MCP Client doesn’t support “Client Credentials Grant”, then when the tester tests with the other
party’s implementation, then in the matrix it fills out for the implementation, all cells in that
section will be filled out as “unable to test” for the other party’s role column. However, if the other



party advertises support for a feature (i.e., the feature is mentioned in their product
documentation or is otherwise known to support a feature), and the tester supports the feature
but the test is unsuccessful, then they leave cell in that row and the other party’s role column
blank.

CIMD Interoperability Matrix

The matrix below shows various features of CIMD that a tester will test another party’s
implementation for. Each implementation will be either an MCP Client or an OAuth Authorization
Server.

The pre-registered client is a feature of the OAuth AS, which issues OAuth tokens only to
approved, pre-registered clients.

See the appendix for an example.

Tester:

Implementation Name:

Supported feature MCP client OAuth AS

Client ID Metadata

Pre-registered client N.A.

redirect_uris
support

jwks_uri support

jwks support

Authorization code grant with PKCE

Client secret

JWT

MTLS

Client credentials grant

Client secret

JWT

MTLS




EMA Interoperability Matrix

The EMA test need to be performed between three parties:
1. The MCP Client
2. The OpenlD Provider (OP)
3. The Resource OAuth AS

Each party in this three-party combination will fill out the matrix below for the other two parties in
that combination. For the “Valid ID-JAG” row below, the following must be verified:

What is verified Who verifies

iss and aud claims MCP Client and OAuth AS

typ of the ID-JAG is oauth-id-jag-jwt MCP Client and OAuth AS

JWT signature OAuth AS
client_id matches expected client ID OAuth AS
Tester:

Implementation Name:

Supported feature MCP client OpenlD Provider OAuth AS

Valid ID-JAG

resource
support

sub_id support | N.A.

scope support

OAuth Interoperability Matrix

An MCP Server must demonstrate that they support OAuth 2.1, either through their own
“‘Resource AS” OAuth Server, or by accepting OAuth tokens from an enterprise OAuth AS or
OpenlID Provider. Similarly, an MCP Client must demonstrate that they support OAuth 2.1. A
tester will test another party’s implementation using the matrix below for OAuth 2.1 support.



Tester:

Implementation Name:

Supported feature MCP Client MCP Server

OAuth Protected
Resource Metadata
(OPRM)

scope parameter in
WWW-Authenticate
response header

To verify that the MCP Client supports the above features, the MCP Server must verify that the
MCP Client obtains a token from the appropriate OAuth AS (as described by the OPRM it
returned), and has the right scope in the OAuth token received from the OAuth AS.

Top-level Interoperability Matrix

The result of all of the above interoperability tests will be rolled up into a top-level interoperability
matrix for each implementation. This will be the output of this interoperability event. Each
participant will have their own instance of this matrix, and needs to check at least one of the
boxes in their instance of the matrix in order to be called a successful participant in the
interoperability tests.

Implementation name:

Role/Support | MCP Client MCP Server | MCP OP /IdP Resource
ed standard Gateway OAuth AS
CIMD N.A.

EMA

OAuth token N.A. N.A.
based access

Qualification Criteria

The following criteria are applied after receiving valid submissions (see process below) for an
implementation from another party, to check the appropriate box in the top-level interoperability
matrix:



CIMD: This row is checked for an implementation if in the CIMD interoperability matrix, it
has at least one row in the “Client ID Metadata” section checked. In addition, it has at
least one row checked in either the “Authorization code grant with PKCE” section, or the
“Client credentials grant” section.

EMA: This row is checked for an implementation, if in the EMA interoperability matrix, it
has the “valid ID-JAG” row checked

OAuth token based access:

o The cell in the MCP Server column and OAuth token based access row is
checked if in the OAuth interoperability matrix, it has the OPRM row checked.

o The cell in the MCP Client column and OAuth token based access row is
checked if in the OAuth interoperability matrix, it has the OPRM row checked,
and in the CIMD interoperability matrix, it has at least one row in the
“Authorization code grant with PKCE” section or at least one row in the “Client
credentials grant” section checked.

o The cell in the MCP Gateway column and OAuth token based access row is
checked if it has both the MCP Server cell and the MCP Client cell in the same
row checked.

Testing Process

Each implementer will commit to performing interoperability tests as defined above.
Combinations of interoperability testers will test their implementations together for each of the
aspects above.

1.

The OpenlD AlIM CG will host weekly introductory calls with collections of potential
participants or individual potential participants in order to explain the interoperability test
setup, process, results, and benefits. The OpenID AlIM CG will announce a date by
which participants must commit to the interoperability tests. Potential participants will be
able to provide feedback and the CG will update the interoperability matrix for any
feedback that requires the testing details to change.

After the commitment date, the OpenlD AlIM CG will conduct weekly calls open only to
committed participants, to enable them to discuss testing progress and issues, ask
questions and schedule mutual interoperability tests.

Once a participant commits, an instance of the results matrix with their name and logo
will be included in the official results, showing which particular standards they were able
to successfully test, and with how many other participants.

Testing will be performed by a combination of two parties for the CIMD and OAuth tests
and a combination of three parties for the EMA tests.

Once a combination tests their implementations, each participant in the combination fills
out an instance of the output matrix with the other participant(s) in the combination, and
checks the boxes in the other participants’ column that they successfully tested with the
other participant(s).

In the CIMD tests, the MCP Client will fill out the CIMD table above for the OAuth Server
they tested with, and vice-versa. In the EMA tests, the MCP Client will fill out the EMA



10.

1.

table above for the OpenlID Provider and the OAuth AS, the OpenlID Provider will fill out
the EMA table for the MCP Client and the OAuth AS, and the OAuth AS will fill out the
EMA table for the MCP Client and OpenID Provider. In the OAuth tests, the MCP Client
will fill out the OAuth table above for the MCP Server and vice versa.

Each party submits this output to the OpenID AlIM CG. The CG will accept submissions
in which there are no contradictions between the testing parties’ submissions in the
combination. A contradiction occurs only when a participant in a combination has a
checked row for a feature, and one or more other participants for the same test has
either “unable to test”, or blank for the same feature. An “unable to test” does not
contradict a blank row for the same feature.

All accepted submissions are made publicly available by the OpenlID Foundation after
the event.

The OpenlD AlIM CG will publish results just prior to the conference session. The results
will have one interoperability matrix for each participant. If any other participant checks a
particular feature box for that participant, then that feature will be checked in the results
matrix for that participant.

Just prior to the conference where these results are to be announced, those participants
who have successfully completed testing with at least one box checked will be able to
schedule demo table slots to show their implementations to attendees.

A limited number of successful participants will be able to demonstrate their
implementations at the conference to conference attendees. The AlIM CG will publish
rules for prioritizing demonstration slots before the commitment date.

Testing timeline

The proposed timeline for this interoperability testing is as follows:

1.

Al S

This proposal will be published and promoted through an OpenlID blog post by July 14,
2026

Interested parties can join the weekly calls that begin in the week of July 20, 2026
Participants must commit to the event by August 10, 2026

Weekly calls will be hosted for participants until the conference begins.

Participants must demonstrate interoperability with at least one other partner for at least
one use case by October 16, 2026

Participants can continue to check additional interoperability use cases until the
conference begins on December 7, 2026

The results will be presented in a breakout session by Atul Tulshibagwale and Erik
Wabhlstrém at the Gartner IAM Summit 2026 sometime between December 7 and
December 9, 2026

A limited number of successful participants will be able to demonstrate their
implementations at the conference to conference attendees. The AlIM CG will publish
rules for prioritizing demonstration slots before the commitment date.


https://calendar.google.com/calendar/event?action=TEMPLATE&tmeid=N3R1bWNyaGU4bWJhNWJxZXNjYzZxaXVjNGtfMjAyNjA3MjBUMTgwMDAwWiBvNnZjMm80bnJ2OGloaTFkbmcwbDJyaGZoc0Bn&tmsrc=o6vc2o4nrv8ihi1dng0l2rhfhs%40group.calendar.google.com&scp=ALL

Appendix: Sample test matrices

Sample CIMD test matrices

Say there are two implementations that test with each other. One is an MCP Client named
“SuperIDE”, and the other is an OAuth AS named “MegalDP”. SuperIDE advertises support for
the authorization code flow using both client secret and JWT. SuperlDE’s metadata also doesn’t
include a jwks field. It only has the jwks_uri field.

MegalDP supports the Client Credentials flow.

Both MegalDP and SuperIDE don’t support MTLS.

MCP Client

When MegalDP tests with SuperlDE, it finds out that the JWT based code flow test failed. The
following table reflects the results submitted to the AlIM CG by MegalDP:

Tester: MegalDP

Implementation Name: SuperIDE

Supported feature MCP client OAuth AS

Client ID Metadata

Pre-registered client N.A.

redirect_uris
support I

jwks_uri support

jwks support Unable to test

Authorization code grant with PKCE

Client secret |

JWT

MTLS Unable to test

Client credentials grant

Client secret Unable to test




Tester: MegalDP

Implementation Name: SuperIDE

Supported feature MCP client OAuth AS
JWT Unable to test
MTLS Unable to test

OAuth Server
When SuperlDE tests with MegalDP, the test results it submits to the AlIM CG are as follows:

Tester: SuperlDE

Implementation Name: MegalDP

Supported feature MCP client OAuth AS

Client ID Metadata

Pre-registered client N.A.

redirect_uris
support —

jwks_uri support

jwks support unable to test

Authorization code grant with PKCE

Client secret |

JWT

MTLS unable to test

Client credentials grant

Client secret unable to test

JWT unable to test

MTLS unable to test




Final Results Matrix for MegalDP

When testing with MegalDP, if say other MCP Clients checked the other boxes that MegalDP
was capable of, but no client had the jwks field in their metadata, then the final results matrix
for MegalDP published by the AlIM CG will be as follows:

Implementation Name: MegalDP

Supported feature MCP client OAuth AS

Client ID Metadata

redirect_uris
support I

jwks_uri support

jwks support

Authorization code grant with PKCE

Client secret

JWT

MTLS

Client credentials grant

Client secret

JWT

MTLS

Conclusion

The AlIM CG reviews both submissions, confirms that no feature is checked by one party and
blank or 'unable to test' by the other, and accepts both. The final results matrix for MegalDP
reflects all features verified across all its test partners, giving conference attendees a complete
picture of MegalDP's interoperability.



Sample EMA test matrices

Say there are three implementations that test with each other for EMA. The MCP Client is
SuperIDE, the OpenlID Provider is MegalDP, and the Resource OAuth AS is SassyAS.

SuperIDE uses MegalDP to obtain an ID-JAG, then presents the ID-JAG to SassyAS to obtain

an OAuth access token it can use with SassyAS's MCP Server.

MegalDP supports the resource parameter and sub_id claim in the ID-JAG it issues. MegalDP

does not support scope in the ID-JAG.

SassyAS supports the resource and scope parameters in the token request.

Both MegalDP and SassyAS support the sub_id claim.

Each MegalDP, SassyAS, and SuperlDE test together, and the results they each submit to the

AlIM CG are as follows:

MegalDP's EMA submission about SuperIlDE

Tester: MegalDP

Implementation Name: SuperIDE

Supported feature MCP client OpenlD Provider OAuth AS
Valid ID-JAG 4 N.A.
resource support 4
sub_id support N.A.
scope support
SassyAS's submission about SuperIDE:
Tester: SassyAS
Implementation Name: SuperIDE
Supported feature MCP client OpenlD Provider OAuth AS




Tester: SassyAS

Valid ID-JAG v N.A.
resource support 4
sub_id support N.A.

scope support

SuperIDE's submission about MegalDP

Tester: SuperiDE

Implementation Name: MegalDP

Supported feature MCP client OpenlD Provider OAuth AS
Valid ID-JAG v
resource support 4
sub_id support N.A. 4
scope support
SassyAS's submission about MegalDP
Tester: SassyAS
Implementation Name: MegalDP
Supported feature MCP client OpenlID Provider | OAuth AS
Valid ID-JAG 4
resource support 4
sub_id support N.A. 4
scope support




SuperIDE's submission about SassyAS

Tester: SuperiDE

Implementation Name: SassyAS

Supported feature MCP client OpenlID Provider | OAuth AS

Valid ID-JAG N.A. v

resource support V|

sub_id support N.A. V|

scope support 4
MegalDP's submission about SassyAS

Tester: MegalDP

Implementation Name: SassyAS

Supported feature MCP client OpenlID Provider | OAuth AS

Valid ID-JAG N.A. v

resource support 4

sub_1id support N.A. V|

scope support 4

Conclusion

The AlIM CG reviews all six submissions from the three-party combination. It finds no
contradictions: no feature is checked by one party and blank or “unable to test” by another party
for the same implementation and role. The scope feature is blank for MegalDP in both
SuperIDE's and SassyAS's submissions - consistent, and not a contradiction. The submissions
are accepted. The final results matrix for each participant reflects the verified features across all
their test partners.



Sample OAuth test matrices

Say there are two implementations that test with each other for OAuth. The MCP Client is
SuperGateway, and the MCP Server is SassyMCP.

SuperGateway advertises support for both OPRM and the scope parameter in the
WWW-Authenticate response header. SassyMCP advertises support for both features as well.

When SuperGateway tests with SassyMCP, it finds that SassyMCP's scope parameter in the
WWW-Authenticate response header test failed.

SassyMCP’s submission about SuperGateway

Tester: SassyMCP

Implementation Name: SuperGateway

Supported feature MCP client MCP Server

OAuth Protected Resource 4
Metadata (OPRM)

scope parameter in
WWW-Authenticate response
header

SuperGateway’s submission about SassyMCP

Tester: SuperGateway

Implementation Name: SassyMCP

Supported feature MCP client MCP Server

OAuth Protected Resource v
Metadata (OPRM)

scope parameter in
WWW-Authenticate response
header




Conclusion

The AlIM CG reviews both submissions. Both left scope blank for the other, indicating a failed
test. Since neither party has a checked box for scope, there is no contradiction. The
submissions are accepted.

Appendix: Other standards considered

Dynamic Client Registration (DCR)

DCR by itself does not solve the concern of an OAuth Server being able to disallow access from
unknown clients, since any client could register dynamically. Enterprises wishing to use DCR
alongside client allowlisting are encouraged to combine it with the client authentication
mechanisms tested here. DCR as a standalone mechanism is therefore not included in this
interoperability event.

Workload Identity Federation

Anthropic, OpenAl and Google have published various Workload Identity Federation (WIF)
mechanisms. There is also a WIF extension to MCP. However, given that this is the first MCP
security interoperability, we would like to limit the scope of this event. We may consider WIF for
a future interoperability event.

AuthZen

OpenID AuthZen can be especially useful for MCP Servers to authorize individual tool calls, or
other API accesses (e.g. Prompts, or Resources). However, in order to limit the scope of this
first MCP security interoperability event, we may consider AuthZen for a future interoperability
event.


https://platform.claude.com/docs/en/manage-claude/workload-identity-federation
https://developers.openai.com/api/docs/guides/workload-identity-federation
https://docs.cloud.google.com/iam/docs/workload-identity-federation
https://github.com/modelcontextprotocol/ext-auth/blob/dmcadams-wif-extenstion/specification/draft/workload-identity-federation.mdx
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