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Legal Disclaimer

This document is intended solely for general informational and policy purposes. It is not
intended, and should not be construed, as legal advice regarding any matter or jurisdiction. The
authors are not lawyers, and neither the authors nor the OpenlD Foundation makes any
representations or warranties regarding the legal accuracy or implications of the information
contained herein. Individuals or entities using or relying on this document should consult with
their own qualified legal counsel to obtain advice tailored to their particular circumstances and
jurisdiction.

1. Overview

Have you ever thought about your digital estate? Most people haven’t. Yet, whether you realize
it or not, you almost certainly have one. A digital estate is simply the collection of digital data
and accounts connected to you. This can include photos and videos you’ve saved, financial
accounts and tax records, health history, documents stored on your computer or in the cloud,
your social media accounts, loyalty programs, and even your utility bills. Less obvious things,
such as your browsing history or the logins you use every day, are also part of this estate.

We rarely stop to think about what happens to all this digital information if we become
incapacitated or after we die. Without a plan, your loved ones may face challenges accessing
important information, preserving your memories, or carrying out your wishes. The choices you
make today will shape how your digital estate is maintained and how others can manage it
when you no longer can.

The good news is that you can take control now. By actively managing your digital estate, you
can make it easier for trusted friends or family to step in when needed. This guide will walk you
through the process of identifying your digital assets, documenting how they can be accessed,
and making sure your digital estate is managed according to your wishes.

Who Should Use This Guide?

This guide is written for anyone who uses or depends on digital services, whether you
consider yourself tech-savvy or not. Planning is especially important if you:



e Have dependents or family members who may need access to your digital accounts

e Manage financial, professional, or community-related accounts on behalf of businesses,
clubs, community associations, trusts or other legal entities

e \Want to make sure your personal history, photos, and memories are preserved

In short, this guide is for everyone.

2. Legal Considerations

Laws governing access to digital accounts after death vary as do the terms of service for online
services. This document is not intended to replace legal advice!

Accessing someone’s account without proper authorization may violate laws or terms of service,
even if it is done with the express wishes of the account owner. That means just giving a loved
one your logins, does not give them the legal right to use them. The right path is to work
through official processes with service providers, or through probate if required.

We recommend that individuals consult with a local estate attorney for state/province and
country-specific guidance.

3. Getting Started

3.1 What Is a Digital Estate?

Your digital estate is the sum of your digital life. It includes the information stored on your phone,
computer, or tablet, but it also goes far beyond that. Social media accounts, email, cloud
storage, online banking, loyalty programs, and even local backups on external hard drives or
memory cards are all part of it. While many people share common elements—most of us have
at least one email and social media account—every digital estate is unique.

Think of it this way: your digital estate reflects the different roles, or “personas,” you play in life.
For example, you may have accounts and data tied to your personal life, others connected to
your role as a parent, still others linked to your professional work, and perhaps even accounts
related to volunteer or community positions. Each persona can come with its own digital
responsibilities. For instance, one person might have a TeamSnap account for their soccer
team, but also manage another TeamSnap account on behalf of a local ultimate frisbee league.
The way these accounts are handled after death may need to differ. The personal soccer team
account might be closed down by the family, while the ultimate frisbee league account assets
could be transferred back to the league.



Defining the full scope of your digital estate is something only you can do, because only you
know the complete picture of your online and digital life. The purpose of this guide is to help you
think through and document those details so nothing important is overlooked.

3.2 Why Do You Need to Plan?

In the same way that a traditional estate plan ensures your financial, legal, and healthcare
wishes are respected, a digital estate plan ensures that your online life is handled according to
your intentions. Without one, your loved ones may face serious barriers. They may lose access
to valuable family memories, be unable to close accounts, or be locked out entirely due to
privacy laws or company policies. In the worst cases, your accounts could remain active
indefinitely, exposing them to fraud or misuse.

A digital estate plan provides clarity. It protects your family and trusted representatives from
unnecessary stress and confusion during an already difficult time. It also reduces the risk of
conflict among loved ones by making your wishes explicit.

3.3 What Can Go Wrong Without a Plan?

When no digital estate plan exists, problems multiply quickly. Precious family photos and
important documents may be lost forever. Financial accounts could remain open and
unmanaged, leaving them vulnerable to fraud or escheatment to the state as unclaimed
property . Utility bills and online subscriptions may continue to charge, draining resources
unnecessarily. Social media accounts might remain online, potentially subject to misuse or
hacking. Data privacy can be lost when accounts aren’t closed. Perhaps most importantly, loved
ones may be forced to navigate complicated laws and terms of service agreements just to gain
limited access—if they can gain it at all.

A little preparation today can prevent these problems tomorrow, giving your loved ones a clear
path forward when they need it most.

4. How to Plan Your Digital Estate

4.1 A Step-by-Step Roadmap

If you're just starting out, the process may feel overwhelming. Breaking it into steps makes it
manageable. Each step is described in detail in the following sections.

1. Identify your digital assets — list the accounts, files, and services you use.

2. Document access details — note how each account can be accessed, including
passwords or passkeys.



3. Choose a technical support person (or people) to help your executor - The
executor of your estate is generally responsible for its disposition. Consider naming a
technical support person to assist your executor in managing your digital assets.

4. Communicate your wishes — write down what should happen to each account or
service. Share this with your executor and any technical support individuals who will
help your executor.

5. Store the information securely — keep your plan safe from unauthorized access.

6. Review and update regularly — refresh your plan when accounts, passwords, or life
circumstances change. Consider maintaining an accessible backup of the digital data
via a cloud-based service in case your devices are lost, inaccessible, or destroyed.

7. Seek legal guidance — Individuals should seek legal guidance for their unique
circumstances.

4.2 Identifying Your Digital Assets

As you begin to identify your digital assets, collect information in a single repository such as a
password manager or even a paper notebook. Use the tools that you are comfortable with as
you begin this journey.

Start by looking at your mobile phone. It likely contains digital data including photos and videos,
text messages (SMS, iMessage, WhatsApp, Signal, etc.), apps that link to social media,
finances, or file storage, and possibly a password manager app.

Next, check your other devices, if you have them, to identify data and services that you use:
tablets, laptops, desktops, streaming devices, cameras and their storage cards, and backup
media like CDs, DVDs, and external hard drives.

Email is another valuable resource. Search through your inbox to find accounts for banks,
brokerages, insurance companies, healthcare providers, social media, online shopping, and
more.

If you use a password manager, this can serve as your core list of accounts. Not only is this
good security practice, it creates a centralized repository of the services you use and the
credentials to access them.

Prioritizing What Matters Most

Start with the accounts that are essential for daily life, such as your primary email, phone, and
password manager. These are often the “keys” to everything else. Once those are documented,
move on to financial accounts, insurance, and utilities. Social media, shopping, and



entertainment accounts can follow later. Breaking the task into levels of priority helps make it
more approachable to execute over time.

Categories of Assets to Include

e High-priority accounts: email, iCloud/Google accounts, password manager software
e Critical infrastructure: utilities, home networking, smart devices

e Financial and cryptographic assets: banks, insurance, crypto wallets, government
accounts, tax software

e Media and personal archives: cloud photo libraries, code repositories, backup services

e Social media and online accounts: social networks, shopping, travel, streaming
services, online forums, cloud services (e.g. AWS, GCP, Azure), internet domains, blogs,
web hosting, code and other artifacts (e.g. GitHub, BitBucket)

e Local and device-based data: computers, hard drives, encrypted files, backups
¢ Health and medical accounts: healthcare portals, insurance, HSAs

e Other: phone unlock PINs, keys to unlock cryptographic wallets, mechanisms to access
assets stored in home safes

4.3 Memorialization and Legacy Options

Some platforms allow you to set preferences for what happens after your death. For example,
Facebook lets you choose to have your account memorialized or deleted, and Google provides
“Inactive Account Manager” settings. GitHub lets users specify a “Successor” who can manage
their repositories if they are incapacitated or after they pass away. Apple provides an option to
set a 'Legacy Contact'. This is not an exhaustive list, you should check what options are
available for the services you use! Reviewing these options now ensures your accounts are
handled in line with your wishes.

5. Building the Plan

5.1 Creating an Asset Inventory
Use a paper checklist, password manager software, or spreadsheet to track:

e Account or service name


https://openid.net/wp-content/uploads/2025/09/Digital-Assets-Planning-Spreadsheet.xlsx

e Website or app link

e Username

e Where credentials (e.g. passwords) are stored

e Second-factor method (authenticator app, SMS, hardware key)

e Linked credentials (backup email, recovery phone number)

e Legacy contacts (see 5.2 Configure and Document Your Memorialization and Legacy
Options below)

e Instructions for handling this account (e.g. “Delete my blog 5 years after my passing.”)

5.2 Configure and Document Your Memorialization and Legacy Options

Many services offer tools to define how to handle your digital estate through assignment of
legacy options or configuring memorialization of your digital assets. The following list is
non-exhaustive and subject to change. See the Death & The Digital Estate Resources for a
regularly updated list of relevant sites and services.

Legacy Configuration Management

Apple
EFacebook
GitHub

Google
Yahoo!

Memorialization & Estate Management Tools

The following list of commercial tools have been identified by the Death & The Digital Estate
Community Group as services for memorialization and digital estate planning. Services listed
are not endorsed by the OpenID Foundation.

Begquest.com

Consent Matrix (for performers wishing to have control over their name, image, likeness,
and voice)

Digital Memory Box

Eternal.me

HERmemories (French)

FinalDocx (Canada only)

Hereafter.ai

| Live On


https://github.com/openid/death-and-the-digital-estate/wiki/Resources
https://support.apple.com/en-us/102631
https://www.facebook.com/help/991335594313139/
https://docs.github.com/en/account-and-profile/how-tos/setting-up-and-managing-your-personal-account-on-github/managing-access-to-your-personal-repositories/maintaining-ownership-continuity-of-your-personal-accounts-repositories
https://myaccount.google.com/inactive
https://help.yahoo.com/kb/SLN2021.html?guccounter=1&guce_referrer=aHR0cHM6Ly9naXRodWIuY29tLw&guce_referrer_sig=AQAAANugTVggjGHX1Qvg-OfLDGYQgvuHXNZv_LuXqh0BgI7eXF_8iGUGgbfZVuJe8jkWX2cLTevmeyC6juc0-Erk-6aE68oFsfW9r_nAFd4bFZA6l91SX1p_RkGMZNzoEaRbu0kkphJ_SyUU62VSQzfRT0xpAeQiUeagb6hy03r_PT6k
http://bequest.com/
https://www.consentmatrix.app/
https://digitalmemorybox.co.uk/
http://eternal.me/
https://hermemories.com/
https://finaldocx.ca/
http://hereafter.ai/
https://i-live-on.com/

The Nokbox

5.3 Communicating and Storing Your Plan

Your plan must be accessible when it's needed, but protected in the meantime. Options include:

Written instructions stored securely (e.g. in a personal safe that is accessible to your
executor if needed). Consider including the instructions as part of your will or power of
attorney.

Password manager software emergency access instructions stored securely
Pre-sharing access to your password manager software with trusted individuals

QR codes or NFC tags stored with your wallet, purse, or personal effects can be used to
share a URL where your personal wishes, powers of attorney, or contact information for
your attorney may be shared.

Consider the use of online estate management services, which offer professional

services to act as the Digital Estate Manager for your loved ones or Executor. These
may be offered by your estate lawyer.

Choose the option that balances security with accessibility for managing your digital estate.

Best Practices for Security

Use a password manager software for centralized, secure storage of all passwords and
other credentials. Securely store your master password where the executor of your
estate can access it. Periodically test whether your executor (and/or chosen technical
support individual) can access your password manager software with the provided
instructions. Update as needed.

Do not store or email files including your passwords! Many individuals that are more
comfortable with technology may find a password manager software the most
convenient way to set-up and maintain sensitive account information. If a password
manager software is not an option, writing your passwords down in a notebook and
storing it securely (along with your other estate documents) is a better option.

Where available, enable built-in “legacy contact” features, Many providers, including
Apple, Google, and Facebook offer solutions for their users.

5.4 Maintaining Your Plan


https://www.thenokbox.com/

Creating your digital estate plan is not a one-time task. Accounts, passwords, and even entire
services change regularly. Set a reminder to review and update your plan at least once a year,
and update it whenever there is a major life event—such as marriage, divorce, having a child,
moving, or changing your primary accounts.

Outdated instructions can cause just as many problems as having no plan at all.

6. Communicating Your Wishes

Having a plan is not enough if no one knows about it. Talk openly with your lawyer and trusted
loved ones about what you've prepared, and ensure you’ve provided them the proper legal
authorization to actually manage your accounts when you pass away. Choose a time when
everyone can listen, and explain your wishes clearly. These conversations reduce confusion and
build confidence when the plan must be carried out.

7. Managing a Digital Estate Reactively

While much of this guide focuses on planning ahead, the reality is that many people pass away
without leaving instructions for their digital estate. If you find yourself responsible for handling
someone’s accounts and data in this situation, the process will look different. Your goal is not to
recreate a detailed plan after the fact but to focus on gaining control over the most critical
accounts and services so you can stabilize the situation and prevent loss, fraud, or misuse.

7.1 Start with the Essentials

The first priority is to secure the person’s main access points—their mobile phone and email
account. These are often the gateways to other accounts because many services use them for
password resets or one-time codes. If possible, transfer the phone number or billing to yourself
to avoid service interruption. Phone carriers usually have processes for this.

If the person used a password manager software, this can be invaluable. Depending on their
habits, it may be as simple as a notebook of handwritten credentials or a dedicated service like
1Password, Apple Passwords, or Google Password Manager. Gaining access here may give
you a complete map of other accounts. However, you'll need the credentials to unlock the
password manager software, if one is used.

Locate and secure all physical devices—laptops, tablets, phones, and even the charging cables.
These often contain local files or applications that provide additional clues to the footprint of the
deceased’s digital estate. If the device is locked or otherwise inaccessible, you will likely need a
court order to authorize or compel access to the device, or its data.

Readers may also use the guidance in 4.2 |dentifving Your Digital Assets to guide their research
to discover digital assets for the deceased and to identify any legacy account access that has
been configured.



7.2 Protect Against Fraud

One of the most urgent tasks is to prevent identity theft. Fraudsters often target the recently
deceased, exploiting open financial accounts or personal information. Notify the credit bureaus
that the person has passed to help block new fraudulent accounts. Contact banks, insurers, and
other financial institutions promptly to freeze or close accounts as appropriate.

7.3 Legal Boundaries

As noted above, it is important to understand the legal limits when acting on someone’s behalf
to access their digital assets. Even if you were given the authority directly by the individual and
know the password, logging into another person’s account after their death can violate laws
such as the US Computer Fraud and Abuse Act. It may also violate the terms of service for
many platforms. Instead, check the policies of each service provider—many have formal
processes for closing or memorializing accounts. If you are the executor of the estate, consult
with a lawyer to ensure that you are following the correct procedures.

7.4 What Not to Do

Avoid actions that could complicate matters later! Do not reset passwords unless you have clear
legal authority. Do not use the person’s accounts as if they were your own. Acting as the
deceased online can create legal and ethical problems, lead to your being locked out of access
to accounts or otherwise complicating the process of managing the deceased’s digital estate.

7.5 Moving Forward

This section assumes that you are either the executor of the estate or someone assisting with
permission from the executor. In either case, document every step you take and keep others
informed. Transparency prevents confusion and builds trust among family members and other
beneficiaries.

Once you have stabilized the essentials—securing devices, protecting accounts, and preventing
fraud—you can move at a slower pace to address less urgent accounts such as social media,
subscriptions, and loyalty programs. By approaching the process carefully and methodically, you
can reduce the risk of mistakes and help honor the person’s wishes, even if they did not leave
behind a formal plan.

7.6 Quick Checklist for Reactive Management
e Secure the person’s phone and email accounts.

e Transfer or maintain phone billing to avoid service interruption (this helps secure access
to SMS messages with codes for second factor authentication).



e Check for a password manager software or written credential list.

e Gather and secure devices (phones, laptops, tablets, chargers).

e Notify credit bureaus of the death to reduce fraud risk.

e Contact banks, insurance companies, and other financial institutions.
e Avoid resetting passwords or using accounts without legal authority.
e Document actions taken and keep the executor or family informed.

e After critical accounts are secure, address subscriptions, social media, and loyalty
programs.
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Editors’ Note on Use of Al Tools

This paper is the result of research and drafting conducted by the authors. The core guidance
and writing were developed by people. ChatGPT was used as a tool to assist with polishing



language and harmonizing the tone across multiple authors. All substantive ideas and
conclusions remain the work of the authors and editor.

Appendix 1: The Role of Standards in Digital Estate
Management

While this guide emphasizes individual planning, it's also important to recognize the role of
technology providers and standards organizations. Many challenges in managing a digital
estate—such as proving authority to access accounts, transferring credentials securely, or
designating legacy contacts—are made more difficult by inconsistent practices across platforms.

The OpenlD Foundation and other standards bodies are exploring ways to improve this
landscape. Potential opportunities include:

e Interoperable Legacy Contact Designations
Establishing a standard way for users to name a “digital heir” or estate manager across
all major platforms, ensuring that the designation is recognized consistently and
securely.

e Standardized Account Recovery Flows
Developing recovery protocols that balance user privacy with the need for executors or
designated contacts to access accounts lawfully after death.

e Identity Verification via Open Standards
Leveraging identity frameworks such as OpenlID Connect to securely verify the authority
of executors, attorneys, or designated estate managers without exposing sensitive
credentials.

e Auditability and Transparency
Creating mechanisms that allow loved ones and executors to see what actions were
taken on digital accounts, reducing confusion and building trust during a difficult time.

These kinds of innovations would reduce friction for grieving families while improving security
and compliance for providers. As digital life continues to expand, broader adoption of open
standards will be key to ensuring that digital estates are managed with dignity, consistency, and
respect for user intent.



