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Executive Summary

The rapid rise of Al agents presents urgent challenges in authentication, authorization, and
identity management. Current agent-centric protocols (like MCP) highlight the demand
for clarified best practices in authentication and authorization. Looking ahead, ambitions
for highly autonomous agents raise complex long-term questions regarding scalable access
control, agent-centric identities, Al workload di [erkntiation, and delegated authority. This
whitepaper is for stakeholders at the intersection of Al agents and access management. It
outlines the resources already available for securing today’s agents and presents a strategic
agenda to address the foundational authentication, authorization, and identity problems
pivotal for tomorrow’s widespread autonomous systems.

Today’s frameworks handle simple Al agent scenarios:

Al agents diled fundamentally from traditional software; they take au-
tonomous actions on external services, exhibiting non-deterministic, flexible behavior
that adapts in real-time, rather than simply executing predetermined instructions.

e Existing OAuth 2.1 frameworks, when used with Al agents, work well
within single trust domains with synchronous agent operations (e.g., enterprise
agents accessing internal tools, consumers accessing their services through Al tools),
but may fall short in scenarios that are cross-domain, highly autonomous, or asyn-
chronous, as well as those which require the agent to use or enforce delegated per-
missions on behalf of multiple human users at the same time.

e The Model Context Protocol (MCP) is leading in adoption as the key frame-
work for connecting language models to external data sources and tools when building
agents. Other approaches exist and should be supported, including function calling
(tool use) and agent-to-agent (e.g., A2A) communication protocols.

e Enterprise SSO and SCIM provisioning can help enable the use of en-
terprise agents and facilitate centralized agent lifecycle management, as well as
governance of permissions and access for various Al agent use cases.

« Enterprise security profiles provide the baseline for safe Al adoption. To
mitigate risks, this paper recommends that Al agents conform to rigorous, interop-
erable profiles of existing identity standards. Working groups, such as the Interoper-
ability Profiling for Secure Identity in the Enterprise (IPSIE), can provide guidance
on this, giving organizations the confidence to adopt Al by ensuring robust controls
are in place.

e User-centric consent models are the foundation for consumer agents. For
agents connecting to third-party consumer services (e.g., email, social media, financial
data), the established OAuth 2.1 user consent flow is the primary mechanism for
granting delegated authority, making transparency and clear scope definition critical
for user trust.



Critical future challenges exist:

« Agent identity fragmentation should be avoided. Vendors could develop pro-
prietary agentic identity systems, which would reduce developer velocity by forcing
repeated one-o Liitegrations. It would also compromise security by creating multiple
security models, each with di[erknt risks and vulnerabilities.

- User impersonation by agents should be replaced by delegated authority.
Currently, agents often act indistinguishably from users, creating accountability gaps
and security risks. True delegation requires explicit “on-behalf-of” flows where agents
prove their delegated scope while remaining identifiable as distinct from the user they
represent.

e Scalability problems exist in human oversight & user consent. Users will
face thousands of authorization requests as agents proliferate, creating security risks
from reflexive approval. Preemptive authorization and scoping of flexible agents are
at odds with least privilege.

e Recursive delegation creates risks. Agents spawning sub-agents or communi-
cating tasks to other agents create complex authorization chains without clear scope
attenuation mechanisms.

- Agents acting on behalf of and reporting to teams of humans lack support.
While OAuth and OpenlD Connect were designed for individual user authorization,
agents can be employed in shared codebases or chat channels in groups. In these
multi-user environments, various permission levels may exist for di[erknt users, but
all of them share a common objective within a single context. No popular protocol
exists to support shared agents.

e Trustworthy autonomy lacks automated verification. Scaling beyond human-
in-the-loop safety models requires new, programmatic methods to ensure an agent’s
actions continuously align with its operational goals and constraints.

* Browser and computer-use agents break the current authorization paradigm.
Agents controlling visual interfaces directly (or via MCP into browser orchestrators)
bypass all traditional API-based authorization controls. Protecting the open web
from lockdown will require robust authentication of web bots or web agents.

 Multi-facet behavior of agents complicates identity. Technological advance-
ments allow an agent to act on its own, requiring agents to have their own credentials,
permissions, and audit trails. Furthermore, an agent’s nature can be hybrid, enabling
it to alternate between independent execution and acting on behalf of a user.
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