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A Commons for
Digital Identity
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SIDIHub

We are building a “Digital Commons” of open tools — from

policy to technology — that help countries implement

safe, interoperable Digital Identity.

Human Centricity & Human Rights
Domestic Sovereignty

Multi-Lateral Engagement

Grounded in Use Cases & Benefits

29999

Technology & Policy Normalization



SIDIHub

6 Multistakeholder Summits on 4 Continents in 18 months

Washington D.C.
SIDIHub



SIDIHub

Inputs from 45+ Countries
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Multistakeholder. Real deliverables. Real impact.

Trust Framework Technology &

Champion Use Cases Interoperability Architecture

SIDIHub
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Education Refugees

SIDIHub
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Bank Account
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Cross-Border “Champion” Use Cases

Engaged Experts in each Domain:

Education
e GEANT/EduGAIN °
e UNESCO °
e Groeningen
Declaration Netowrk °
e MIT Digital °
Credentials
Consortium

e Jobs for the Future

Displaced People

UNHCR

US Department of
Homeland Security
Japanese Gov't
California DMV

Open a Bank Account

NIST NCCoE mDL
Project (US)
DNP/Meeco/
ConnectID (Australia
& Japan)

EUDI Wallet use case
(Europe)

Utah DMV (US)
SelectID (UK)

Next Wave of “Champion” Use Cases in Research:

® Age Assurance & Child Protection online

o Al & Identity

e Olympics (2028/30/32) & African Cup (2027/29)



Trust Frameworks are part of a policy stack

One policy might appear in different

Implementation

layers for different countries Decisions

Trust Framework

Legal baseline for
Data Security and
Privacy

Legislation on Civil
Registration and
Legal Status

Interpretation of
Human Rights
Law

SIDIHub

Documentation is
critical for
interoperability



S I DI I"I u b Trust at the Policy Layer

The Policy Workstream

SIDI Hub Tools:
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Standardized

Expand Trust
Rulebooks

; %C Framework
Analysis

= N
SIDIHub A
Governing Global Credential Ecosystems
A Trust Framework Policy Criteria

March 2025 Comparison Tool Metadata
Exchange Method




SIDIlIUb Trust at Technical Layer

The Technology Workstream

SIDI Hub Tools:
Jurisdiction A Jurisdiction B |
VKX i Analysis of Architecture for
e et ‘ Global Trust scalable trust across
Jurisdiction C ' Management borders

SIDIHub | protocols

Network-of-Networks:
Trust Management

April 2025

Cross-Border
Proof-of-Concept




SIDIHub

Multi-Stakeholder Community to Create & Curate Open Tools

Multi-Stakeholder Community
@ Government ¢ Ecosystems ¢ Policy-Makers ¢ Standards ¢ Open Source @ Private Sector ¢ Funding Bodies ¢ Civil Society

Digital Commons

Open Resources for Identity Ecosystems

Design & Delivery Technology
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Who we are

Co-founders

Co-Organizers

IGOs
Academic/
Research

Global

Platform™

UNDP
UNHCR
World Bank
OECD

OpenlD

Fraunhofer Caribou Digital
CMU-Africa UC Berkeley
Uni of Washington NTNU

Turing Institute

Government Funding
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The Governance Workstream

Risk: Global
interoperability funding
and approach that is

public-private led with

transparent processes,
the private sector is more
likely to scale to deliver
cross border use cases
first that serve their

priorities.

A Public-Private, Multi Stakeholder approach

Approach

e Discussed governance at every SIDI Hub summit, public-private sector
partnerships were strongly supported

e Key question on “what” would require governance to inform the
governance structure (learnings from ICANN), not to move to soon

e Current objective is to “govern” the tools, the selection and oversight
of the delivery of projects into a “digital commons”

® Alegal structure is required to scale investment

e Who funds and the operating structure funded is critical to enable
institution building, trust in the tools that will drive their adoption

IGF®  20THINTERNET GOVERNANCE FORUM
UN IGF & WSIS DIGITAL IDENTITY IN DLDCs

e Opportunity to mature oot
optimal governance structure

to deliver results n g r‘m ~
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Interoperability in Layers

Legal Organizational Semantic Technology

SIDIHub
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Trust Framework Analysis of 10+ Countries,

more In progress




Digital ID Trust
Framework DNA

= User Account Management

= Delegated Authority

I Liabtsty

b= Complaints and Disputes

= Data Management

— Record Keeping

}— Risk and Incident Management
b= Fraud Management

b Relying Party Requirements
}— Prohibitions

= Technical and Security Polcy

= Trust Registry

identity

— Credential Standards

Assurance Policy

Accepted Credentials

Validation Method Combinations
Verification Method Combinations
Assurance Combinations

- Authenticators

Trust Frameworks
share common
“Characteristics”

Characteristics may
have many more
“values”...




Trust Frameworks Share Common Characteristics

300

”i,ff e Diminishing complexity proven out
2 _ o 79 policy characteristics vs 283 values
| 216 zif,/-’
- /’5// e 15 common are the
L_?;,/ same (e.g. GDPR terms in globally
/ cascading policies)
v/
o v If we can compare trust
frameworks, we can code and
’ UK EU us Canada + Thai  Philippines  Singapare /-

maintain It. -




SIDI I"IUb “Tools” to Enable Trust at the Policy Layer

The Policy Workstream

Answering the Questions:
e What are the policy rules in each jurisdiction?
e How do they compare to each other?

e How can we codify them so that they are communicated
and understood by machines?
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SIDIHub

Governing Global Credential Ecosystems |E/ @ Y *

Expand Trust Standardized Trust Policy Criteria
Framework Rulebooks Framework Metadata
Analysis Comparison Exchange Method
Japan, New Zealand, Tool
Australia, Nigeria,

G20, FATF, UNDP,



(Zoogle Wallet

Products Cross Borders before Governments

Digital platforms in many markets

Tens of vendors built to standards

Governments unblocking adoption
e.g. EU, NIST NCCoE, others

Vertical use cases like IATA, Travel
and relying parties Amazon,
1Password announced plans

Open source started standards

“Centralized” ecosystems

exploring wallet options

Already happening

Online presentation

standards moving fast

Poor sharing of tools

Expensive to comply with

local laws and tech

Passport-linked

credentials, disruptive?

SIDIHub

(_

3

Select your state

l‘{ Arizona

é‘ﬂ. California

v )
e W Colorado
i Georgia

u Maryland

Don't see your state?

Creste an 1D pass with you
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SIDIHub

Tools to Enable Trust at Technical Layer

The Technology Workstream

Answers Questions Like:

e How can actors in Jurisdiction A build technical trust in credentials from
Jurisdiction B?

e How can a Jurisdiction trust the device and the wallet provider when
issuing credentials?

e Before sharing a credential, how can a user’s device gain technical trust in
the verifier?

- e SIDI is designing a technical blueprint for globally interoperable identity

o ® 8 systems that respect domestic sovereignty and minimize central

: infrastructure & governance.

Jurisdiction A Jurisdiction B

ig
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| Trusted Network
Jurisdiction C

SIDIHub

Network-of-Networks:

Trust Management Analysis of Architecture for Cross-Border
Global Trust scalable trust across Proof-of-Concept
April 2025 Management borders respecting

protocols domestic regulations




SIDIHub

“Bootstrap” funding outside private sponsorship

1 Volunteer Time

Funding “In Kind”

Japanese Government venue
German Govemment venue 2

Better Identity Coalition venue

ID4Africa venue

TrustTech venue

Direct Funding

EU NGI Sargasso grants
OpenlD Foundation

Secure Identity Alliance/OSIA
TrustTech

Global Platform

Turing Institute

w
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SIDI Hub deliverables were achieved in <2 years with ~$400k, plus “In
Kind"” hosting and substantial volunteer time.



SIDIHub

Digital Identity Requires Public and Private Sector Engagement

Private Sector Led Government Led
(Internet, ICANN, (DPI, GLEIF, EU DI
IETF) Wallet)
' l ‘ Mostly private sector 50/50 Public & Mostly public sector ‘
y Private FYYTR
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Multistakeholder. Real deliverables. Real impact.

l-‘ l-‘

Global Convening Policy Leadership Technical Experts
44+ countries & Trust Framework Network-of-Network
Civil Society Interoperability Architecture

Research In Country Support
Champion Use Cases With Partners

SIDIHub



SIDIHub

.
. L 4

Policy Leadership

Champion Use-case models
Scale country mappings

Trust Framework Comparison
Tool

Standardize Rulebooks

Open Standards for Policy
Metadata Exchange

Extend existing model for
wallet-based architectures
Analysis of approaches toward

policy interoperability

The 2025+ Roadmap

. "N

Technology

Proof-of-Concept
Architecture

POCs for Use Cases
Displaced Persons,
Education, and Financial
Services

Trust Management Analysis
Cross-Border Archetypes
Wave 2 Use Cases (Cross
Border Trade, Olympics, Age
Assurance, Agentic Al)

Global Convening

Convening to progress SIDI
Hub, inclusive participation
Funded participation of LDC
experts in SIDI Hub work
streams, events

Partner with expert
organizations to deliver
Champion Use Cases at scale
2nd Wave Use Cases (cross-
border trade, Agentic Al,

Olympics, Age Assurance)

Research

* Academic partnerships &
grants prioritized based on
known issues with global
impact (applied research)

+ Risk management of modern
threats and opportunities

+ Security analysis of SIDI Hub
tools, frameworks, best
practices to deliver secure

infrastructure desired

In Country Support

Global partnerships(IGOs,
NGOs, direct to country)
prioritized to bring open
Digital Commons “tools” to
countries to support their
build out of building safe,
interoperable identity
systems

If required, global technical
resources to assist with
“discovery” of conformant
implementations



SIDIHub

Scaling a Multi Stakeholder Community to Create & Curate Open

Tools Multi-Stakeholder Community

@ Government ¢ Ecosystems ¢ Policy-Makers ¢ Standards ¢ Open Source @ Private Sector ¢ Funding Bodies ¢ Civil Society

Digital Commons

Open Resources for Identity Ecosystems

Policy Design & Delivery Technology

Trust Frameworks Use Cases Standards & Interop Methods

e Rulebooks Design Tools Trust Protocols & Translators
Legal & Regulatory Process Development Private or open source code

Frameworks Managing Trade-Offs Conformance & Certification
Human Rights Analysis Best practices, support




The Nordic-Baltic elD
Project (NOBID)

IGF
25" JUNE




Nordic Cross-Border Mobility
(2014-2023)

- 424,000 people moved between Nordic countries
during 2014-2023

- In 2023 alone, 38,000 people moved from one
Nordic country to another

- About 44,000 people work in a different Nordic
country than where they live

- Around 180,000 people receive pensions from
another Nordic country

- 19,000 students study in a Nordic country different
from their home country




Nordic-Baltic elD Cooperation Project (NOBID)

Established in 2017 during the Digital
North Conference

Backed by agencies and ministries
responsible for elD in 8 Nordic-Baltic
countries

Includes experts in elD and dedicated
working groups for specific activities

NOBID @ Nordic Council _ Borderless access

Nordic-Baltic e-1D project of Ministers >/~ to digital services



elD solutions that
can be
recognized and
trusted across
borders

Recognition of
citizens who has
been in a country

earlier

Service providers
to accept
authentication
with a foreign elD

Alignment with
what is coming
from the EU

All countries have

Identity matching of

Building blocks for

Successful

notified elD service implementation of
schemes natural persons provisioning eIDAS & EUDIW
NOBID @ Nordic Council —— Borderless access

Nordic-Baltic e-1D project of Ministers >/~ to digital services



Solid identity management is a prerequisite for a society built on
trust
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ID document °
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How it goes.....

Nils Inge logs into island.is portal via elIDAS-Node
using his BankID

Online service: “Hello Nils Inge how can we help
@II

Nils Inge: “l would like to access my social benefits
in Iceland.”

. . island.i
Online service: “Unfortunately we have no records =@ %™ .
under your ID” Online services
Online service: “What is your Icelandic system

Health

ID?”
Nils Inge: “It is 210575-3789”

Online service: “Could you please proof to me that |
this person number belongs to you?”

Nils Inge: “.....2"




Direct user to host
country elD gateway

Select home
country and elD
provider

User with hom =

country elD =

accessing a |

service in host

country

Cross border

identity matching At

elDAS 1.0

Authenticate user
with home country

Fetch identity record from
elD

host country population
/ register

Present home
country ID

Match IDs from
home and host
country

Present host

country ID Relying party

accepts host
country ID and
provides service
to user

1N

O

‘\/@

Issue and record new
host country ID

If no match is found,
redirect user to ID
registration service
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