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Gail Hodges – OpenID Foundation Executive Director

Welcome
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Note Well Statement

NOTICE: An OpenID IPR contribution agreement is not mandatory in order to participate in this 
workshop.  If participants provide feedback, they (on behalf of themselves and any organization they 
represent) are deemed to agree that: Attendee gives the OIDF the right to use their feedback and 
comments.  Attendee grants to the OpenID Foundation a perpetual, irrevocable, non-exclusive, 
royalty-free, worldwide license, with the right to directly and indirectly sublicense, to use, copy, 
license, publish, and distribute and exploit the Feedback in any way, and to prepare derivative works 
that are based on or incorporate all or part of the Feedback for the purpose of developing and 
promoting OpenID Foundation specifications and enabling the implementation of the same.  Also, by 
giving Feedback, attendee warrants that they have rights to provide this feedback.  Please note that 
feedback is not treated as confidential, and that OpenID Foundation is not required to incorporate 
feedback into any version of an OIDF specification. 

***Please note that the workshop is being recorded and will be published to the OIDF website
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Thank you!
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Vittorio Luigi Bertocci 
Beloved Friend, Member & OIDF Board Leader
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1
0

§ OpenID Connect 

§ Open Banking, 
Open Data / 
Security Analysis

§ Certification 
Program 

§ Digital Credentials 
WG

§ OpenID for Identity 
Assurance WG

§ Shared Signals WG

§ Government 
whitepaper 

§ Privacy + Government 
eIDs / Kantara PEMC

§ IoT + Identity

§ Directors of Marketing 
& Standards

§ Open Wallet 
Foundation

§ Fast Fed (pause)

§ Spec process

§ Whitepaper process

§ Health 

§ GAIN POC/ “G6”

§ iGov 

§ Next Generation 

§ Website

§ MODERNA WG

§ TBC: AuthZEN 
WG

§ Web 3.0 + AI+ 
Identity research 

§ Engage Diverse 
Voices 

§ Open Identity 
Exchange

§ End Developer 
Support (pause)

§ Global North/ 
South + Interop 
Summit

Listen & 
Learn

Agree the 
Plan

Build the 
Foundations

Internet 
Scale

Cross the 
Chasm

Gail

Bold = new Initiatives since Feb Board

Gray = Paused during year

2023 Initiative Outlook
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Workshop Agenda 
7

TIME TOPIC PRESENTER
12:30-12:35 Welcome & Note Well Statement, Remembering Vittorio Gail Hodges
12:35-12:45 Connect WG Update Michael Jones
12:45-12:55 eKYC & IDA WG Update Mark Haine
12:55-1:05 FAPI WG Update Joseph Heenan
1:05-1:15 MODRNA WG Update Bjorn Hjelm
1:15-1:25 Shared Signals WG Update Atul Tulshibagwale
1:25-1:40 Digital Credentials Protocols (DCP) WG Deeper Dive Kristina Yasuda & Dr. Torsten 

Lodderstedt
1:40-1:55 AuthZEN WG Deeper Dive Atul Tulshibagwale & Omri Gazitt
1:55-2:00 BREAK
2:00-2:10 FAPI Landscape Update Mike Leszcz
2:10-2:25 OIDF Certification Program Update Including Upcoming Conformance Tests Joseph Heenan

2:25-2:40 “Human-Centric Digital Identity” Paper Update Elizabeth Garber
2:40-3:05 Panel Discussion: The Global Digital Identity Landscape, the Gaps, and the Role of 

the OIDF
Nat Sakimura, Gail Hodges, Mark 
Haine, Elizabeth Garber

3:05-3:30 OIDF Member Feedback for the Interoperability Summit Nat Sakimura, Gail Hodges, and 
Mark Haine

3:30-3:40 OIDF Process Document Updates + Upcoming Member Vote Mike Jones

3:40-3:45 2023 Initiatives, Closing Remarks + Open Q&A Gail Hodges
3:45-4:00 Networking
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OpenID Foundation
Working Group Updates
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Michael Jones

Connect Working Group
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Working Group Overview
Objective of the Working Group 
§ The OpenID Connect working group created the OpenID Connect protocol enabling both login 

and logout, incubated OpenID Connect for Identity Assurance (now in the eKYC-IDA WG), is 
developing OpenID Federation, and is the home of OpenID for Verifiable Credentials

§ Transfer of the OpenID4VC specs to the newly formed Digital Credentials Protocols (DCP) 
working group is anticipated after OpenID Connect WG Implementer’s Drafts are approved

§ See the list of specs with descriptions at https://openid.net/wg/connect/specifications/
Final Specifications
§ OpenID Connect Core, Discovery, Dynamic Client Registration, Multiple Response Types, Form 

Post Response Mode, RP-Initiated Logout, Session Management, Front-Channel Logout, Back-
Channel Logout, Error Code unmet_authentication_requirements, Initiating User Registration

Specifications Under Development
§ OpenID Federation, OpenID for Verifiable Credentials (Self-Issued OpenID Provider V2, OpenID 

for Verifiable Presentations, OpenID for Verifiable Credential Issuance), UserInfo Verifiable 
Credentials, Claims Aggregation, Native SSO for Mobile Apps

https://openid.net/wg/connect/specifications/
https://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html
https://openid.net/specs/openid-connect-registration-1_0.html
https://openid.net/specs/oauth-v2-multiple-response-types-1_0.html
https://openid.net/specs/oauth-v2-form-post-response-mode-1_0.html
https://openid.net/specs/oauth-v2-form-post-response-mode-1_0.html
https://openid.net/specs/openid-connect-rpinitiated-1_0.html
https://openid.net/specs/openid-connect-session-1_0.html
https://openid.net/specs/openid-connect-frontchannel-1_0.html
https://openid.net/specs/openid-connect-backchannel-1_0.html
https://openid.net/specs/openid-connect-backchannel-1_0.html
https://openid.net/specs/openid-connect-unmet-authentication-requirements-1_0.html
https://openid.net/specs/openid-connect-prompt-create-1_0.html
https://openid.net/specs/openid-federation-1_0.html
https://openid.net/specs/openid-connect-self-issued-v2-1_0.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0.html
https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
https://openid.net/specs/openid-connect-userinfo-vc-1_0.html
https://openid.net/specs/openid-connect-userinfo-vc-1_0.html
https://openid.net/specs/openid-connect-claims-aggregation-1_0.html
https://openid.net/specs/openid-connect-native-sso-1_0.html
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Working Group Progress & Opportunities
Working group deliverables since last workshop in April
§ Second Implementer’s Draft of OpenID for Verifiable Presentations Specification (May 2023)
§ Multiple OpenID Connect Federation drafts published

§ Renamed to OpenID Federation to reflect broader applicability of specification
§ Working towards final Implementer’s Draft

§ Multiple OpenID4VC drafts published (described in a different presentation)
§ Halfway through Working Group Last Call for proposed OpenID Connect Errata drafts

Challenges and opportunities facing the working group
§ OpenID Federation in production use in Italy

§ Both for national federations and EU wallet ecosystem
§ Relationships with digital wallet initiatives and national identity systems worldwide
§ Publicly Available Specification (PAS) submission of OpenID Connect specifications
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Working Group Roadmap
DATE DELIVERABLES ASPIRATIONS NOTES

Q4 2023 Next Federation 
Implementer’s Draft

Bring text up to OpenID Connect 
quality standards

We can discuss specifics this 
week

Q4 2023 Review errata edits WG & OIDF approval of drafts 45-day review then vote pending

Q4 2023 PAS submissions Make OpenID Connect specs 
available to those with treaty-
based procurement processes

Completed ISO/IEC JTC 1 PAS 
Submitter Application

Q1 2024 Final Federation Spec Trust establishment for broad set 
of use cases

Having Final spec will accelerate 
deployments
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What the Working Group Plans to Accomplish at IIW This Week
What sessions do you plan to hold?

What hallway/table conversations do you want to have?

What demos are you presenting?

Today’s OpenID Connect working group call cancelled in favor of this workshop

Do we want to hold Thursday’s call?
§ 7am SIOP special topic/DCP call
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Mark Haine

eKYC & IDA Working Group
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Working Group Overview
Objective of the Working Group 
§ Extend OIDC to included a standardized schema for expressing (and requesting) identity 

assurance metadata

Published Specifications
§ OpenID Connect for Identity Assurance 1.0. (4th Implementer’s Draft)
§ JWT Claims registry request is submitted

Working group deliverables since last workshop in April
§ We took a big decision to modularize the OpenID Connect for Identity Assurance draft
§ More on next page

https://openid.net/specs/openid-connect-4-identity-assurance-1_0-13.html
https://openid.net/specs/openid-connect-4-identity-assurance-1_0-13.html
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Working Group Progress

Modularization
■ The Current OpenID for Identity Assurance draft 

is being split into separate modules for 2 reasons
■ Easier consumption by implementers
■ Easier reuse of the `verified_claims` element for 

example by OID4VC drafts
■ Small number of issues remaining to finish

External achievements
§ OIX recommendation to base Identity Assurance 

standards for interoperability on the work of the 
eKYC & IDA WG

OpenID Connect 
for Identity 
Assurance 1.0 – 
ID4

OpenID Connect for Identity 
Assurance 1.0

OpenID Identity Assurance 
schema definition 1.0

OpenID Attachments 1.0

OpenID txn claim 1.0
**Name TBC

OpenID Txn specific 
purpose 1.0

OpenID Connect for Identity 
Assurance Claims 
Registration 1.0

SPLIT

Propose 
OIDF Final

Vote 

Propose 
OIDF Final

Vote 

*done

*done

*done

*done

Link: OIX Data Standards recommendation 

https://openidentityexchange.org/networks/87/NewsTab_thread.html?threadid=8992
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Joseph Heenan

FAPI Working Group
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Working Group Overview

Open Banking 
UK

live 2019

OpenFinance
OpenInsurance
live July 2021

FDX

Open Banking

Minna No Ginko
+ 

recommendatio
n by

banking 
association

Consumer Data 
Right

live July 2020

HelseID

ConnectID

yes/Verimi

FAPI 1.0 ID2
with GOST crypto 

algorithm

Objective of the Working Group 
■ Create general purpose high-security 

profiles for OpenID Connect and OAuth 

Some notable aspects
■ Extensive use of Formal Verification
■ Close collaboration with national regulators 

and associations
o e.g. Australia, Brazil, UK, FDX, KSA, 

Canada/US
o Thanks to Australia sponsoring FAPI2 security 

analysis! 
■ Trying to be ISO directive compliant so that 

translation/adaptation etc. would be easier. 
■ National level certifications
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Working Group Progress & Opportunities
Published Specifications
§ FAPI Security Profile (FAPI) 1.0 – Part 1: Baseline – A secured OAuth profile that aims to provide 

specific implementation guidelines for security and interoperability.
§ FAPI Security Profile (FAPI) 1.0 – Part 2: Advanced – A highly secured OAuth profile that aims to 

provide specific implementation guidelines for security and interoperability.
§ JWT Secured Authorization Response Mode for OAuth 2.0 (JARM) – This specification was 

created to bring some of the security features defined as part of OpenID Connect to OAuth 2.0

https://openid.net/specs/openid-financial-api-part-1-1_0.html
https://openid.net/specs/openid-financial-api-part-2-1_0.html
https://openid.net/specs/oauth-v2-jarm-final.html
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Working Group Progress & Opportunities
Implementer’s Drafts

§ FAPI: Client Initiated Backchannel Authentication (CIBA) Profile – FAPI CIBA is a profile of the 
OpenID Connect’s CIBA specification that supports the decoupled flow

§ FAPI 2.0 Security Profile and Attacker Model – FAPI 2.0 has a broader scope than FAPI 1.0 as it 
aims for complete interoperability at the interface between client and authorization server as 
well as interoperable security mechanisms at the interface between client and resource server

§ FAPI 2.0 Message Signing – an extension of the baseline profile that provides non-repudiation 
for all exchanges including responses from resource servers

§ Grant Management for OAuth 2.0 – This profile specifies a standards based approach to 
managing “grants” that represent the consent a data subject has given. It was born out of 
experience with the roll out of PSD2 and requirements in Australia

https://bitbucket.org/openid/fapi/src/master/Financial_API_WD_CIBA.md
https://openid.bitbucket.io/fapi/fapi-2_0-security-profile.html
https://openid.bitbucket.io/fapi/fapi-2_0-attacker-model.html
https://openid.bitbucket.io/fapi/fapi-2_0-message-signing.html
https://bitbucket.org/openid/fapi/src/master/fapi-grant-management.md
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Working Group Progress & Opportunities
White Papers 
▪ "Open Banking, Open Data, and the Financial Grade API” - 2022
▪ “Open Banking and Open Data: Ready to Cross Borders?” - 2023

Formal Analysis
▪ FAPI 2.0 Security Profile analysis complete 
▪ FAPI 2.0 Message Signing, CIBA, DCR / DCM (Dynamic Client Registration/Management). Draft 

shared with WG. Action: WG Sign off by end of October

Certification
▪ Thriving for FAPI 1.0. 
▪ FAPI 2.0 tests delivered, certification gaining momentum

▪ Multiple vendors / banks / fintechs certified 
▪ Existing and prospective implementors encouraged to consider FAPI 2.0 in roadmap
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Working Group Roadmap
DATE DELIVERABLES ASPIRATIONS NOTES

Q4 2023 Formal Verification for FAPI 
2.0 Message Signing, DCR, 
and CIBA

End Oct WG Signoff
Australian Gov’t notification of 
WG sign-off 

FAPI 2.0 Message Signing -
-  2nd  Implementer’s draft

Q1 2024 FINAL for FAPI 2.0 specs. 
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Bjorn Hjelm

MODRNA Working Group
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Working Group Overview
Objective of the Working Group 
§ Support Mobile Network Operator (MNO) community and the identity ecosystem by developing  

technical standards to enable MNOs to become Identity Providers as well as exposing applicable 
APIs by developing (1) a profile of and (2) an extension to OpenID Connect for use by MNOs 
providing identity services.

Published Specifications
§ Final – CIBA Core
§ Implementer’s Draft – MODRNA Authentication Profile, Account Porting, User Questioning API

Specifications Under Development
§ MODRNA CIBA Profile, MODRNA Discovery Profile, MODRNA Registration Profile, CIBA Core 

Errata, CIBA Core Extension

https://openid.net/specs/openid-client-initiated-backchannel-authentication-core-1_0.html
https://openid.net/specs/openid-connect-modrna-authentication-1_0.html
https://openid.net/specs/openid-connect-account-porting-1_0.html
https://openid.net/specs/openid-connect-user-questioning-api-1_0.html
https://openid.net/specs/openid-connect-modrna-client-initiated-backchannel-authentication-profile-1_0.html
https://openid.net/specs/openid-connect-modrna-discovery-1_0.html
https://openid.net/wordpress-content/uploads/2014/04/draft-mobile-registration-01.html
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Working Group Progress & New Opportunities
The Working group is working on new documents including CIBA Errata, CIBA Extension and IETF 
draft to an IANA registry for CIBA endpoint parameters as well as discussions to create drafts for 
(3GPP) MCX Profile and profile for (GSMA) RCS Verification Authority API.

The Working Group is actively engaged in outreach activities including the following:
§ Updates to the liaison agreement with ETSI (European Telecommunications Standards Institute) 

to increase the engagement between the organizations.
§ Established a liaison agreement with CAMARA Project, a Linux Foundation project, to assist in 

the development of APIs to enable seamless access to Telco network capabilities.
§ Elevating the relationship with GSMA to establish a formal liaison agreement to facility the open 

exchange of information between the organizations across working groups.

https://www.etsi.org/newsroom/news/2137-etsi-signs-mou-with-the-openid-foundation
https://camaraproject.org/
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Current Working Group Roadmap
DATE DELIVERABLES ASPIRATIONS NOTES

Q4 2023 § IETF draft (IANA 
Registry)

§ MODRNA CIBA Profile 
(Implementer’s Draft)

§ MODRNA Discovery 
Profile (Implementer’s 
Draft)

§ Liaison Agreement with 
GSMA

§ Active engagement with 
CAMARA Project

Q1 2024 § MODRNA Registration 
Profile (Implementer’s 
Draft)

§ CIBA Errata draft
§ CIBA Extension draft

Q2 2024
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Shared Signals
Atul Tulshibagwale
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Working Group Overview
Objective of the Working Group 
▪ Facilitate sharing security events,state changes or other signals, to achieve

o Better access control
o Better incident response
o Facilitate zero-trust security

Published Specifications
▪ Shared Signals Framework - Implementer’s Draft 1
▪ Continuous Access Evaluation Profile - Implementer’s Draft 1
▪ Risk Incident Sharing and Coordination Profile - Implementer’s Draft 2

Specifications Under Development
▪ Implementer’s Draft 2 of Shared Signals Framework and CAEP
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Working Group Progress & Opportunities
Working group deliverables since last workshop in November
▪ Shared Signals Framework ID2 ready for vote

Describe challenges and opportunities facing the working group
▪ Opportunities: Seeing adoption interest at large scale

o Apple announcement - WWDC 
o Okta announcement
o SGNL announcement - caep.dev
o Gartner mention in multiple reports
o Mention in CISA report “Developer and Vendor Challenges - IAM”
o UK DIATF 

▪ Challenges: Working through numerous concerns with the spec update
o Implementation interest is putting renewed scrutiny on drafts
o Implementations before final spec published  
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Working Group Roadmap
DATE DELIVERABLES ASPIRATIONS NOTES

Q4 2023 SSF ID2 CAEP ID2, RISC ID3 SSF ID2 near vote

Q1 2024 Interoperability profile for 
SSF and CAEP

Interop testing event

H2 2024 certification program
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Kristina Yasuda & Dr. Torsten Lodderstedt

Digital Credentials Protocols (DCP)
 Working Group Deeper Dive
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OpenID for Verifiable Credential Issuance

OpenID for Verifiable Credentials

Issuer
(Website)

Verifier
(Website)

Wallet
(user’s device, 
cloud or hybrid)Issue Credentials Present Credentials

Self-Issued OP v2 

OpenID for Verifiable Presentations

OpenID for Verifiable Presentations over BLE

User Interactions

Security and Trust in OpenID for Verifiable Credentials
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Progress

▪ We have a new Working Group!
▪ We migrated to Github ;-)
▪ We have the first conformance tests

● OID4VP baseline with SD-JWT VC

▪ OID4VP mdoc profile successfully tested
● ISO 18013-5/-7 Test Event (SpruceID) 

▪ Formal Security Analysis Report completed
● Consider submission to an academic conference (2024)

▪ Supported eIDAS ARF/Expert Group
▪ OID4VC High Assurance Interoperability Profile (HAIP)

● Includes SD-JWT VC, Statuslist, Attestation-based Client Authentication drafts at 
IETF
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Implementations

▪ Lots of new implementations
● e.g. Aries JavaScript Framework, .NET Wallet Framework (previously Aries .NET 

Framework), eIDAS 2.0 Reference Wallet Implementation, Bundesdruckerei, Impierce
Technologies, AltMe, Italian Government.

▪ Increasing number of open source projects
● e.g. Ping Identity, .NET Wallet Framework, MOSIP (OWF) and AJF (Hyperledger

Aries)

▪ OWF Due Diligence Task Force
▪ Lot of implementers feedback
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Next Steps

▪ Incorporate implementers feedback and go through next Implementer
Drafts

▪ Extend conformance tests
▪ Continue eIDAS support, e.g. through contribution of HAIP to eIDAS 

expert group
▪ Support NIST NCCoE
▪ Challenge: Browser API
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IIW Sessions

▪ OID4VC 101 & AMA
▪ eIDAS Status
▪ Session on Issuance Standardization
▪ Convergence across interoperability profiles (HAIP, DIF, DIIP)
▪ Demos (HAIP, ISO, …)
▪ Couple of sessions on Browser API
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Atul Tulshibagwale & Omri Gazitt

AuthZEN Proposed Working Group Update
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Why Do We Need an Authorization Working Group

▪ Majority of cyber attacks exploit identities

▪ Most attacks are successful because of over-permissioned users

▪ Turns even a single identity compromise into a potential catastrophe  
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Why Do We Need an Authorization Working Group (Contd.)

▪ Authorization is hard to manage in today’s organizations

o Too many places to manage authorization

o Each application “does its own thing”

o SaaS and cloud complicate matters



40

Why Do We Need an Authorization Working Group (Contd.)

▪ No standardized way for authorization components to communicate

o Leads to each application defining their own way of managing authorization

o SaaS or other cloud services cannot talk to external authorization systems

o Same with COTS applications  
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Proposed Working Group Purpose

Authorization 
Protocols and 

Formats
Intra-org Inter-org

Between 
components

Between 
systems
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Scope and Objectives

▪ Increase interoperability between existing standards and approaches to 

authorization - examples include ALFA, Cedar, OPA, IDQL, Graph-based and 

Zanzibar-inspired systems such as OpenFGA, Topaz and SpiceDB

▪ Define and formalize interoperable communication patterns between major authZ 

components, for example PAP, PDP, PEP, and PIP

▪ Establish and promote the use of externalized authZ as the preferred pattern
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Proposed Specifications

▪ Description of standard authorization patterns, use cases, communications 

patterns, and integration patterns

▪ An API to communicate authorization requests and decisions between Policy 

Decision Points (PDPs) and Policy Enforcement Points (PEPs) (which may be 

implemented by different parties)

▪ An API to communicate authorization policy and data from PAP to PDPs (which 

are implemented by different parties) 
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Anticipated Audience or Users

▪ Authorization developers and architects

▪ SaaS vendors (Multi client hosting)

▪ Cloud platforms

▪ Application vendors

▪ Enterprise implementers/practitioners who integrate authorization products 
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Proposers
▪ Atul Tulshibagwale, SGNL, atul@sgnl.ai

▪ Gerry Gebel, Strata Identity, gerry@strata.io

▪ Steve Venema, ForgeRock, steve.venema@forgerock.com

▪ Omri Gazitt, Aserto, omri@aserto.com

▪ Pieter Kasselman, Microsoft, pieter.kasselman@microsoft.com

▪ Alex Babeneau, 3Edges, alex@3edges.com

▪ David Brossard, Axiomatics, david.brossard@axiomatics.com

▪ Allan Foster, allan@macguru.com

▪ Andrew Hughes, Ping Identity, andrewhughes@pingidentity.com

▪ Mike Kiser, SailPoint, mike.kiser@sailpoint.com
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5-minute break

Visit: openid.net
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Mike Leszcz

FAPI Landscape Update
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The Evolving Landscape

Open Banking UK
live 2019

OpenFinance
OpenInsurance
live July 2021

FDX

Open Banking

Minna No Ginko
+ recommendation by
banking association

Consumer Data Right
live July 2020

HelseID

ConnectID

yes/Verimi

FAPI 1.0 ID2
with GOST crypto algorithm



§ Selected FAPI 
1.0, moving to 
FAPI 2.0 

§ Co-funded 
mathematical  
Security 
Analysis by 
Stuttgart 
University FAPI 
2.0 Baseline 
complete 

§ FAPI Message 
Signing and 
CIBA 
completed - 
awaiting FAPI 
WG feedback

§ OIDF 
Certification 
(mandatory, 
annual)

§ Local profile

§ Board member

§ Community 
group pilot

§ Hundreds of IdP 
& RP entities 
certified

§ 2024 
recertification in 
Q1

§ OIDF 
Certification 
(mandatory)

§ Local profile

§ 47 IdP and 
45 RP 
entities 
certified

§ OIDF Certification 
(partial mandatory 
CMA9, annual) 

§ Local profile

§ 64 IdP entities 
certified

Listen & 
Learn

Agree the 
Plan

Build the 
Foundations

Internet 
Scale

Cross the 
Chasm

OBIE
(Gov’t)

§ OIDF Certs. 
(Mandatory)

§ Local KSA profile

§ 17 IdP and 12 RP 
entities certified

SAMA
(Gov’t)

FAPI Landscape Update

Note: Local entities in New Zealand (live, small scale) and 
Nigeria also selected FAPI. 

§ ConnectID, co-
funded 
conformance 
tests via directed 
funding

§ OIDF pilot to 
bundle  
specifications 

§ Board member

§ 5 IdP and 9 RP 
entities certified 
to ***FAPI 2.0*** 

CDR 
(Gov’t)

ConnectID
(Private)

Open Finance
(Gov’t)

Open Insurance
(Gov’t)



Listen & 
Learn

Agree the 
Plan

Build the 
Foundations

Internet 
Scale

Cross the 
Chasm

FAPI Landscape Update

Note: Local entities in New Zealand (live, small scale) and 
Nigeria also selected FAPI. 

Norway  
Norsk Helsenett

(Gov’t)

Open Banking 
Canada
(Gov’t)

§ Open Banking 
Canada 
Feedback

§ FDX selected 
FAPI 1.0

§ Report 
completed and 
is under review. 
Will be released 
before end of 
year.

§ FDX discussions 
renewed on 
combined 
certification to 
streamline FDX 
member journey 

§ CFPB feedback

§ FDX selected FAPI 
1.0 Advanced, 
considering path to 
FAPI 2.0

§ FDX discussions 
renewed on 
combined 
certification to 
streamline FDX 
member journey 

§ Awaiting initial 
rulemaking to 
review and 
comment – 
anticipated this 
week

§ Selected FAPI 
2.0

§ Deployed in to 
nearly all 
healthcare 
personel (250k) 
and providers 
(7.5k)

§ OIDF Workshop 
presentation @ 
EIC & OAuth 
Workshop

§ yes.com - 
private-sector 
open banking 
ecosystem

§ Selected FAPI 
2.0

Germany
(Private)

CFPB / FDX
(Gov’t / Private)

Build the 
Foundations

§ Selected FAPI 
for Minna Bank 
to x-sell of 
Insurance with 
partners  

Japan
Minna Bank

(Private)
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Joseph Heenan

Certification Program Update



52

Certification Overview
Objective
§ Encouraging interoperable and secure implementation of OpenID Foundation specifications through open-

source testing tools & self certification

Current Certification Programs
§ OpenID Connect, OpenID Connect Logout, FAPI1-Advanced, FAPI2 Security Profile ID2, FAPI2 Message 

Signing ID1 (partial), FAPI-CIBA ID1

Tests Under Development
§ OpenID For Verifiable Presentations 
§ OpenID Connect For Identity Assurance
§ FAPI2 DPoP, HTTP Signatures

Future Roadmap
§ OpenID For Verifiable Credential Issuance 
§ OpenID Federation (directed funding received from ConnectID, thank you!)
§ FAPI2-CIBA
§ OIDF-J/ Japan Gov collaboration (directed funding anticipated for OID4VC tests)
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Progress & Opportunities
Working group deliverables since last workshop 
§ FAPI1-Adv New, simplified OpenFinance Brazil profile
§ FAPI1-Adv KSA OpenBanking profile
§ FAPI-CIBA RP tests
§ FAPI2 OP & RP tests
§ FAPI2 ConnectID Profile
§ Tackling some technical debt & bringing many dependencies up to date

USA & Canada OpenBanking reports from government due to drop before end of 2023
§ Expected to endorse FAPI & FDX in some way
§ Waiting to see what they might say about certification 



54

What the Team Hopes to Accomplish at IIW This Week
Demo table on Wednesday 13:30-14:30: 

“OpenID Foundation conformance tests for OpenID for verifiable credentials”
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Elizabeth Garber
Co-branded by

Human-Centric Identity
For Government
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Technology is neither 
good nor bad; nor is it 

neutral.

Melvin Kranzberg, 1917-1995
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Everyone has the right to 
recognition everywhere as a 
person before the law.

Universal Declaration of Human Rights - Article 6
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Right to Education

>850M people lack any
form of ID.

World Bank

Right to Healthcare

Right to Start a 
Family

Right to Own 
Property

Right to Privacy

Right to Social 
Insurance
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Digital Identity 
Systems promise to 
solve problems for 

people.

…but there are 
innumerable 

“Invisibles” who suffer 
systemic gaps
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OR
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With thanks to Henk Marsman and SonicBee for this material

Center for Human Rights and Global 
Justice 

“Without an ID or clinic card for 
women who have been 

receiving antenatal care, [you 
will receive] no treatment. 

Many people fall sick and stay 
home and die.”

23-33% lacked the NIC in 2021

There are risks: Uganda

https://chrgj.org/wp-content/uploads/2021/06/CHRGJ-Report-Chased-Away-and-Left-to-Die.pdf
https://chrgj.org/wp-content/uploads/2021/06/CHRGJ-Report-Chased-Away-and-Left-to-Die.pdf


62With thanks to Henk Marsman and SonicBee for this material

Source: The New Humanitarian, March 2018Source: Open Democracy, October 2018

There are risks: Myanmar

https://www.thenewhumanitarian.org/feature/2018/03/01/identity-and-belonging-card-how-tattered-rohingya-ids-trace-trail-toward
https://www.opendemocracy.net/en/genocide-cards-why-rohingya-refugees-are-resisting-id-cards/
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>10M people were 
stateless in 2019.

UN Refugee Agency



64

There are risks: United States
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And how do we trust emerging tech?

AI Chatbot goes rogue, confesses love 
for user, asks him to end his 

marriage
Economic Times, Feb 20, 2023

Amazon sued for not telling New York 
Store customers about tracking 

biometrics
NBC News, March 2023

AI-generated disinformation poses 
threat of misleading voters in 2024

Politico, March 2023

UN IESCR
Right to self 

determination

UN ICCPR
Right to privacy

UN ICCPR
Free expression of 

electors
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Our recommendations align to & 
build on a wide range of literature
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Personal 
IDP

State eID
(local biometrics)

Credential Service 
Providers

Brokered 
Federation 

Distributed 
Federation

EID w/ central 
Biometrics

Id
en

tit
y 
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de

r
R

el
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ng
 P

ar
ty

IDENTIFICATION
establish ID

AUTHENTICATION
assert ID

AUTHORIZATION
use identity

CENTRALIZED 
BIOMETRIC STORE

IDENTIFICATION
establish ID

AUTHENTICATION
assert ID

AUTHORIZATION
use identity

AUTHENTICATION
assert ID

IDENTIFICATION
establish ID

AUTHORIZATION
use identity

Hub

IDENTIFICATION
establish ID

AUTHENTICATION
assert ID

AUTHORIZATION
use identity

Hub

IDENTIFICATION
establish ID

AUTHENTICATION
assert ID

AUTHORIZATION
use identity

IDENTIFICATION
establish ID

AUTHORIZATION
use identity

Local Biometric 
authentication

Common Architectural Models
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Biometric Breach

PII Breach

Citizen Surveillance

Commercial TrackingMalicious RP’s

Fraud/Impersonation

End-User Burden

Trade 
Offs

The risks are common across architecture



69

Government-led governance 
framework & enforcement

Public 
Governance

Collaborative public-private 
development of governance.

Public-Private 
Governance

Market driven collaboration with 
government support

Gov-Enabled 
Governance

Private parties collaborate with little 
government involvement

Private
 Governance

Common Governance Models
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Tools Rules

§ Biometric protections (e.g. biohashing)

§ Modern cryptography and data encryption practices

§ Unique identifiers for each third party 

§ Stateless hubs (if any)

§ Scalable Trust Establishment & Maintenance 
protocols

§ Secure recovery processes

§ Fit-for-purpose Data Security laws

§ Fit-for-purpose Privacy laws

§ Trust Framework Development

§ Enforce Privacy & Security by Design

§ Transparent & Independent Governance

Similar mitigations across architecture
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Interpretation of 
Human Rights 

Laws for the 
post-digital era

Legal incentive 
for 

Data Security
best practices

Legal incentive 
for 

Privacy
best practices

Trust Framework

§ NIS 2.0 (cyber) & 
GDPR (privacy)

§ Pan-Canadian Trust 
Framework

Scheme Rules
§ AAMVA

Contracts for 
ecosystem 

actors

§ RPs, IDPs, Wallets, etc 
who feed requirements 
into security controls & 
technical design

Building the institutional frameworks
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Human Rights
Ensure that the tools and rules underpinning 

legal & digital ID enhance human rights

Human Centric Tools & Rules
Value-Sensitive HCD for technological and 

institutional design. 

Security and Privacy by Design
Incentivize best practices in relation to 

security and privacy by design.

Open Standards:
Support and engage in standards 

development and maturation. 

Summary of Recommendations
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Panel Discussion: The Global Digital Identity 
Landscape, the Gaps, and the Role of the 

OIDF
§ Nat Sakimura
§ Gail Hodges
§ Elizabeth Garber
§ Mark Haine
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We are seeing a range of 
governance and architecture 
models globally. 

Is it possible for them to still 
interoperate globally? 
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How can we deliver on these 
challenges in practice?
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OIDF Member Feedback for the 
Interoperability Summit

§ Gail Hodges
§ Mark Haine
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Kick-Off Digital Identity Interoperability Summit 11/28
A kick off with 140 digital ID experts, invitation only, to work towards global interoperability for digital identity. 
(Chatham house rules. Not under IPR of a standards body, any gaps identified for feedback to standards bodies.) 

+ World Privacy Forum
+ Open Wallet Foundation
+ ID4Africa
+ World Bank

+ US Gov
+ Australian Gov

Hosted by

Gail
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Strategy Track - Key Questions
Kick off to explore where we have consensus, and how we can close gaps: 
▪ What are the cross-border, use cases across countries & regions? Are there clear “champion” use cases? What is 

driving the urgency, not just for domestic digital identity, but globally interoperable digital identity?

▪ Should we have a “declaration” that everyone could agree to after the summit? What should it contain? Who should 
be on subcommittee? How do we secure formal support for it?

▪ Should we have a global metric, e.g. by 2030, 50% or 70% global coverage of digital identity? What should it be? 
Who should be on the committee? How do we secure support for it? How do set baseline and measure success?

▪ Should we have a 5 year strategy to 2030 across ecosystem participants to reach these goals, for global entities? 
What do each key player need to do? Standards bodies? Non-profits? Development organizations? 

▪ What gaps would need to be closed by country to enable interoperable digital identity that could serve 8B people?

▪ What are the minimum global requirements, minimum governance? What are the barriers to overcome?

▪ Are we agreed to continue the conversation? How shall we proceed?

Gail
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Technology Track Interop objective
• Ability for a person to present their “credential” anywhere they wish to?

• So… it needs to be focused on the person

Observations
• Currently very fragmented

• The first burden is describing requirements (governments, standards bodies and Trust Framework managers etc.) 

• Delivery burden of complexity falling on IDPs, Issuers, Verifiers, and Relying Parties
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OIDF Experience of Interoperability

− Interop between like implementations is hard 

• OIDC – OIDC 

• OID4VC – OID4VC

− There many specific configuration details that 
need to match

− This is borne out in ecosystems we have already 
seen, Open Banking and in GAIN POC

− Digital Identity interop experience skewed to 
global North and single governance contexts

− Interop between non-alike implementations will 
require some party to implement additional 
interfaces – examples:

• IDP also becomes Issuer

• Verifier also becomes RP

• Additional intermediary is deployed

− There needs to be interop at multiple layers 

• Data transport (e.g. OIDC or OID4VC)

• Trust protocol layer (e.g. OID Federation)

• Data format

• Data semantic
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Mapping for Summit (e.g. OID4VC View)
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Mapping for Summit (e.g. OIDC (+IDA) Landscape)
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Feedback from Workshop
• Recommendations for how to message OIDF work 

• Recommendations for gaps to achieve Summit goals

− What are the local conditions and implied requirements?

− How do we measure and track progress?

− How do we resolve any trade off between domestic and cross border requirements?

• IIW sessions proposals for input from peers

− How do we find consensus with such a broad range of participants

− What entity/ entities  will take the lead

• Suggestions / concerns?
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Pre-Event / Post-Event

Pre-Event Reading 
§ OECD Digital Identity Recommendations (for 

adhering countries) - DONE
§ “Human-Centric Digital Identity” - DONE
§ “Government-Issued Digital Identity and the 

Privacy Landscape” - DONE
§ OIX Interoperability report (10/28)
§ NIST & EC trust framework mapping report (NIST)

Pre-Event Deliverables 
§ List and descriptions of key standards  
§ Diagrams of standards configurations 
§ Sample minimum stack or options for group 

discussion 
§ RSVPS
§ Administration 

Gail

Post-Event Dissemination 
§ Initial findings (TrustTech Panel 11/29)
§ Summit Report 
§ Declaration, Goal, Use Cases,  Strategy

Post-Event Alignment 
§ Structure of future, regional summits (e.g. 

ID4Africa)
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Michael Jones

OIDF Process Document Updates + 
Upcoming Member Vote



§ Goal:  Align IPR Process doc with modern practices

§ 5 Key Issues identified and subgroup consensus obtained on resolutions for each issue
o George Fletcher was added to the subgroup, given Vittorio’s inability to participate

§ IPR Process doc changes to be circulated to the board prior to approval vote
o All are straightforward, solving actual problems

§ Recommend interim board meeting in October for board to approve, followed by membership approval

§ We should begin the 21-day review and 7-day member vote by November 1st so it finishes by early December

Update: IPR Process Subgroup Update



Proposed IPR Process Changes

Summary of changes:
▪ Added definitions of Draft, Working Group Draft, Implementer’s Draft, Final Specification, 

Errata Specification, and Working Group Repository
▪ Describe adoption of drafts by working groups
▪ Allow adopted specifications to use “OpenID” in their names
▪ Updated Specifications Council definition to no longer refer to OpenID 2.0
▪ Enable closing inactive working groups w/ Specs Council recommendation and board vote
▪ Allow use of repositories controlled by the OIDF, such as github.com/openid/
▪ Updated quorum requirement for votes within working groups
▪ Allow Working Group Drafts to be considered for Final Specification status
▪ Eliminate proxy voting in membership votes
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Gail Hodges

2023 Strategic Initiatives Update 
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1
0

§ OpenID Connect 

§ Open Banking, 
Open Data / 
Security Analysis

§ Certification 
Program 

§ Digital Credentials 
WG

§ OpenID Connect for 
Identity Assurance

§ Shared Signals

§ Government 
whitepaper 

§ Privacy + Government 
eIDs / Kantara PEMC

§ IoT + Identity

§ Directors of Marketing 
& Standards

§ Open Wallet 
Foundation

§ Fast Fed (pause)

§ Spec process

§ Whitepaper process

§ Health 

§ GAIN POC/ “G6”

§ iGov 

§ Next Generation 

§ Website

§ MODERNA

§ TBC: AuthZEN 
WG

§ Web 3.0 + AI+ 
Identity research 

§ Engage Diverse 
Voices 

§ Open Identity 
Exchange

§ End Developer 
Support (pause)

§ Global North/ 
South + Interop 
Summit

Listen & 
Learn

Agree the 
Plan

Build the 
Foundations

Internet 
Scale

Cross the 
Chasm

Bold = new Initiatives since Feb 
Board

Gray = Paused during year

2023 Initiative Outlook
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1
0

▪ OpenID Connect 

▪ Open Banking, 
Open Data / 
Security Analysis

▪ Certification 
Program 

▪ Digital Credentials 
Protocols WG

▪ OpenID Connect for 
Identity Assurance

▪ Shared Signals

▪ Government & 
Digital ID whitepaper 

▪ Privacy + Digital ID 
whitepaper 

▪ IoT + Identity

▪ Distinguished 
Engineer Lead

▪ Marketing Director

▪ Open Wallet 
Foundation

▪ Fast Fed 

▪ Spec process

▪ Whitepaper process

▪ Health 

▪ GAIN POC/ “G6”

▪ iGov 

▪ Next Generation 

▪ Website

▪ MODERNA

▪ TBC: AuthZEN WG

▪ Web 3.0 + AI+ 
Identity research 

▪ Engage Diverse 
Voices 

▪ Open Identity 
Exchange

▪ End Developer 
Support 

▪ Global North/ South 
+ Interop Summit

Listen & 
Learn

Agree the 
Plan

Build the 
Foundations

Internet 
Scale

Cross the 
Chasm

Pause

On track

Incomplete

Gap

2023 Initiative Outlook / RAG Status
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Thank you.

Visit: www.OpenID.net


