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Nat Sakimura – Chairman
Gail Hodges – Executive Director

Welcome
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Note Well Statement

NOTICE: An OpenID IPR contribution agreement is not mandatory in order to participate in this 
workshop.  If participants provide feedback, they (on behalf of themselves and any organization they 
represent) are deemed to agree that: Attendee gives the OIDF the right to use their feedback and 
comments.  Attendee grants to the OpenID Foundation a perpetual, irrevocable, non-exclusive, 
royalty-free, worldwide license, with the right to directly and indirectly sublicense, to use, copy, 
license, publish, and distribute and exploit the Feedback in any way, and to prepare derivative works 
that are based on or incorporate all or part of the Feedback for the purpose of developing and 
promoting OpenID Foundation specifications and enabling the implementation of the same.  Also, by 
giving Feedback, attendee warrants that they have rights to provide this feedback.  Please note that 
feedback is not treated as confidential, and that OpenID Foundation is not required to incorporate 
feedback into any version of an OIDF specification. 

***Please note that the workshop is being recorded and may be published to the OIDF 
website
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Workshop Agenda 
4

TIME TOPIC PRESENTER(S)
8:30-8:35 Welcome Nat Sakimura & Gail Hodges
8:35-8:50 OIDF Strategy & New News Gail Hodges
8:50-9:15 OpenID for Verifiable Credentials Update Kristina Yasuda & Dr. Torsten 

Lodderstedt
9:15-9:40 FAPI 2.0 is Healthy -- Using OIDC and FAPI 2.0 in a 

National eHealth Ecosystem
Steinar Noem

9:40-10:00 OIDF Certification Program Update Joseph Heenan
10:00-10:25 Connect WG Update Michael Jones
10:25-10:40 Break
10:40-10:55 FAPI WG Update Nat Sakimura
10:55-11:10 eKYC & IDA WG Update Mark Haine
11:10-11:25 Shared Signals WG Update Atul Tulshibagwale
11:25-11:45 OIDF Government Whitepaper Preview Elizabeth Garber
11:45-12:05 GAIN Update Elizabeth Garber & Dr. Torsten 

Lodderstedt
12:05-12:20 OIX Global Interoperability Update Nick Mothershaw
12:20-12:30 Closing Remarks & Networking Nat Sakimura & Gail Hodges
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Strategic Initiatives Recap
Gail Hodges – Executive Director



2023 Strategic Initiatives Summary

▪ OpenID Connect

▪ Open Banking, 
Open Data

▪ Certification 
Program

▪ OpenID Connect for 
VC

▪ OpenID Connect for 
Identity Assurance

▪ Shared Signals
Framework

▪ Government and 
▪ Privacy Whitepapers

▪ IoT + Identity

▪ Technical 
Ambassador 

▪ Website / Marketing 
Director

▪ Specification process

▪ Open Wallet 
Foundation

• Fast Fed*

• Health

▪ GAIN POC/ “G6”

▪ iGov

▪ MODRNA

▪ Web 3.0 + AI+
Identity research

▪ Engage Diverse 
Voices

▪ End Developer 
Support*  

Listen & 
Learn

Agree the 
Plan

Build the 
Foundations

Internet 
Scale

Cross the 
Chasm
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• Next Generation

* On hold



Announcing First FAPI 2.0 Certifications!
Directed Funding & Certified

Certified



New News 
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▪ ISO PAS Status awarded 3/2 

▪ Government Requests for Comment
o OECD Draft Recommendations on Digital Identity 3/31  
o NIST 8389 Cybersecurity Considerations for Open Banking Technology & Emerging Standards 3/31  
o NIST 800-63-4  4/7
o NIST NCCoE Mobile Driving Licenses  

▪ Whitepapers
o “Open Banking, Open Data and FAPI” - Final Published 
o “Is Open Banking Ready to Cross Borders?” – Final Published 
o “Government Issued Digital Identity Credentials and the Privacy Landscape” – Final Published
o “Government & Identity” Whitepaper – Draft for comment coming soon…
o “GAIN refresh” whitepaper – Friday EIC Presentation @1050am
o “OpenID for Verifiable Credentials” - April 2022
o IoT - Report to the Board
o Health – Draft July 2022

• Liaisons  
o European Commission (EU ID Wallet)
o Open Identity Exchange
o Open Wallet Foundation



Update: 2023 Membership
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Membership holding steady despite recessionary pressures

Sustaining Corporate NP/Gov Individual

2022 10 107 35 184

2023 11 112 33 138
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“Government Issued Digital Credentials & Privacy Landscape”

Objective: In a global context, explore privacy laws 
and standards related to Digital Identity, the issues 
Digital identity infrastructure introduces, what it can 
address, and what remains to be solved.

Audience: Government officials involved in the 
issuance & acceptance and regulation of digital identity 
credentials; civil society; technologists in the digital 
identity ecosystems.
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• Digital Warfare

• Deep Fakes

• Metaverse

• Generative AI 
and LLM

1.

• Individual Agency

• Systemic Transparency

• Data Minimization

• Selective Disclosure
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• Surveillance

• Diversity, Equity, Inclusion

• Single Points of Failure

• Inappropriate Use by 
Legitimate Actors

• Sustainable Protections
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y • Expertise in both 
directions

https://openid.net/Government-
issued-Digital-Credentials-and-the-
Privacy-Landscape-Final

EIC Presentation: 5/11 @ 15:30—15:50

https://openid.net/Government-issued-Digital-Credentials-and-the-Privacy-Landscape-Final
https://openid.net/Government-issued-Digital-Credentials-and-the-Privacy-Landscape-Final
https://openid.net/Government-issued-Digital-Credentials-and-the-Privacy-Landscape-Final


Update: 2023 Kim Cameron Awards Confirmed
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EIC Award

Rachelle Sellung 
Senior Scientist Researcher in the Identity Management Competence Team at Fraunhofer IAO

Identiverse Awards

Isaac Henderson 
Senior Security Researcher at the University of Stuttgart IAT/Fraunhofer IAO

Amir Sharif 
Researcher in the Security & Trust Research Unit of the Cybersecurity Center of Fondazione 
Bruno Kessler

Charlie Smith 
Doctoral student at the Oxford Internet Institute

*Award recipient’s professional bios are in the Appendix
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iGov Working Group Status

The working group is reviewing input from MITRE on updating the Oauth profile to reflect upcoming 
changes in Oauth 2.1.

Input from Italy and other countries that have adopted the iGov profile and Connect Federation is 
being used to update the Connect profile.

A new implementer's draft is planed for Q2.

The goal is to have the profile final by the end of 2023 so that certification tests can be developed.
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MODRNA Working Group Status
• Continuing to work on advancing working group drafts to Implementer’s Draft status and 

support discussions across working groups.

• New documents include CIBA Errata, CIBA Extension and IETF draft to an IANA 
registry for CIBA endpoint parameters as well as discussions to create drafts for (3GPP) 
MCX Profile and profile for (GSMA) RCS Verification Authority API.

• Active engagement in outreach activities and serve as a forum for MNO engagement in 
the identity services ecosystem, most recently CAMARA The Telco Global API Alliance, a 
Linux Foundation Project, which selected OpenID Connect.

Specification Status

Final Publication status:
• CIBA Core

Implementer’s Draft status.
• Authentication Profile

• Account Porting

• User Questioning API

Working Drafts status:
• MODRNA CIBA Profile

• Discovery Profile

• Registration Profile

• CIBA Core Errata

• CIBA Core Extension
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OpenID for Verifiable Credentials
Topic Update

Kristina Yasuda – Microsoft 

Dr. Torsten Lodderstedt – yes 
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OpenID for Verifiable Credential Issuance

OpenID for Verifiable Credentials

Issuer
(Website)

Verifier
(Website)

Wallet
(user’s device, 
cloud or hybrid)Issue Credentials Present Credentials

Self-Issued OP v2 

OpenID for Verifiable Presentations

OpenID for Verifiable Presentations over 
BLE

User Interactions

Security and Trust in OpenID for Verifiable Credentials
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Progress
since last EIC …
▪ OID4VC has significantly gained traction in the market, examples include:

● Adoption by EU eIDAS Architecture and Reference Framework for credential exchange 
and authentication in online Use Cases

● Finnish ID, EBSI, IDunion, Microsoft, Mattr, Ping Identity, Gen Digital, Deutsche Telekom
● Several Open Source Libraries

▪ Established liaison with European Commission and ETSi!
▪ OpenID for Verifiable Presentations ID2 approved
▪ OpenID for Verifiable Credential Issuance - significant progress based on implementers feedback
▪ Started formal Security Analysis (with University of Stuttgart)
▪ Started work on OID4VP over BLE (with MOSIP)
▪ Started work on Conformance Tests
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Opportunities & Challenges

▪ EU eIDAS and NIST NCCoE (mdocs over OID4VP) are huge opportunities for widespread 
adoption of OID4VC

▪ OID4VP over BLE is opportunity to provide credential exchange protocols across online and 
offline space.

● Need more contributors with BLE expertise
▪ Proposal in Chromium to build a Browser API to mediate presentation of credentials

● intent to deprecate custom URL schemes as a way to invoke the credential wallets (no 
immediate plans to deprecate)

● Agreed to work jointly on proposal for WebAPI for Credential Presentation
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Next Steps

▪ Migrating OID4VC work from Bitbucket to GitHub
▪ Chartering a new “OpenID for Verifiable Credentials” Group
▪ Implementers Draft for SIOP and OID4VCI (followed by development of conformance tests)
▪ Working on High Assurance OID4VC profile
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Relevant sessions at EIC
Wednesday (Room: C01)

▪ How to Build Interoperable Decentralized Identity Systems with OpenID for Verifiable 
Credentials 11:00-11:30 (Torsten Lodderstedt & Kristina)

▪ Verifiable Digital Credentials: Comparison of Characteristics, Capabilities and 
Standardization of Emerging Formats and Issuance Protocols 14:30-15:30 (Paul, 
Andrew Hughes, André, Torsten)

Friday (Room B07-08)

▪ The European Union goes Decentralized - Standards and Technical Architecture 
Behind eIDAS v2 11:00-11:30 (Torsten, Paolo, Kristina)
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Please implement our specs and join our WG (once formed)!!
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FAPI 2.0 IS HEALTHY
Using OIDC and FAPI 2.0 in a National eHealth Ecosystem

Steinar Noem – Udelt AS
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Context:
The health sector in Norway
• Primary health care

− 356 municipalities

• Specialist health care
− Four regions

• The national health network
− National ehealth services
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More context..

The Health Network in Norway

• Operated by a government agency 
«Norwegian Health Network SF»

• Required membership (by law)..
• Offers a broad spectre of services

A common ecosystem 
for all health care 

providers in Norway
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OUR GOAL
(political)

TO GIVE THE PATIENT THE 

RIGHT TREATMENT

AT THE 

RIGHT TIME

By enabling health information to flow 
easily between health care providers
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From identity Federation Gateway

to Trust Framework for sharing health information

Brief history
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2015

20232018 2021

OIDC Federation Gateway 
running in production

Analysis of the requirements
Recommendation: OIDC

2019

Analysis: IAM for the national ecosystem
Recommendation: To agree on a «Trust Model»

Requirement: FAPI 2.0

2022

New national e-prescription system 
using FAPI 2.0 requirements for 

RP/Clients

National «Trust Framework»
for sharing health information

through APIs
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OUR USE OF FAPI 2.0
• National Federation Gateway requires FAPI 2.0

• Affects RPs/clients
• currently perform code-reviews of every software 

(we have not started using conformance testing… yet)

• Current Relying Parties
• National eHealth systems
• The National Emergency Response system
• All EHR systems that consume national APIs 
• Other clinical systems (Lab, curve etc)

• APIs:
• National eHealth systems
• APIs that will be consumed across legal boundaries
• + other APIs 



29

FAPI 2.0

PROVIDES
INVALUABLE HELP

• AUTHN/AUTHZ IS DIFFICULT

• SOLID FOUNDATION FOR PROTECTING THE 
PROTOCOL

• MAKES THE DIFFICULT DECICIONS EASY

• EXPLANATIONS FOR EVERY CHOICE

• MEDICINE AGAINST “PRIVACY-ANXIETY”
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STILL EARLY 
DAYS…

BUT WE ARE GAINING 
EXPERIENCE
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CHALLENGES 
USING FAPI 2.0
Our current implementation inspired by FAPI 1.0

• E.g. we use signed Request Objects and 
Client Assertions

Transitioning to 2.0 takes time and effort
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CHALLENGES 
USING FAPI 2.0
Homogenous systems landscape

• Platforms
• Stand-alone deployments
• Apps

DIFFERENT ARCHITECTURAL 
PATTERNS FOR DIFFERENT 
SYSTEMS
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CHALLENGES 
USING FAPI 2.0
New specifications need time to be implemented
• we are waiting for PAR
• we are waiting for DPoP
• some vendors are early adopters, but not all..

We require FAPI 2.0 anyway!
• RPs/Clients are obligated to change when new mechanisms 

become available
• Specified in our terms of use
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CHALLENGES 
USING FAPI 2.0
Sender Constraining tokens is a challenge
• Heterogenous infrastructures requires more standardization
• Termination of TLS is a problem
• Many modern EHR systems are browser based (problematic if 

using mTLS)

Our intermediate solution (until we have DPoP): 
• short access token lifetime (5 minutes)
• only one audience pr access token
• reccommending token-exchange for downstream API calls

DPoP is now (very soon) an RFC
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CHALLENGES 
USING FAPI 2.0
We are not using FAPI certification (yet..)

But we aim to..

Doing manual code reviews does NOT scale
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THE TRUST FRAMEWORK FOR THE 
HEALTH NETWORK IN NORWAY 

• A Trust Model for sharing health information through APIs
• Common interpretation of the laws and regulations
• Delegation of responsibilities and tasks

• A Trust Framework based on the Trust Model
• Common agreements, terms & conditions, Code of Conduct
• Common standards (semantical and technical)
• Common national technical components and organizational 

functions for solving common needs
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Caters for semantical requirements 
• Expressing Identities (end-user, legal entities etc)
• Expressing LoA
• Expressing information that describes the legal basis
• Expressing purpose of use (legitimate interest)

OIDC & FAPI 2.0 IS REQUIRED BY OUR TRUST FRAMEWORK
• Currently only covers treatment related health information
• Any access to health information requires an end-user session

FAPI IS A TECHNICAL PROFILE, BUT WE FIND IT ALSO:
Caters for juridical requirements 

• Using tokens to solve requirements for accountability and authorization
• Sharing data based on legal basis & legitimate interest (GDPR)

Caters for organizational requirements
• Supports our underlying code-of-conduct
• Associating OAuth clients to legal entities
• The ability to sanction (adherance)
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steinar@udelt.no

Thank you for listening!
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Certification Program Update
Joseph Heenan



Update: 2023 Certifications
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2,400+ total certifications to date!

Total certifications year over year

2015 2016 2017 2018 2019 2020 2021 2022 2023

OP Certs 53 55 59 78 128 96 556 805 111

RP Certs 10 33 15 12 28 95 148 134



A review of 2022
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Joseph

§ The usual support bug fixing & maintenance of the conformance suite continued

§ Initial tests for OpenID Connect for Identity Assurance Implementers Draft 3

§ Initial tests for FAPI2 Security profile created

§ Initial tests for FAPI-CIBA relying parties

§ Added FAPI1 profile for Brazil OpenInsurance

§ Various enhancements to tests
§ E.g. all tests now check name, address, email, birthdate, updated_at, etc in id_token are correct type/format
§ Check PKCE code verifiers aren’t reused

§ Improve process for submitting certifications to reduce potential for human error

§ Processed UK & OpenFinance Brazil mandated recertifications



So far in 2023
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Joseph

§ We’ve added one new team member, Alan
§ In addition to Joseph, Edmund, Domingos, Marcus

§ Added FAPI1 profile for Kingdom of Saudi Arabia OpenBanking

§ Addressing various technical debt
§ Upgrading dependencies: SpringBoot, jQuery, Bootstrap, etc

§ FAPI2 Security Profile ID2 & FAPI2 Message Signing ID1 certification programs launched

§ Worked with FAPI WG to resolve various spec questions

§ Started planning for OpenID for Verifiable Presentation tests



The 2023 Plan
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Joseph

§ Continue supporting existing ecosystems

§ Continue upgrading dependencies

§ Engage with up & coming ecosystems

§ Continue work on FAPI2 tests

§ Create Brazil OpenBanking profile of FAPI-CIBA tests

§ Create initial OpenID for Verifiable Presentations tests

§ Create initial OpenID for Verifiable Credential Issuance tests

§ Create tests for OpenID Connect Federation

§ Further work on ekyc-ida tests

§ And more still to be confirmed…



▪ Recommended 
Selected FAPI 
1.0, moving to 
FAPI 2.0 

▪ Co-funded 
Security Analysis 

▪ Two major banks 
certified

▪ OIDF 
Certification 
(mandatory, 
annual)

▪ Local profile

▪ Board member

▪ OIDF 
Certification 
(mandatory)

▪ Local profile

▪ OIDF 
Certification 
(partial 
mandatory 
CMA9, 
annual) 

▪ Local profile

Listen & 
Learn

Agree the 
Plan

Build the 
Foundations

Internet 
Scale

Cross the 
Chasm

U.K. 
(OBIE)

Brazil 
(Open 

Finance)

Brazil 
(Open 

Insurance)

Australia 
(CDR)

▪ OIDF 
Certification 
(Mandatory)

▪ Local profile

Saudi 
Arabia 
(SAMA)

FAPI Adoption & OIDF Support

OIDF Certification Support

▪ Open 
Banking 
Canada 
Feedback

▪ FDX 
selected 
FAPI 1.0

Canada
(Open 

Banking/FDX)

US 
(CFPB/ FDX)

▪ CFPB 
feedback 
and formal 
brief

▪ NISTIR 
8389 
questions 
answered

▪ FDX 
selected 
FAPI 1.0

Norway 
(Health)

▪ Selected 
FAPI 2.0

▪ Deployed 
in health 
network

Note: Local entities in New Zealand (live, small scale) and 
Nigeria also selected FAPI. 

TBD OIDF Support

Joseph



Update: Ecosystem Partner Expansion
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Joseph

§ Australia / ConnectID – Launch of FAPI2 certifications and the first OP certifications announced today!  “Bundling” 
specifications in discussion

§ Australia  / ACCC – Briefed on certification, pending feedback. 

§ Canada Open Banking – Briefed, pending feedback. 

§ U.S. CFPB / NIST – Briefed, pending feedback. CFPB rulemaking this year and NISTIR 8389 revisions expected.

§ FDX – Potential for FAPI certifications from member organizations in due course.  

§ UK – considering whether to move from FAPI1-RW implementer’s draft 2 to either FAPI1-Adv Final or FAPI2. OBIE have 
suggested to the regulators that certification requirements should be extended beyond the CMA9

§ Japan: New implementations of FAPI 

§ LATAM – Outreach to next wave of markets: Chile, Columbia, Mexico

§ OECD – Need to step up engagement “Data Free Flows with Trust”
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Connect WG Update
Michael B. Jones – OpenID Foundation
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Working Group Overview
Objective of the Working Group 
§ The OpenID Connect working group created the OpenID Connect protocol enabling both login 

and logout, incubated OpenID Connect for Identity Assurance (now in the eKYC-IDA WG), is 
developing OpenID Connect Federation, and is the home of OpenID for Verifiable Credentials

§ See the list of specs with descriptions at https://openid.net/wg/connect/status/

Final Specifications
§ OpenID Connect Core, Discovery, Dynamic Client Registration, Multiple Response Types, Form 

Post Response Mode, RP-Initiated Logout, Session Management, Front-Channel Logout, Back-
Channel Logout, Error Code unmet_authentication_requirements, Initiating User Registration

Specifications Under Development
§ OpenID Connect Federation, OpenID for Verifiable Credentials (Self-Issued OpenID Provider V2, 

OpenID for Verifiable Presentations, OpenID for Verifiable Credential Issuance), UserInfo 
Verifiable Credentials, Claims Aggregation, Native SSO for Mobile Apps

https://openid.net/wg/connect/status/
https://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html
https://openid.net/specs/openid-connect-registration-1_0.html
https://openid.net/specs/oauth-v2-multiple-response-types-1_0.html
https://openid.net/specs/oauth-v2-form-post-response-mode-1_0.html
https://openid.net/specs/oauth-v2-form-post-response-mode-1_0.html
https://openid.net/specs/openid-connect-rpinitiated-1_0.html
https://openid.net/specs/openid-connect-session-1_0.html
https://openid.net/specs/openid-connect-frontchannel-1_0.html
https://openid.net/specs/openid-connect-backchannel-1_0.html
https://openid.net/specs/openid-connect-backchannel-1_0.html
https://openid.net/specs/openid-connect-unmet-authentication-requirements-1_0.html
https://openid.net/specs/openid-connect-prompt-create-1_0.html
https://openid.net/specs/openid-connect-federation-1_0.html
https://openid.net/specs/openid-connect-self-issued-v2-1_0.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0.html
https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
https://openid.net/specs/openid-connect-userinfo-vc-1_0.html
https://openid.net/specs/openid-connect-userinfo-vc-1_0.html
https://openid.net/specs/openid-connect-claims-aggregation-1_0.html
https://openid.net/specs/openid-connect-native-sso-1_0.html
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Working Group Progress & Opportunities
Working group deliverables since last workshop in November
§ Unmet Authentication Requirements is now Final (November 2022)
§ Initiating User Registration via OpenID Connect is now Final (December 2022)
§ Native SSO for Mobile Apps became Implementer’s Draft (December 2022)
§ Second Implementer’s Draft of OpenID for Verifiable Presentations Specification (May 2023)
§ Multiple OpenID Connect Federation drafts published
§ Multiple OpenID4VC drafts published (described in a different presentation)

Challenges and opportunities facing the working group
§ OpenID Connect Federation in production use in Italy
§ Discussions on expanding trust models usable by Federation deployments to include Web PKI
§ Relationships with digital wallet initiatives and national identity systems worldwide
§ Publicly Available Specification (PAS) submission of OpenID Connect specifications
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Working Group Roadmap
DATE DELIVERABLES ASPIRATIONS NOTES

Q2 2023 Next Federation 
Implementer’s Draft

Broaden trust models usable by 
deployments to include Web PKI

We can discuss specifics this 
week

Q2 2023 Apply errata edits Resolve the 26 errata issues Then publish Second Errata Sets

Q3 2023 PAS submissions Make OpenID Connect specs 
available to those with treaty-
based procurement processes

Completed ISO/IEC JTC 1 PAS 
Submitter Application

Q3/4 2023 Final Federation Spec Trust establishment for broad set 
of use cases

Having Final spec will accelerate 
deployments
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The Working Group at EIC This Week
Sessions
§ What’s Hot at the OpenID Foundation – Tuesday, 8:30-12:30
§ OpenWallet Deepdive – Tuesday, 8:30-12:30 (conflicts with this workshop L)
§ How to Build Interoperable Decentralized Identity Systems with OpenID for Verifiable Credentials 

– Wednesday 11:00-11:30
§ How do you know who to trust? (OpenID Federation) – Wednesday, 12:20-12:40
§ Verifiable Digital Credentials: Comparison of Characteristics, Capabilities and Standardization of 

Emerging Formats and Issuance Protocols – Wednesday, 14:30-15:30
§ Touchstones Along My Identity Journey (Mike’s keynote) – Thursday, 09:30-09:50
§ Current Work and Future Trends in Selective Disclosure – Thursday, 12:00-13:00
§ The European Union goes Decentralized - Standards and Technical Architecture Behind eIDAS v2 

– Friday, 11:00-11:30
§ GAIN in 2023 - and Beyond – Friday, 10:50-11:10

Do we want to hold Thursday’s 4pm CET SIOP special topic call?
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15 minute break

Visit: openid.net
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FAPI WG Update
Nat Sakimura – Chairman & FAPI WG Co-chair
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Working Group Overview
Objective of the Working Group 
■ Create general purpose high-security 

profiles for OpenID Connect and OAuth 

Some notable aspects
■ Extensive use of Formal Verification
■ Close collaboration with national 

regulators and associations
■ Trying to be ISO directive compliant so 

that translation/adaptation etc. would be 
easier. 

■ National level certifications
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Working Group Progress & Opportunities
Published Specifications
• FAPI Security Profile (FAPI) 1.0 – Part 1: Baseline – A secured OAuth profile that aims to provide 

specific implementation guidelines for security and interoperability.
• FAPI Security Profile (FAPI) 1.0 – Part 2: Advanced – A highly secured OAuth profile that aims to 

provide specific implementation guidelines for security and interoperability.
• JWT Secured Authorization Response Mode for OAuth 2.0 (JARM) – This specification was 

created to bring some of the security features defined as part of OpenID Connect to OAuth 2.0

https://openid.net/specs/openid-financial-api-part-1-1_0.html
https://openid.net/specs/openid-financial-api-part-2-1_0.html
https://openid.net/specs/oauth-v2-jarm-final.html
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Working Group Progress & Opportunities
Implementer’s Drafts
• FAPI: Client Initiated Backchannel Authentication (CIBA) Profile – FAPI CIBA is a profile of the 

OpenID Connect’s CIBA specification that supports the decoupled flow
• FAPI 2.0 Security Profile and Attacker Model – FAPI 2.0 has a broader scope than FAPI 1.0 as it 

aims for complete interoperability at the interface between client and authorization server as 
well as interoperable security mechanisms at the interface between client and resource server

• Grant Management for OAuth 2.0 – This profile specifies a standards based approach to 
managing “grants” that represent the consent a data subject has given. It was born out of 
experience with the roll out of PSD2 and requirements in Australia

Active Drafts
• FAPI 2.0: Message Signing – an extension of the baseline profile that provides non-repudiation 

for all exchanges including responses from resource servers
• FAPI 1.0 — Lodging Intent ===> Now OAuth PAR + OAuth RAR

https://bitbucket.org/openid/fapi/src/master/Financial_API_WD_CIBA.md
https://openid.bitbucket.io/fapi/fapi-2_0-security-profile.html
https://openid.bitbucket.io/fapi/fapi-2_0-attacker-model.html
https://bitbucket.org/openid/fapi/src/master/fapi-grant-management.md
https://openid.bitbucket.io/fapi/fapi-2_0-message-signing.html
https://datatracker.ietf.org/doc/html/rfc9126
https://tools.ietf.org/html/draft-ietf-oauth-rar
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Adoption

FAPI 1:

●UK: Open Banking UK
●Brazil: OpenFinance, OpenInsurance
●USA: FDX (Financial Data Exchange)
●Saudi Arabia: Open Banking
●Japan: Minna No Ginko (moving towards FAPI 2.0)
●Australia: Consumer Data Right (moving towards FAPI 2.0)

FAPI 2:

• Norway: HelseID e-Health systems (integration ongoing)
• Australia: ConnectID (digital identity exchange)
• Germany: yes.com (private-sector open banking ecosystem)



57

Working Group Progress & Opportunities
White Papers
▪ "Open Banking, Open Data, and the Financial-Grade API”
▪ “Open Banking and Open Data: Ready to Cross Borders?” 

Formal Analysis
▪ Formal security verification complete for FAPI 2.0 Baseline
▪ Work Package 2 Security Analysis underway, covering FAPI 2.0 Advanced and CIBA. 

Certification
▪ Thriving for FAPI 1.0. 

● I stopped counting it. See https://openid.net/certification/#FAPI_OPs
▪ Started for FAPI 2.0. 

https://openid.net/certification/
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Working Group Roadmap
DATE DELIVERABLES ASPIRATIONS NOTES

Q2 2023 FAPI 2.0 Message Signing -- 1st

Implementer’s draft
Q3 2023 Formal Verification for FAPI 

2.0 Message Signing and 
CIBA

Q4 2023 FAPI 2.0 Message Signing -- 2nd

Implementer’s draft
FAPI CIBA -- 2nd Implementer’s 
draft
Grant Management for OAuth 
2.0 -- 2nd Implementer’s draft

Q1 2024 FINAL for FAPI 2.0 specs. 
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eKYC & IDA WG Update
Mark Haine -- eKYC & IDA WG Co-Chair
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Working Group Overview
Objective of the Working Group 
§ Extend OIDC to included a standardized schema for expressing (and requesting) identity 

assurance metadata

Published Specifications
§ OpenID Connect for Identity Assurance 1.0. (4th Implementer’s Draft)
§ JWT Claims registry request accepted and registry updated

Specifications Under Development
§ OIDC4IDA - FINAL soon, very soon! - Current snapshot
§ The Advanced Syntax for Claims – Current snapshot
§ OpenID Connect for Authority – Current Snapshot
§ OpenID Connect for IDA profiles

§ Specific Evidence types
§ Specific Assurance regimens

https://openid.net/specs/openid-connect-4-identity-assurance-1_0-13.html
https://openid.bitbucket.io/ekyc/openid-connect-4-identity-assurance.html
https://openid.bitbucket.io/ekyc/openid-connect-advanced-syntax-for-claims.html
https://openid.bitbucket.io/ekyc/openid-authority.html
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Working Group Progress
Working group deliverables since last workshop in November
§ We are in the final mile for OIDC4IDA!
§ JWT Claims registry has been updated
§ Various editorial changes have been pushed through

External achievements
§ W3C draft created to use IDA schema as an ‘evidence’ type under VC data model 1.1
§ OIX using OIDC4IDA as a reference point for Global Interoperability Working Group
§ Three significant projects are using the OIDC4IDA spec

§ TISA in UK
§ Connect ID in Australia
§ tbd/Block in the US (combining OIDC4IDA & VC data model)

§ Recent news of a production implementation in Japan at Minno no Ginko
§ Using OpenIDConnect for Identity Assurance with FAPI 1 Advanced
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Working Group Challenges and Opportunities
Challenges facing the working group
§ Balancing the need to get the spec to final against the implementation lessons being learned

§ We could probably keep making “improvements” for quite a long time
§ OIX keen to recommend that OIDC4IDA be “evolved to be a protocol independent data standard”
§ Profiles for specific evidence artefacts and assurance process representation

§ Re-usable specs for things like specific pieces of evidence or specific assurance processes
§ Extensions keep emerging particularly in the data schema area

§ E.g. creation of new claim that is an array of typed personal identifiers

and Opportunities
§ for the IDA schema to be used in Verifiable Credentials - W3C draft exists for “evidence” property
§ It is confirmed that implementations are awaiting “Final” at least:

§ 3 entities in Japan
§ 1 further entity in US
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Working Group Roadmap

DATE DELIVERABLES ASPIRATIONS

Q2 2023 OIDC4IDA Final review

Q3 2023 ASC Implementers draft 

OIDC for Authority Implementers draft

OIDC4IDA Final

Profiles begin to emerge

Q4 2023 Projects start going live
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Shared Signals WG Update
Atul Tulshibagwale, CTO, SGNL and Co-Chair Shared Signals WG
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Working Group Overview
Objective of the Working Group 
▪ Enable the sharing of security events, state changes, and other signals between related and/or 

dependent systems such as identity providers, risk engines, relying parties, device management 
platforms, network infrastructure, and policy engines

Specifications Under Development
▪ Shared Signals Framework (SSF)
▪ Continuous Access Evaluation Profile (CAEP)
▪ Risk Incident Sharing and Coordination (RISC)

SSF

CAEP RISCevent 
definitions

mgmt & transports
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Working Group Updates

■ The same Transmitter and Receiver can have multiple streams between 
them

● Use case: Different event types may be handled by different streams
● Optional behavior: A Transmitter may continue to restrict to only a single stream

■ WG and Specs Rename
● New name is Shared Signals Framework (SSF) - previous was Shared Signals and Events (SSE)

● Specs updated to reflect new name
● SSF spec source is now in Markdown format instead of XML



67

Working Group Progress & Opportunities
Focus Areas
▪ Implementer's draft feedback
▪ Issue backlog

▪ Working through 22+ spec issues
▪ Overall spec cleanup

▪ Fresh pass with new eyes
▪ Industry engagement

▪ CAEP Session at EIC 2023
▪ Evangelization at Gartner, EIC, and Identiverse

Lots of interest in the industry, but adoption remains a challenge
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Sponsored by:

In Partnership With
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Working Group Roadmap
DATE DELIVERABLES ASPIRATIONS NOTES

Q2 2023 < spec refinement >

Q3 2023 - SSF implementer's draft #2
- CAEP implementer's draft #3

Q4 2023

- Deployment guidance
- SSF v1.0
- CAEP v1.0
- RISC v1.0
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OIDF Government Identity 
Whitepaper Update

Elizabeth Garber - IDPartner
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Role of Government

from the UN’s illustrated Universal Declaration of Human Rights
https://www.un.org/en/udhrbook/index.shtml

Grounded in the Universal Declaration of Human Rights & the 
International Bill of Rights. 

They include

• Civil Rights
• Privacy
• Physical Safety
• Political Rights
• Economic Opportunity 

Written for government officials designing Digital Identity 
Systems that respect, protect, and fulfil these rights.
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Role of Government Issued Identity
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Government identity needs to work at the edges

has a vision 
impairment

emigrated as a 
child

fled an abusive 
partner

is seeking 
asylum

in witness 
protection
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Tremendous opportunity meets tremendous risk
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We are building upon a wide range of literature
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We explore past, present, and future archetypes
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Recommendations

Holistic Strategy

Human Centric Design

Community Engagement
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Recommendations

Institutional Protections

Tools and Rules
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High-Level Insights

Mature Emerging Standards

Interoperability

Trust Establishment At Scale
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What’s ?
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Global Assured Identity Network 
Update

Elizabeth Garber – IDPartner  

Dr. Torsten Lodderstedt – yes
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Identity System Interoperability Benefits Society

Lorem ipsum congue 
tempus

Lorem ipsum 
tempus

Lorem ipsum congue 
tempus

Lorem ipsum 
tempus

Underpin 
Human Rights

National 
Security

User
Experience

Economic 
Growth

Economi
c & 

Financial 
Inclusion

Financial
Stability
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GAIN is underpinned by 4 principles

Internet
Scale

“Build on what’s been built”***
***and adapt when exciting new things are built!

Open
Standards

Global
Interoperability

Technology
Agnostic

Distributed
Governance
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GAIN Guiding Body
Those organizations that have signed the Memorandum of Understanding and committed to certain contributions to the effort.

Open Identity Exchange
Global Interoperability Working Group

Dedicated to interoperability in the policy domain

OpenID Foundation
GAIN Proof of Concept Community Group

Testing technical standards of interoperability

Global Legal Entity 
Identifier Foundation

Cloud Signature 
Consortium

Secure Identity 
Alliance

Institute of 
International Finance

The Governance of GAIN
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We’re looking to connect “islands of trust”

Interoperability

Trusted Network Trusted Network

Trusted Network
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The <untrusted> Internet

Discovery and trust:
The Control Plane OpenID Federation

IDPOpenID 4 IDA

Digital ID Exchange:
The Data Plane

RP

Trusted Network Trusted Network

Trusted Network

Implemented Baseline OIDC4IDA and Federation
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Authlete 
(Japan)RP

Italian 
Federation
RP IDP

Federation
Interface

RP IDP
Federation
Interface
(inbount)

Federation
Adaptor

(outbound)

Federation
Interface

IDP

participant 
lookup
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● Learning has continued since Sept 2021 and the market continues to shift

○ Relevant regulatory movements, e.g. continued evolution of eIDAS 2.0

○ Developments in gov-issued ID, e.g. ISO 18013-5 (mobile drivers’ licenses)

○ W3C recommendation on Decentralized Identifiers (DIDs)

○ Technical development & broader use of VCs - including GLEIF’s vLEI pilots using KERI

● Two GAIN-specific working groups have refined the approach
○ OIDF’s GAIN Community group (Technical POC) focused on Network-of-Network protocols

○ OIX GAIN Working group focused on framework-framework interop

● We are drafting a paper that includes the current thinking of those people and orgs 

now progressing the GAIN vision

○ Targeting a broader audience for interoperability (though still encouraging FI participation)

○ The current thinking & recommendations of the OIX and OIDF working groups

○ Defining GAIN as it relates to verifiable credentials and SSI

GAIN Paper: One Year On

EIC Presentation: 5/12 @ 1050am
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OIX Global Interoperability 
Update

Nick Mothershaw – OIX Chief Identity Strategist
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OIX Global 
Interoperability Update

Nick Mothershaw
Chief Identity Strategist
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Open Policy Rules Exchange Framework enables…
….policy interoperability across all parties, regardless of ID “Style” and Technology agnostic 

CENTRALISED
DECENTRALISED

ISSUERS ACCEPTORS

TRUST FRAMEWORK

OPEN POLICY RULES EXCHANGE FRAMEWORK

FEDERATION

PRIVATE SECTOR ID WALLET

GOVERNMENT ISSUED DIGITAL ID
OR • A really Smart Wallet should 

enable the user to hop from place 
to place, from Trust Framework to 
Trust Framework, seamlessly. 

• At OIX, our Global Interoperability 
Working Group is exploring how 
this will work by analyzing the 
following:
• EU eIDAS2
• US NIST
• UK DIATF
• Canada DIACC
• Singapore Singpass
• Thai Trust Framework
• MOSIP
• Bank ID Sweden
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Open Policy Rule Exchange Framework enables…

Does the wallet 
meet my policy 
requirements?

Does a credential meet 
my policy requirements?

Can the wallet derive 
information I need?

Can the wallet derive a 
Level of Assurance I 

need?
-

Opening 
Financial 
Account

Age 
Restricted 

Retail

Hiring a Car

….policy questions to be answered for the Relying Party, in the context of the applicable trust framework
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Protocol and Data Standards

PROTOCOL ENVELOPE

CONTENT

• Can we define a common 
Data Schema for ”Core ID 
Information? 

• Can it work for both 
Verifiable Credentials and 
OIDC for ID Assurance?

• OIX is calling for a ‘protocol independent data standard’ for Core ID information and evidence.

• OIDC for Identity Assurance “Verification Object” should be used as a basis for this standard

Protocol Standards are required, but are outside of the scope of OIX’s work
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Credential Acceptance

Does a credential meet 
my policy requirements?

Standards are 
required

PROOFING

DATA

ISSUER

CREDENTIAL FORMAT

GENERAL POLICIES

AUTHENTICATORS



95© Copyright OIX 2023

OPREF Level of Assurance Methodology

Permitted 
Credentials

Validation Methods Validation Method 
Combinations

Verification Method 
Combinations

Assurance Combinations

Verification Methods

+

+

+

= LoA X

= LoA Y

= LoA Y

= LoA Z

Credential Weight
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Closing Remarks & Networking
Nat Sakimura – Chairman

Gail Hodges – Executive Director

More on membership, contribution, WG calendar @ openid.net
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Thank you.

Visit: www.OpenID.net


