Interop testing

Presentation at the Openld Connect Tech Summit by Roland Hedberg
<roland.hedberg@adm.umu.se>
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Who we are

e Andreas Akre Solberg

e Works at UNINETT, Norway
e Father of SimpleSAMLphp

e Project leader of gn3-jra3-t2 (GN3
|dentity Federations research task
force)

e Roland Hedberg

e Employed by Umea University,
Sweden

e Responsible for pySAML2

¢ | ong experience of writing and
implementing specifications.
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How we have divided It

e Andreas does the web front-end

¢ | do the protocol engine

e accessible through a command line script
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Testing OpenlID Connect Provider

Descriptive name of test server
Chient Credentials
Client identifier c1ient
Client secret secret

Callback URL
https://localhost/callback

Username user

Password passwd

Setup service endpoints

OAuth Authorization Endpoint:

'https://cxamplc.orq/oauth/authorxzatxon

OAuth Token Endpoint:

https://example.org/oauth/token

OpenlD Connect Check Sessjon Endpoint:

https://example.org/connect/checksession

OpenlID Connect User Info Endpoint:

https://example.org/connect/userinfo

Start test Save confiauration

Mockup for OP registration
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What’s going to be tested

e Conformance to the standards (Oauth2 + Openl Connect)

e OP and RP

e Extensions
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How

e A number of ‘flows’ will be defined

¢ You can decide which ones to run

e The flows are hierarchically organized; if a base flow doesn’t work then the
derivatives will not be tried.

e Minimal, dynamic, complete
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'SP should not accept an Issuelnstant far (24 hours) into the future
'SP should not accept an Issuelnstant far (24 hours) into the past

GN3 Federation lab
automatic SAML 2 tester

Result presentation
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