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(missed some – busy with earlier group)
Need for credential provider – eg provider that is paid to credential / verify users
What if I could connect my Google account to a credential provider?
RP should be willing to pay provider for this account assurance
Mobile providers like telcos are in a good position to set up as credential providers – have control over devices, user knowledge.  They at least have the potential
RE-up case – ask for the password again
Google experience: no statistically significant increase in security for asking user for password again on same machine – Google takes hit for user experience.  Why do we even time out your password ever on that device?  (There are some cases where it is significant)
STEP-up case – give a better credential
     Email driven & RP driven cases
     Email: The case that worked, was users who wanted to have it for email, who then wanted to use it for everything == all-or-nothing
  RP : banks & the like: RP itself = 2FA, mail &c = 1FA
  Seems to be headed toward all-or-nothing tho.
   IMAP clients are difficult to get into any 2 FA paradigm
Problem – letting device stay logged in doesn’t deal with various sharing machine situations.
Scenario: logged in, stepped up w/ 2FA, now I let someone else uses this machine
Google: We know enough about that account to know the new person doesn’t have the right credentials; one of the factors is deleted & has to be re-entered.
The 2FA cookie – could it be stolen?  Google does analysis of what it thinks the cookie “context” is – is it being replayed, is the device differet &c?  Per-origin cookie?    Maybe TPM-based mobile devices?  Need something to bind the device & cookie very closely/indisputably.
Encourage users to opt-in to these schemes
Malware is overwhelming ability of potential credential providers to take on liability inherent in offering credentialing services.
The 4 levels
Password
CP – the best practices for passwords (“certified” password practice)
2FA (or OTP)
Certificate

Complexity of the aggregator space (seems off topic – belongs to previous group?) and the need to bring in the significant providers to create a quorum for the technology- what is the $ incentive
There are issues – many existing attribute “providers” will offer contracts that prevent aggregators or RPs from relaying / forwarding attributes.
Google works in consumer scenario; the enterprise scenario, the employer makes all the decisions


